
 

 

Lantech 
 
 
 
 
 
 

LGS-2816C-RPS 
 

16 100/1000M SFP+ 8 10/100/1000T/Dual  

Speed SFP Combo L2 Plus Managed  

Switch w/ Redundant Power Supply 
 
 
 

User  Manual 

 



 

 

M ANAGEMENT G UIDE  
 

 
 
 

LGS-2816C-RPS 
16 100/1000M SFP+ 8 10/100/1000T/Dual Speed SFP Combo L2 Plus Managed Switch w/ 
Redundant Power Supply 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
LGS-2816C-RPS 

Publication date: March., 2011 

  Revision v5.17 



 

 

ABOUT THIS GUIDE 
 
 
 

PURPOSE    This guide gives specific information on how to operate and 
use the management functions of the switch. 

 

 
 

AUDIENCE    The guide is intended for use by network administrators who 
are responsible for operating and maintaining network 
equipment; consequently, it assumes a basic working 
knowledge of general switch functions, the Internet Protocol 
(IP), and Simple Network Management Protocol (SNMP). 

 

 
 

CONVENTIONS    The following conventions are used throughout this guide 
to show information: 

 

 
NOTE:  Emphasizes important information or calls your attention to 
related features or instructions. 

 
 
 

CAUTION: Alerts you to a potential hazard that could cause loss of 
data, or damage the system or equipment. 

 
 
 

WARNING: Alerts you to a potential hazard that could cause personal 
injury. 

 
 
 
 

RELATED PUBLICATIONS    The following publication details the hardware features of the 
switch, including the physical and performance-related 
characteristics, and how to install the switch: 

 
The Installation Guide 

 
Also, as part of the switch‘s software, there is an online web-
based help that describes all management related features. 
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 SECTION I GETTING STARTED 
 
 
 
 
 
 

This section provides an overview of the switch, and introduces some basic 
concepts about network switches. It also describes the basic settings 
required to access the management interface. 

 
This section includes these chapters: 

 

◆ ―Introduction‖   
 

◆ ―Initial Switch Configuration‖   



 

 

1           INTRODUCTION 
 
 
 
 

This switch provides a broad range of features for Layer 2 plus switching. 
It includes a management agent that allows you to configure the features 
listed in this manual. The default configuration can be used for most of 
the features provided by this switch. However, there are many options 
that you should configure to maximize the switch‘s performance for your 
particular network environment. 

 
 
 

KEY FEATURES 
 

Table 1: Key Features 
 

Feature Description 
 

Configuration 
Backup and 
Restore 

 

Backup to management station or TFTP server 

 

Authentication Console, Telnet, web – user name/password, RADIUS, 

TACACS+ Web – HTTPS 

Telnet – 
SSH 

SNMP v1/2c - Community strings 

SNMP version 3 – MD5 or SHA password 

Port – IEEE 802.1X, MAC address filtering 

DHCP Snooping   

IP Source Guard 
 

Access Control Lists Supports up to 128 Access Control Entries (ACEs), using the 
shared 128 ACEs for ingress classification 

 
DHCP Client Supported 

 

DNS Proxy service 
 

Port Configuration Speed, duplex mode, flow control, MTU, response to 
excessive collisions, power saving mode 

 

Rate Limiting Input rate limiting per port (using ACL) 
 

Port Mirroring One or more ports mirrored to single analysis port 
 

Port Trunking Supports up to 14 trunks using either static or dynamic trunking 
(LACP) 

 

Storm Control Throttling for broadcast, multicast, and unknown unicast storms 
 

Address Table Up to 8K MAC addresses in the forwarding table, 1024 static MAC 
addresse

s 

IP Version 4    Supports IPv4 addressing, management, and QoS  

IEEE 802.1D Bridge Supports dynamic data switching and addresses learning 
 

Store-and-
Forward 
Switching 

 
Supported to ensure wire-speed switching while eliminating 
bad frames 

 

Spanning Tree Algorithm  Supports Rapid Spanning Tree Protocol (RSTP), which includes 
STP backward compatible mode 



 

 

 
Table 1-2: Key Features (Continued) 

 

Feature Description 
 

Virtual LANs Up to 4K using IEEE 802.1Q, port-based, and private VLANs 
 

Traffic Prioritization Queue mode and CoS configured by Ethernet type, VLAN ID, 
TCP/ UDP port, DSCP, ToS bit, VLAN tag priority, or port 

 

Qualify of Service Supports Differentiated Services (DiffServ), and DSCP 
remarking 

 

Multicast Filtering Supports IGMP snooping and Proxy 
 

 
 
 
 

DESCRIPTION OF FIRMWARE FEATURES 
The switch provides a wide range of advanced performance and 

Security enhancing features. Flow control eliminates the loss of packets 
due to bottlenecks caused by port saturation. Storm suppression 
prevents broadcast, multicast, and unknown unicast traffic storms from 
engulfing the network. Untagged (port-based) and tagged VLANs, plus 
support for automatic GVRP VLAN registration provide traffic security 
and efficient use of network bandwidth. QoS priority queueing ensures 
the minimum delay for moving real-time multimedia data across the 
network. While IGMP Snooping function provides support for real-time 
network applications. 

Others the switch also supports TACACS+ and RADIUS authentication 

for management security requirement and SSL and SSH for encryption 
for all HTTP traffic and all transmitted data for secure, remote 
command-line interface (CLI) access over IP networks  

 
Some of the management features are briefly described below. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SYSLOG The Syslog is a standard for logging program messages . It allows 

separation of the software that generates messages from the 
system that stores them and the software that reports and analyzes 
them. It is supported by a wide variety of devices and receivers 
across multiple platforms. 

 

QoS Support Quality of Service by the IEEE 802.1P standard. There are 

two priority queue and packet transmission schedule. multiple 
platforms. 

SNMP/RMON SNMP agent and RMON MIB. In the device, SNMP agent is a client software 
which is operating over SNMP protocol used to receive the command from 
SNMP manager (server site) and echo the corresponded data, i.e. MIB object. 
Besides, SNMP agent will actively issue TRAP information when happened. 

RMON is the abbreviation of Remote Network Monitoring and is a branch of the 
SNMP MIB. 

The device supports MIB-2 (RFC 1213), Bridge MIB (RFC 1493), RMON MIB 
(RFC 1757)-statistics Group 1,2,3,9, Ethernet-like MIB (RFC 1643), Ethernet 
MIB (RFC 1643) and so on.multiple platforms. 

 

http://en.wikipedia.org/wiki/Data_logging


 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
NOTE:  The SSL only provide the CLI for switch management and SSH 
default enable without UI for management. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IGMP SNOOPING Support IGMP version 2 (RFC 2236): The function IGMP snooping is 

used to establish the multicast groups to forward the multicast 
packet to the member ports, and, in nature, avoid wasting the 
bandwidth while IP multicast packets are running over the network. 

ACCESS CONTROL 
LISTS 

The ACLs are divided into EtherTypes. IPv4, ARP protocol, MAC and 

VLAN parameters etc. Here we will just go over the standard and 
extended access lists for TCP/IP. As you create ACEs for ingress 
classification, you can assign a policy for each port, the policy 
number is 1-8, however, each policy can be applied to any port. 
This makes it very easy to determine what type of ACL policy you 
will be working with. 

SECURIY AND  
AUTHENTICATION 

 

This switch provides management access via the console port, 
Telnet, or a web browser. User names and passwords can be 
configured locally or can be verified via a remote authentication 
server (i.e., RADIUS or TACACS+).  

Port-based authentication is also supported via the IEEE 802.1X 

protocol. This protocol uses Extensible Authentication Protocol over 
LANs (EAPOL) to request user credentials from the 802.1X client, 
and then uses the EAP between the switch and the authentication 
server to verify the client‘s right to access the network via an 
authentication server (i.e., RADIUS server). 
 

Other authentication options include HTTPS for secure management 

access via the web, SSH for secure management access over a 

Telnet-equivalent connection, SNMP Version 3, IP address filtering 

for web/SNMP/Telnet/SSH management access, and MAC address 
filtering for port access. 

IGMP PROXY The implementation of IP multicast processing. The switch supports IGMP 
version 1 and IGMP version 2, efficient use of network bandwidth, and fast 
response time for channel changing.  IGMP version 1 (IGMPv1) is described in 
RFC1112 ,and IGMP version 2 (IGMPv2) is described in RFC 2236. Hosts 
interact with the system through the exchange of IGMP messages. Similarly, 
when you configure IGMP proxy, the system interacts with the router on its 
upstream interface through the exchange of IGMP messages. However, when 
acting as the proxy, the system performs the host portion of the IGMP task on 
the upstream interface as follows: 

 When queried, sends group membership reports to the group.  

 When one of its hosts joins a multicast address group to which 
none of its other hosts belong, sends unsolicited group 
membership reports to that group.  

 When the last of its hosts in a particular multicast group leaves the 
group, sends an unsolicited leave group membership report to the 
all-routers group (244.0.0.2). 



 

 

 
 
 
 
 
 
 

PORT CONFIGURATION   You can manually configure the speed and duplex mode, and flow 

control used on specific ports, or use auto-negotiation to detect the 
connection settings used by the attached device. Flow control should 
also be enabled to control network traffic during periods of congestion 
and prevent the loss of packets when port buffer thresholds are 
exceeded. The switch supports flow control based on the IEEE 802.3 x 
standards. 

 
 
 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

PORT MIRRORING   The switch can unobtrusively mirror traffic from any port to a monitor port. 
You can then attach a protocol analyzer or RMON probe to this port to 

perform traffic analysis and verify connection integrity. 
 
 
 

PORT TRUNKING    Ports can be combined into an aggregate connection. Trunks can be 
manually set up or dynamically configured using Link Aggregation 
Control Protocol (LACP). The additional ports dramatically increase the 
throughput across any connection, and provide redundancy by taking 
over the load if a port in the trunk should fail. 

 
 
 

STORM CONTROL    Broadcast, multicast and unknown unicast storm suppression prevents 
traffic from overwhelming the network. When enabled on a port, the 
level of broadcast traffic passing through the port is restricted. If 
broadcast traffic rises above a pre-defined threshold, it will be throttled 
until the level falls back beneath the threshold. 

 

 

REDUDANT 
POWER SUPPLY  

Provide a D-Sub connector on rear panel to connect to RP-2000 
External/Redundant system for provide a full power cord 
redundancy solution that can protect against a single power main 
failure 

POWER SAVING  The Power saving using the "ActiPHY Power Management" and 

"PerfectReach Power Management" two techniques to detect the 

client idle and cable length automatically and provides the different 
power.  

Q-in-Q VLAN FOR 
PERFORMANCE AND 

SECURITY  

The VLAN feature in the switch offers the benefits of both security 

and performance. VLAN is used to isolate traffic between different 

users and thus provides better security. Limiting the broadcast traffic 

to within the same VLAN broadcast domain also enhances 

performance. Q-in-Q, the use of double VLAN tags is an efficient 

method for enabling Subscriber Aggregation. This is very useful in 
the MAN.  

MVR  Multicast VLAN Registration (MVR) can support carrier to serve 

content provider using multicast for Video streaming application in 

the network. Each content provider Video streaming has a dedicated 

multicast VLAN. The MVR routes packets received in a multicast 

source VLAN to one or more receive VLANs. Clients are in the receive 

VLANs and the multicast server is in the source VLAN. 



 

 

 

SPANNING TREE 

ALGORITHM  

The switch supports these spanning tree protocols: 
 
 Spanning Tree Protocol (STP, IEEE 802.1D) – Supported by using 

the STP backward compatible mode provided by RSTP. STP 
provides loop detection. When there are multiple physical paths 
between segments, this protocol will choose a single path and 
disable all others to ensure that only one route exists between 
any two stations on the network. This prevents the creation of 
network loops. However, if the chosen path should fail for any 
reason, an alternate path will be activated to maintain the 
connection. 

 Rapid Spanning Tree Protocol (RSTP, IEEE 802.1w) – This 
protocol reduces the convergence time for network topology 
changes, for the older IEEE 802.1D STP standard. It is intended 
as a complete replacement for STP, but can still interoperate with 
switches running the older standard by automatically 
reconfiguring ports to STP-compliant mode if they detect STP 
protocol messages from attached devices. 

VIRTUAL LANS 

(VLANS)  

The switch supports up to 4K VLANs. The VLAN is a collection of 

network nodes that share the same collision domain regardless of 

their physical location or connection point in the network. The 

switch supports the IEEE 802.1Q tagged VLANs standard. Members 

of VLAN groups can be dynamically learned via GVRP, or ports can 

be manually assigned to a specific set of VLANs. By segmenting 

your network into VLANs, you can: 
 

 Eliminate broadcast storms which severely degrade 
performance in a flat network. 

 Provide data security by restricting all traffic to the originating 

VLAN. 

 Use private VLANs to restrict traffic to pass only between data 

ports and the uplink ports, thereby isolating adjacent ports 
within the same VLAN, and allowing you to limit the total 
number of VLANs that need to be configured. 

IP-MAC-PORT BINDING  The IP network layer uses a four-byte address. The Ethernet link 

layer uses a six-byte MAC address. Binding these two address 

types together allows the transmission of data between the layers. 

The primary purpose of IP-MAC binding is to restrict the access to 

a switch to a number of authorized users. Only the authorized 

client can access the Switch‘s port by checking the pair of IP-MAC 

Addresses and port number with the pre-configured database. If 

an unauthorized user tries to access an IP-MAC binding enabled 
port, the system will block the access by dropping its packet. 



 

 

 

QUALITY OF SERVICE   Differentiated Services (DiffServ) provides policy-based management 

mechanisms used for prioritizing network resources to meet the 
requirements of specific traffic types. Each packet is classified upon entry 
into the network based on access lists, DSCP values, or VLAN lists. Using 
access lists allows you select traffic based on Layer 2, Layer 3, or Layer 4 
information contained in each packet. Based on network policies, 
different kinds of traffic can be marked for different kinds of forwarding. 

 
 
 
 
 DHCP SNOOPING  This feature enables the DHCP Snooping to include information 

about client when forwarding DHCP requests from a DHCP client to a 

DHCP server via Trust Port. DHCP snooping can be configured on 

LAN switches to harden the security on the LAN to only allow clients 

with specific IP/MAC addresses to have access to the network. In 

short, DHCP snooping ensures IP integrity on a Layer 2 switched 
domain. 

LINK LAYER 

DISCOVERY PROTOCOL 

(LLDP)  

IEEE Standard──802.1AB （Link Layer Discovery Protocol），Provide 

more easy debug tool and enhance the networking management 

availability, Others it can provide auto-discovery device and 
topology providing 

http://en.wikipedia.org/wiki/MAC_address


 

 

 
 
 

SYSTEM DEFAULTS 
 The following table lists some of the basic system defaults. 

 

 
Table: System Defaults

Function Parameter Default 

Console Port Connection Baud Rate 115200 bps 

 Data bits 8 

 Stop bits 1 

 Parity none 

 Local Console Timeout 0 (disabled) 

System Information Device Name LGS-2816C-RPS 

Account Admin User admin/admin 

 Guest User guest/guest 

Time Manual/NTP Manual 

 NTP Server 209.81.9.7 

 Time Zone GMT+8:00 

 Daylight Saving 0 (hour) 

IP Configuration DHCP Setting Disabled 

 IP Address 192.168.1.1 

 Subnet Mask 255.255.255.0 

 Default Gateway 192.168.1.254 

 DNS Manual 

 DNS Server 0.0.0.0 

Loop Detection Detection Port None 

Management Policy Management Policy None 

Syslog Syslog Disabled  

 IP Address 0.0.0.0 

 Port 514 

Virtual Stack State Disable 

 Role Slave 

 Group ID default 

Port Configuration Speed Auto 

 Flow Control SYM 

 Masimum Frame 9600 

 Excessive Collision Mode Discard 

 Description Empty 

Port Power Saving Power Saving Disable 

VLAN Mode VLAN Mode Tag-based 



 

 

 
 

Table: System Defaults (Continued) 

 

 

 
Function Parameter Default 

Tag-based Group VLAN ID 1 

 VLAN Name Default 

 IGMP Aware Disable 

 Private VLAN Disable 

 GVRP propagation Disable 

 Member Port 1-24 ports 

Port-based Group VLAN Name Default 

 Member Port 1-24 ports 

VLAN Ports Tag Identifier 0x8100 

 VLAN Aware Enable 

 Ingress Filtering Disable 

 Frame Type All 

 PVID 1 

 Role Access 

 Untag VID 0 

 Double Tag Disable 

Port Isolation Port Member None 

Management VLAN VLAN ID 1 

MAC Address Table Age Time 300 secs 

 Disable automatic aging Disable 

 MAC Table Learning Auto 

GVRP Config GVRP State Disabled 

 Join Time 20 

  Leave Time 60 

 LeaveAll Time 1000 

 Default Applicant Mode Normal 

 Default Registrar Mode  Normal 

 Restricted Mode Disabled 

 Masimum Frame 9600 

 Excessive Collision Mode Discard 

QoS Ports Number of Classes 4 

 Default Class Low 

 QCL 1 

 User Priority 0 



 

 

 Table : System Defaults (Continued) 

Function Parameter Default 

  Queuing Mode Strict Priority 

 Queue Weighted Low 1 

 Queue Weighted Normal 2 

 Queue Weighted Medium 4 

 Queue Weighted High 8 

QoS Control List QoS Control List None 

Rate Limiters Ingress Enable Disabled 

 Ingress Rate 500 

 Ingress Unit Kbps 

 Egress Enable Disabled 

 Egress Rate 500 

 Egress Unit Kbps 

Storm Control Flooded unicast status Disabled 

 Flooded unicast Rate 1 pps 

 Multicast status Disabled 

 Multicast Rate 1 pps 

 Broadcast status Disabled 

 Broadcast Rate 1 pps 

ACL Ports Policy ID 1 

 Action Permit 

 Rate Limiter ID Disabled 

 Port Copy Disabled 

Rate Limiters Rate Limiter 1 512 pps 

 Rate Limiter 2 16K pps 

 Rate Limiter 3 32 pps 

 Rate Limiter 4- 16 1 pps 



 

 

2   INITIAL SWITCH CONFIGURATION 
 
 
 
 

 

This chapter includes information on connecting to the switch and 
basic configuration procedures. 

 
 
 
 

CONNECTING TO THE SWITCH 

The switch has a embed network management agent. It offers a variety of 

management options, including SNMP, RMON and a web- based interface. 

A PC may also be connected directly to the switch for configuration and 

monitoring via a command line interface (CLI). 
 

 
NOTE:  An IPv4 address for the switch could be obtained via DHCP 
Server. To change this address, see ―Setting an IP Address‖ on page 34. 

 

If the switch couldn‘t receive a IP Address from a DHCP server, it has a 
default IP address 192.168.1.1, default gateway 192.168.1.254 
and subnet mask 255.255.255.0. 

 
 
 
 

CONFIGURATION 

OPTIONS 

The switch‘s HTTP web agent allows you to configure switch 

parameters, monitor port connections, and display statistics using a 
standard web browser such as Microsoft IE 6.0 above, Netscape 
V7.1 above or FireFox V1.00. The switch‘s web management 
interface can be accessed from any computer attached to the network. 
 
The CLI program can be accessed by a direct connection to the RS-232 
serial console port on the switch, or remotely by a Telnet connection 
over the network. 

 
The switch‘s management agent also supports SNMP (Simple Network 
Management Protocol). This SNMP agent permits the switch to be 
managed from any system in the network using network management 
software such as Lantech View. 

 
The switch‘s web interface, console interface, and SNMP agent allow you 
to perform the following management functions: 
 
 Set the administrator password 
 
 Set an IP interface for a management VLAN 
 
 Configure SNMP parameters 
 

 Enable/disable any port 



 

 

 
 Set the speed/duplex mode for any port 

 

 Configure the bandwidth of any port by limiting input or output 

rates or enable the Flow control of any port 

 

 Control port access through IEEE 802.1X security or static 

address filtering 

 

 Filter packets using Access Control Lists (ACLs) 

 

 Configure up to 4K IEEE 802.1Q VLANs 

 

 Configure IGMP Snooping or Proxy functionality 

 

 Upgrade the system firmware or Import /Export configuration 

files via HTTP (using the web interface) or TFTP (using the 

command line interface) 

 

 Configure Spanning Tree/ RSTP/ MSTP parameters 

 

 Configure Class of Service (CoS) priority queuing and QoS 

 

 Configure the  Port Trunk via static or LACP standard trunks 

 

 Enable port mirroring 

 

 Set storm control on any port for excessive broadcast, multicast, 

or unknown unicast traffic 

 

 Display system information and statistics 

 

 Configure the LLDP Parameters 
 

REQUIRED 

CONNECTIONS 

The switch provides an RS-232 serial port that enables a connection to 

a PC or terminal for monitoring and configuring the switch. A null-
modem console cable is provided with the switch. 

 
Attach a VT100-compatible terminal, or a PC running a terminal 
emulation program to the switch. You can use the console cable provided 
with this package, or use a null-modem cable that complies with the 
wiring assignments shown in the Installation Guide. 
 
To connect a terminal to the console port, complete the following steps: 
 
1.  Connect the console cable to the serial port on a terminal, or a PC 

running terminal emulation software, and tighten the captive 
retaining screws on the DB-9 connector. 

2.  Connect the other end of the cable to the RS-232 serial port on 

the switch. 
3.  Make sure the terminal emulation software is set as follows: 

 
■ Select the appropriate serial port (COM port 1 or COM port 2). 
■ Set the baud rates to 115200 bps. 



 

 

 
■ Set the data format to 8 data bits, 1 stop bit, and no parity. 
■ Set flow control to none. 
■ Set the emulation mode to VT100. 
■ When using HyperTerminal, select Terminal keys, not 

Windows keys. 
 

 
NOTE:  Once you have set up the terminal correctly, the console login 
screen will be displayed. 

 
 

For a description of how to use the CLI, see ―Using the Command Line 
Interface‖. For a list of all the CLI commands and detailed information on 
using the CLI, refer to ―CLI Command Groups‖ on. 

 

 
 

REMOTE 

CONNECTIONS 

Prior to accessing the switch‘s onboard agent via a network connection, 

you must first configure it with a valid IP address, subnet mask, and 
default gateway using a console connection, or DHCP protocol. 

 
An IPv4 address for this switch could be obtained via DHCP Server. To 
manually configure this address or enable dynamic address assignment 
via DHCP, see ―Setting an IP Address‖ on page 34. 

 
If the switch does not receive a IP Address from a DHCP server, it will 
default to the IP address 192.168.1.1, default gateway 192.168.1.254 
and subnet mask 255.255.255.0. 
 

 
NOTE:  This switch supports the Telnet sessions or SSH sessions. 
Telnet and SSH cannot be used concurrently. 

 
 

After configuring the switch‘s IP parameters, you can access the 
onboard configuration program from anywhere within the attached 
network. The onboard configuration program can be accessed using 
Telnet from any computer attached to the network. The switch can 
also be managed by any computer using a web browser (Microsoft 
IE 6.0 above, Netscape V7.1 above or FireFox V1.00.), or 
from a network computer using SNMP network management 
software. 

 
The onboard program only provides access to basic configuration functions. 
To access the full range of SNMP management functions, you must use 
SNMP-based network management software. 



 

 

 
 
 

BASIC CONFIGURATION 
 
 

SETTING PASSWORDS   If this is your first time to log into the console interface, you could define 
a new password for access to the web interface, record it, and put it in a 
safe place. The password can consist of up to 15 alphanumeric 
characters and is case sensitive. To prevent unauthorized access to the 
switch, set the password as follows: 

 
First  to access the Switch via Console port and Type ― admin‖ default 
username and ― admin‖ default password.  
Then enter account configuration interface. Type ―modify admin,‖ where 
password is your new password. 

 
 

 

Managed Switch - 

LGS-2816C-RPS 

Login: admin 

 

Password: ***** 

LGS-2816C-RPS(account)# modify admin 

username/password: the length is from 5 to 15. 

Current username (admin):admin 

Current password: 

New password: 

Confirm password: 

Username changed successfully. 

Password changed successfully. 

 

 
 
 

 

 
 

▼ Manual — You have to input the information, including IP address 
and subnet mask. If your management station is not in the same IP 
subnet as the switch, you will also need to specify the default gateway 
router. 
▼ Dynamic — The switch can obtain a IPv4 address from DHCP 
address allocation servers on the network. 

 
 
 
 
 
 
 
 
 

SETTING AN IP 

ADDRESS 

You must establish IP address information for the switch to obtain 

management access through the network. This can be done in either 
of the following ways: 

 MANUAL 

CONFIGURATION 

You can manually assign an IP address to the switch. You may also 

need to specify a default gateway that resides between this device 

and management stations that exist on another network segment. 

Valid IPv4 addresses consist of four decimal numbers, 0 to 255, 

separated by periods. Anything outside this format will not be 
accepted by the CLI program. 



 

 

 

 
NOTE:  An IPv4 address for this switch is 192.168.1.1 default . 

 
 

ASSIGNING  AN IPV4 ADDRESS 

Before you can assign an IP address to the switch, you must obtain 
the following information from your network administrator: 

 

▼ IP address for the switch 
 

▼ Network mask for this network 
 

▼ Default gateway for the network 

 
To assign an IPv4 address to the switch, type 

 
―set ip ip  mask gateway‖  

 
where ―ip‖ is the switch‘s IP address, ―mask‖ is the mask for the network 
portion of the address, ―gateway‖ is the IP address of the default 
gateway, Press <Enter>. 

 
 

Managed Switch - LGS-

2816C-RPS 

Login: admin 

 

Password: ***** 

 

LGS-2816C-RPS# ip 

LGS-2816C-RPS(ip)# set ip ? 

Usage: set <ip> [mask] [gateway] 

LGS-2816C-RPS(ip)# 

 
LGS-2816C-RPS(ip)# set ip 192.168.20.15 255.255.255.0 192.168.20.250> 

 

 

DYNAMIC CONFIGURATION 
 

 
OBTAINING  AN IPV4 ADDRESS 

If you enable the ―dhcp‖ option, IP will be enabled but will not function 

until a DHCP reply has been received. Requests will be sent periodically 
in an effort to obtain IP configuration information. DHCP values can 
include the IP address, subnet mask, and default gateway. 

 
If the DHCP option is enabled, the switch will start broadcasting service 
requests as soon as it is powered on. 

 
To automatically configure the switch by communicating with DHCP 
address allocation servers on the network, type the following command, 
and press <Enter>. Wait a few minutes, and then check the IP 
configuration settings using the ―enable dhcp‖ command. 
 
―enable dhcp‖ 

 



 

 

 
 

Managed Switch - LGS-2816C-RPS 

Login: admin 

 

Password: ***** 

 

LGS-2816C-RPS# ip 

LGS-2816C-RPS(ip)# enabl dhcp ? 

Usage: enable dhcp <manual|auto> 

LGS-2816C-RPS(ip)# enable dhcp manual 

LGS-2816C-RPS(ip)# show 

DHCP               : Enable 

IP Address         : 192.168.20.15 

Current IP Address : 0.0.0.0 

Subnet mask        : 255.255.255.0 

Gateway            : 192.168.20.250 

Current Gateway    : 255.255.255.255 

DNS Setting        : Manual 

DNS Server         : 0.0.0.0 

LGS-2816C-RPS(ip)# 

 

 
 

 
NOTE:  Response time from DHCP servers vary considerably for different 
network environments. If you do not get a response in a reasonable 
amount of time, try entering the ―disable dhcp‖ command followed by 
the ―enable dhcp‖ command. Otherwise, set the static IP address to a 
null address, and then enter the ―dhcp enable‖ command or reboot the 
switch. 

 

 
 
 

ENABLING SNMP 
MANAGEMENT 

ACCESS 

The switch can be configured to accept management commands from 

Simple Network Management Protocol (SNMP) applications such as 
Lantech View. You can configure the switch to (1) respond to SNMP 
requests or (2) generate SNMP traps. 

 
When SNMP management stations send requests to the switch (either 
to return information or to set a parameter), the switch provides the 
requested data or sets the specified parameter. The switch can also be 
configured to send information to SNMP managers (without being 
requested by the managers) through trap messages, which inform the 
manager that certain events have occurred. 
 

The switch includes an SNMP agent that supports SNMP version 1, 2c, and 
3 clients. To provide management access for version 1 or 2c clients, you 
must specify a community string. The switch provides a default MIB 
View (i.e., an SNMPv3 construct) for the default ―public‖ community 
string that provides read access to the entire MIB tree, and a default 
view for the ―private‖ community string that provides read/write access 
to the entire MIB tree. However, you may assign new views to version 1 
or 2c community strings that suit your specific security requirements. 



 

 

 
 

COMMUNITY STRINGS (FOR SNMP VERSION 1 AND 2C CLIENTS) 

Community strings are used to control management access to SNMP 
version 1 and 2c stations, as well as to authorize SNMP stations to 
receive trap messages from the switch. You therefore need to assign 
community strings to specified users, and set the access level. 

 
The default strings are: 

 
▼ public - with read-only access. Authorized management stations 

are only able to retrieve MIB objects. 

 
▼ private - with read/write access. Authorized management stations 

are able to both retrieve and modify MIB objects. 

 
To prevent unauthorized access to the switch from SNMP version 1 or 2c 
clients, it is recommended that you change the default community 
strings. 

 
To change the read-only or read/write community string, type either of 
the following commands, and press <Enter>. 

 
“ set community <Community> <user_name> <Source IP> <Source 
Mask> “  

 
 

 LGS-2816C-RPS(snmp)# set community public publicuser 0.0.0.0 
0.0.0.0 

 LGS-2816C-RPS(snmp)# 

MIL-SM24DPA(snmp)# show community 
 

SNMP Community Table:  

Idx Community       UserName        

Source IP       Source Mask 

--- -------------- -------------  ----

---------- --------------- 

1    public           publicuser      

0.0.0.0         0.0.0.0 

 

Number of entries: 1 

 LGS-2816C-RPS(snmp)# 

 

 

 

 
NOTE:  If you do not intend to support access to SNMP version 1 
and 2c clients, we recommend that you delete both of the 
default community strings. If there are no community strings, 
then SNMP management access from SNMP v1 and v2c clients is 
disabled. 
 



 

 

. 

TRAP RECEIVERS 

You can also specify SNMP stations that are to receive traps from the switch. 
To configure a trap receiver, enter the ―snmp trap‖ commands shown below, 
and press <Enter>. 

 
{For SNMPv1/v2c Trap setting} 
“set trap <index> <version> <IP> <port> <community/security>” 

 
where ―version‖ indicates the SNMP client version (1, 2c, 3), ―community- string‖ 
specifies access rights for a version 1/2c host, and ―host-address‖ is the IP 
address for the trap receiver. For a more detailed description of these 
parameters and other SNMP commands. The following example creates a trap 
host for a version 1 SNMP client. 

 
 

>snmp trap version 1 

LGS-2816C-RPS(snmp)# set trap 1 2 192.168.1.10 162 public 
                      LGS-2816C-RPS(snmp)# 

LGS-2816C-RPS(snmp)# show trap 

SNMPv3 Trap Host Configuration: 

No  Ver.    IP          Port Community/Security  Security    Auth.    Priv. 

Name             Level     Protocol Protocol 

-- ---- ------------  ---- ------------------ --------- -------- ---------  

 1  v2c  192.168.1.10  162    public 

 2 

 3 

 4 

 5 

 6 

LGS-2816C-RPS(snmp)# del trap 1 

LGS-2816C-RPS(snmp)# 

 

 

. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
                                     Managed Switch- LGS-2816C-PRS 
                           Login: admin 

 

                           Passward:***** 

                           LGS-2816C-PRS# config-file 

                           LGS-2816C-PRS(config-file)# 

                           LGS-2816C-PRS(config-file)# export ? 

                           Usage: export <current l user> <ip_address> 

                           LGS-2816C-PRS(config-file)# export user 192.168.20.1 

 

 

 

EXPORT OR IMPORT 

CONFIGURATION 

SETTINGS 

Configuration commands modify the working configuration, and are 

exported to a nonvolatile storage. To export the current 
configuration settings to a backup server, enter the following 
command, and press <Enter>. 
 
―export <current|user> <ip_address>” 
 
where ―ip_address‖ is the ip address of the backup server, and 

―current| user” is the name under which the configuration settings 

are exported. 
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To Import configuration settings from a backup server, enter the following 
command, and press <Enter>.“config load tftp-server file-name‖ 

 

 

 

Managed Switch- LGS-2816C-PRS 

                           Login: admin 

 

                           Passward:***** 

                           LGS-2816C-PRS# config-file 

                           LGS-2816C-PRS(config-file)# 

                           LGS-2816C-PRS(config-file)# import ? 

                           Usage: import <current│user> <ip_address> <file_path> 

                           Ip_address : TFTP server ip address. 

File_path : Configuration file path. 

                           LGS-2816C-PRS(config-file)# import user 192.168.20.1 LGS-2816C-RPS.config 

 

 

 

 

 

 

 

 

              



 

 

 

SECTION  II 
 
 

 
 

 
 
 

This section describes the basic switch features, along with a detailed 
description of how to configure each feature via a web browser. 

 
This section includes these chapters: 

 
◆ ―Using the Web Interface‖   

 
◆ ―Configuring the Switch‖   

 

SECTION  II  
WEB CONFIGURATION 



 

 

3  
 
 
 
 
 
 

 
This switch has an embedded HTTP web agent. Using a web browser you 
can configure the switch and view statistics to monitor network activity. 
The web agent can be accessed by any computer on the network using a 
standard web browser (Microsoft IE 6.0 above, Netscape V7.1 above 
or FireFox V1.00). 

 

 
NOTE:  You can also use the Command Line Interface (CLI) to manage the 
switch over a serial connection to the console port or via Telnet. For more 
information on using the CLI, refer to ―Using the Command Line 
Interface‖ on page 178. 

 
 
 
 

 

CONNECTING TO THE WEB INTERFACE 

Prior to accessing the switch from a web browser, be sure you have 
first performed the following tasks: 

 
1.  Configured the switch with a valid IP address, subnet mask, and 

default gateway using an out-of-band serial connection, or DHCP 
protocol. (See ―Setting an IP Address‖ on page 34.) 

 
2.  Set the system password using an out-of-band serial connection. (See 

―Setting Passwords‖ on page 34.) 

 
3.  After you enter a user name and password, you will have access to 

the system configuration program. 
 

 
NOTE:  The switch only allow one user connect from RS-232 Console UI and 
three user from Telnet. Others allow maximum 4 users connect via WebUI and 
maximum 1 user connect via Telnet, then Maximum 5 users allowed to login 
the switch via WebUI, Telnet and RS-232 Console. 
 
 NOTE:  The Admin could create the Operator account. The Operator has create, 
modify and delete rights as the same as Admin, but operator only has the right 
to change himself password and couldn‘t do upgrade.  
The guest has no right to create, modify and delete. Only has read right.  

3    USING THE WEB INTERFACE 



 

 

 
 

NAVIGATING THE WEB BROWSER INTERFACE 

To access the web-browser interface you must first enter a user name 
and password. By default, the user name is ―admin‖ and there is no 
password. 

 
 
 

HOME PAGE   When your web browser connects with the switch‘s web agent, the home 
page is displayed as shown below. The home page displays the Main 
Menu on the left side of the screen and an image of the front panel on 
the right side. The Main Menu links are used to navigate to other menus, 
and display configuration parameters and statistics. 

 
Figure 1:  Home Page 

 

 
 

 
 

CONFIGURATIO

N 

OPTION

S 

Configurable parameters have a dialog box or a drop-down list. Once a 

configuration change has been made on a page, be sure to click on the 
Apply button to confirm the new setting. The following table 
summarizes the web page configuration buttons. 

 
Table 3: Web Home Page Configuration Buttons 

 

Button Action 
 

Apply Sets specified values to the system. 
 

Auto Logout Sets the device auto logout with time 
period up to 60 minutes or disable the auto 
logout 

 

 
 

NOTE:  To ensure proper screen refresh, be sure that Internet Explorer is 
configured so that the setting ―Check for newer versions of stored 
pages‖ reads ―Every visit to the page.‖ 

Internet Explorer 6.x and earlier: This option is available under the menu 

―Tools / Internet Options / General / Temporary Internet Files / Settings.‖ 

Internet Explorer 7.x: This option is available under ―Tools / Internet 

Options / General / Browsing History / Settings / Temporary Internet Files.‖ 



 

 

 

PANEL DISPLAY   The web agent displays an image of the switch‘s ports. The refresh mode 

is auto-mode by default. Clicking on the image of a port opens the 
Detailed Statistics page as described on page 143. 

 
Figure 2:  Front Panel Indicators 

 

 
 
 
 

MAIN MENU   Using the onboard web agent, you can define system parameters, 
manage and control the switch, and all its ports, or monitor network 
conditions. The following table briefly describes the selections available 
from this program. 

 
Table 4: Main Menu 

 

Menu Description Page 

Configuration    
 

System   

System 
Information 

Configures Location, Contact and Device Name    

Account Configures User Account and Password  

Time Configures SNTP and System Time settings  

IP Configuration Configures IPv4 settings  

Loop Detection Configures Loop Detection  

Management 
Policy 

Configures Management Policy  

Syslog Configures Syslog parameters  

Virtual Stack Configures the Virtual Stack for Switch Management   

Port    

Configuration Configures port parameters settings  

Status Display port status  

Simple Counter Display port simple counter  

Detail Counter Display port detail counter  

Power Saving Configures port power saving settings  

Vlan     

Vlan mode Configures VLAN Mode with port-base, tag-base..etc  

Tag-based  
Group 

Configures Tag-based VLAN Group parameters setting  

Port-based  
Group 

Configures Port-based VLAN Group parameters setting  

Ports Configures VLAN Port detail parameters setting  
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Port Isolation Configures Port Isolation setting  

Management 
VLAN 

Configures Management VLAN ID  

MAC    

MAC Address 
Table 

Configures MAC Address Aging parameters setting  

Static Filter Configures MAC Address Static Filter settting  

Static Forward Configures MAC Address Static Forward setting  

MAC Alias Configures MAC Address Alias setting  

MAC Table Display the MAC Address Table  

GVRP    

Config Configures GVRP detail parameters setting  

Counter Display GVRP per port detail counter    

Group Configures and display the GVRP VLAN Group Information  

QoS    

Ports Configures Port QoS parameters setting  

QoS Control List Configures QoS Control List setting  

Rate Limiters Configures Port Rate Limit parameters setting  

Storm Control Configures Storm Control parameters setting  

Wizard Configures QCL via Wizard setting  

SNMP    

System Configures SNMP System parameters setting  

Communitites Configures SNMPv1/v2 Communities parameters setting  

Users Configures SNMP Users account and parameters setting  

Groups Configures SNMP Groups and parameters setting  

Views Configures SNMP Views and parameters setting  

Accesses Configures SNMP Accesses and parameters setting  

Trap Hosts Display the SNMP Trap Hosts information  

ACL    

Ports Configures ACL Ports parameters setting  

Rate Limiters Configures ACL Rate Limit  parameters setting  

Access Control 
List 

Display and Configures ACLs Role setting  
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Wizard Configures ACL via Wizard setting  

IP MAC Binding   

Configuration Configures IP MAC Port Binding settings  

Dynamic Entry Configures role using dynamic entry of IP Address, MAC, 
Port and VID 

 

802.1X   

Server Configures RADIUS Authentication and Accounting Server 
parameters setting 

 

Port 
Configuration 

Configures Port 802.1X parameters setting  

Status Display Port 802.1X configuration information includes 
Port Index, Mode, Status and VLAN Policy 

 

Statistics Display Port 802.1X statistics information  

TACACS+     

State Configures TACACS+ State parameters setting  

Authentication Configures TACACS+ Authenticaiton parameters setting  

Accounting Configures TACACS+ Accounting parameters setting  

Trunk   

Port  Configures Trunk port settings and Display Trunk Port 
Status  

 

Aggregator View Display Trunk Aggregation status and LACP Detail 
information 

 

Aggregation 
Hash Mode 

Configures Aggregation Mode parameters setting  

LACP System 
Priority 

Configures LACP System Priority setting  

STP (Spanning 
Tree) 

  

Status Display the STP parameters setting information  

Configuration Configures STP parameters setting  

Port Display Port STP configuration and status information  

MSTP   

State Configrues MSTP parameters setting  

Region Config Configrues MSTP Region parameters setting  

Instance View Display the MSTP Instance View information  

Mirroring Configures Port Mirroring parameters setting  

SSH Configures Secure Shell server  

Multicast   

IGMP Mode Configures Multicast IGMP mode with Snooping or Proxy  
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Proxy Configures IGMP Proxy parameters setting  

Snooping Configures IGMP Snooping parameters setting  

IGMP Group 
Allow 

Configures IGMP Group Allow parameters setting  

Group 
Membership 

Display IGMP Group Membership detail information  

MVR Configures MVR parameters setting  

MVID Configures Multicast MVID and display the detail 
information 

 

MVR Group 
Allow 

Configures Multicast MVR Group Allow parameters setting  

MVR Group 
Membership 

Display Multicast MVR Group Membership detail information  

Alarm   

Events Configures Trap Events parameters setting  

Email Configures Alarm trap send email and Email server 
parameters setting 

 

DHCP Snooping   

DHCP Snooping 
State 

Configures DHCP Snooping enable or disable setting  

DHCP Snooping 
Entry 

Display DHCP Snooping Entry detail information and 
configures DHCP Snooping parameters setting 

 

DHCP Snooping 
Client 

Display DHCP Snooping Client detail information  

(LINK LAYER 
DISCOVERY 
PROTOCOL) LLDP  

  

LLDP State Configures per port the LLDP parameters setting  

LLDP Entry Configures switch to display per port which build the LLDP 
available entry 

 

LLDP Statistics Display the detailed counting number of each port‘s LLDP 
traffic 

 

Save/Restore   

Factory Defaults Restore Default Configuration (Includes default 
IP Address) 

 

Save Start Save the current configuration as a start 
configuration file in flash memory 

 

Save User Save the current configuration as a user 
configuration file in flash memory 

 

Restore User Restore User Configuration function can retrieve 
the previous confirmed working configuration 
stored in the flash memory to update start 
configuration. 
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Export/ Import Allows user can back up or reload the 
configuration files of Save AS Start or Save As 
User via TFTP Server 

 

Diagnotics   

Diagnostics Provides a set of basic system diagnosis. The 
basic system check includes EEPROM test, UART 
test, DRAM test and Flash test 

 

Ping Tests specified path using IPv4 ping  

Maintenance   

Warm Restart Provides a way to reset the switch, including 
power up, hardware reset and software reset. 

 

Firmware 
Upgrade 

Provides new firmware will be uploaded into the 
switch and write into flash memory. 

 

Logout Allows you to logout the system to prevent other 
users from the system without the permission. 

 



 

 

 
 
 
 
 
 
 

 
This chapter describes all of the basic configuration tasks. 

 
 
 

CONFIGURING SYSTEM INFORMATION 

You can identify the system by configuring the contact information, 

name, and location of the switch. 
 

WEB INTERFACE 

To configure System Information in the web interface: 
 

1.  Click SYSTEM, System, Information. 
2.  Specify the contact information for the system administrator, as well 

as the name and location of the switch. Also indicate the local time 
zone by configuring the appropriate offset. 

3.  Click Apply. 

 
Figure 4-1:  System Information Configuration 

4    CONFIGURING THE SWITCH 
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PARAMETERS 

These parameters are displayed on the System Information page: 
 

 Model name –The model name of this device 

 System description –As it is, this tells what this device 

is. Here, it is “16-Port SFP + 8-Port Combo Port GbE 

L2 Plus Managed Switch”. 

 Location – User-defined the specifies the system location. 

(Maximum length: 255 characters) 

 Contact – For easily managing and maintaining device, 

you may write down the contact person and phone here 

for getting help soon. You can configure this parameter 

through the device‘s user interface or SNMP. 

 Device name –The name of the switch. User-defined. 

Default is LGS-2816C-RPS. 
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 System up time –  The time accumulated since this 

switch is powered up. Its format is day, hour, minute, 

second. 

 Current time –  Show the system time of the switch. Its 

format: day of week, month, day, hours : minutes : 

seconds, year. For instance, Wed, Apr. 23, 12:10:10, 

2004. 

 BIOS version – The version of the BIOS in this switch. 

 Firmware version – The firmware version in this switch. 

 Hardware-Mechanical version – The version of 

Hardware and Mechanical. The figure before the hyphen is 

the version of electronic hardware; the one after the 

hyphen is the version of mechanical. 

 Serial number – The serial number is assigned by 

Lantech. 

 Host IP address – The IP address of the switch. 

 Host MAC address – It is the Ethernet MAC address of 

the management agent in this switch. 

 Device Port – Show all types and numbers of the port in 

the switch. 

 RAM size – The size of the DRAM in this switch. 

 Flash size – The size of the flash memory in this switch. 

 CPU Loading – The loading of the CPU on this switch. 

 Model name – To display the Redundant Power Supply 

system model name. 

 Hardware Mechanical Version – To display the 

Redundant Power Supply system hardware mechanical 

version. 

 Serial Number – To display the Redundant Power Supply 

system serial number. 

 Temperature – To display the Redundant Power Supply 

system temperature with ‗C and ‗F. 



– 54 – 

CHAPTER 4  |  Configuring the Switch 

Setting Account 
CHAPTER 4  |  Configuring the Switch 

Setting Account 

 

 

 Fan – To display the Redundant Power Supply system fan 

status with rotation speed. 

 Voltage – To display the Redundant Power Supply system 

voltage value
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CONFIGURING ACCOUNT  
In this function, only administrator can create, modify or delete the username 

and password. Administrator can modify other guest identities‘ password without 
confirming the password but it is necessary to modify the administrator-
equivalent identity. Guest-equivalent identity can modify his password only. 

 

WEB INTERFACE 

To configure Account in the web interface: 
 

1.  Click SYSTEM, Account. 
2.  Click Create New to add new username and password. 

3.  Edit or Delete exist Accout name and password. 

4.  Click Apply. 

 

 
NOTE:  The switch only allow one user connect from RS-232 Console UI and 
three user from Telnet. Others allow maximum 4 users connect via WebUI 
and maximum 1 user connect via Telnet, then Maximum 5 users allowed to 
login the switch via WebUI, Telnet and RS-232 Console. 
 
 NOTE:  The Admin could create the Operator account. The Operator has 
create, modify and delete rights as the same as Admin, but operator only has 
the right to change himself password and couldn‘t do upgrade.  
The guest has no right to create, modify and delete. Only has read right. 

 

 
 

Figure 4-2:  Account Configuration 

 
 

PARAMETERS 

These parameters are displayed on the Account configuration page: 
 

 Create New – To add a new account and password 

 Edit – To verified the exist account and password 

 Delete – To delete the exist accout and password 

 



 

 

 

CONFIGURING TIME  
The switch provides manual and automatic ways to set the system time via NTP. 

Manual setting is simple and you just input ―Year‖, ―Month‖, ―Day‖, ―Hour‖, 
―Minute‖ and ―Second‖ within the valid value range indicated in each item.  

NTP is a well-known protocol used to synchronize the clock of the switch system 
time over a network. NTP, an internet draft standard formalized in RFC 1305, 
has been adopted on the system is version 3 protocol. The switch provides four 
built-in NTP server IP addresses resided in the Internet and an user-defined NTP 
server IP address. The time zone is Greenwich-centered which uses the 
expression form of GMT+/- xx hours. 

 

WEB INTERFACE 

To configure Time in the web interface: 
 

1.  Click SYSTEM, Time. 
2.  Specify the Time parameter in manual or NTP parameters. 

3.  Click Apply. 

 

 
NOTE:  Time Zone is an offset time off GMT. You have to select the time zone 
first and then perform time sync via NTP because the switch will combine this 
time zone offset and updated NTP time to come out the local time 
 
NOTE:  Daylight saving is adopted in some countries. If set, it will adjust the 
time lag or in advance in unit of hours, according to the starting date and the 
ending date. For example, if you set the day light saving to be 1 hour. When 
the time passes over the starting time, the system time will be increased one 
hour after one minute at the time since it passed over. 

 

 
Figure 4-3:  Time Configuration 

 
  

http://www.eecis.udel.edu/~mills/database/rfc/rfc1305/
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PARAMETERS 

These parameters are displayed on the Time configuration page: 
 

 Current Time – To display the current time of the system 

 Manual – To fill the valid figures in the fields of Year, 
Month, Day, Hour, Minute and Second respectively. The 
parameter Year, Month, Day, Hour, Minute and Second are 
>=2000, 1-12, 1-31, 0-23, 0-59 and 0-59 respectively. 

 NTP – To set the switch synchronizes the time with NTP 
server automatically. NTP is Network Time Protocol and is 
used to sync the network time based Greenwich Mean 
Time (GMT). If use the NTP mode and select a built-in NTP 
time server or manually specify an user-defined NTP 
server as well as Time Zone. 

 Daylight Saving – To set the daylight saving parameter 
with unit of hours.  

 Daylight Saving Start – To set when to start performing 
the day light saving time.  

This is used to set when to start performing the day light saving time. 

Mth:  

        Range is 1 ~ 12. 

        Default: 1 

Day: 

Range is 1 ~ 31. 

Default: 1 

Hour: 

Range is 0 ~ 23. 

Default: 0 

 Daylight Saving End – To set when to stop performing 
the day light saving time. 

This is used to set when to stop performing the daylight saving time. 

Mth:  

Range is 1 ~ 12. 

Default: 1 

Day: 

Range is 1 ~ 31. 
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Default: 1 

Hour: 

Range is 0 ~ 23. 

Default: 0 

 Apply – To save the configuration to switch flash memory. 

 



 

 

 
 

SETTING AN IP ADDRESS 

This section describes how to configure an IP interface for management 

access to the switch over the network. This switch supports IP Version 
4, and can be managed simultaneously through either of the address 
types. You can manually configure a specific IPv4 address or direct the 
switch to obtain an IPv4 address from a DHCP server when it is 
powered on. 

 
 

SETTING AN 

IPV4 

ADDRES

S 

The IPv4 address for the switch could be obtained via DHCP Server for 

VLAN 1. To manually configure an address, you need to change the 
switch's default settings to values that are compatible with your network. 
You may also need to a establish a default gateway between the switch 
and management stations that exist on another network segment. 
 

WEB INTERFACE 

To configure an IP address and SNTP in the web interface: 
 

1.  Click System, IP Configuration. 
2.  Specify the IPv4 settings, and enable DNS proxy service if required. 
3.  Click Apply. 
 

Figure 4-4:  IP & Time Configuration 
 

 
 

 
NOTE:  An IPv4 address for this switch could be obtained via DHCP 
Server. If the switch does not receive a IP Address from a DHCP server, 
it will default to the IP address 192.168.1.1 and subnet mask 
255.255.255.0 
 
 
You can manually configure a specific IP address, or direct the device to 
obtain an address from a DHCP server. Valid IPv4 addresses consist of 
four decimal numbers, 0 to 255, separated by periods. Anything other 
than this format will not be accepted by the CLI program. 



 

 

 

PARAMETERS 

These parameters are displayed on the Time configuration page: 
 

 DHCP Setting – To set enable or disable the switch obtained 
a IP address from DHCP Server. Default is disable 

 IP address – Address of the switch, Valid IP addresses 
consist of four numbers, 0 to 255, separated by periods.  

(Default: 192.168.1.1). 

 Subnet mask – This subnet mask identifies the host address 
bits used for routing to specific subnet. 

(Default: 255.255.255.0). 

 Default gateway – IP address of the gateway router between 
the switch and management stations that exist on other 
network segments. 

(Default: 192.168.1.254). 

 DNS – A Domain Name Server to which client requests for 
mapping host names to IP addresses are forwarded. 

(Default: 0.0.0.0). 

 Apply – To save the configuration to switch flash memory. 

 



 

 

 
 

CONFIGURING LOOP DETECTION 

The loop detection is used to detect the presence of traffic. When switch receives 
packet‘s(looping detection frame) MAC address the same as oneself from port, 
show Loop detection happens. The port will be locked when it received the 
looping detection frames. If you want to resume the locked port, please find out 
the looping path and take off the looping path, then select the resume the locked 
port and click on ―Resume‖ to turn on the locked ports. 

 

WEB INTERFACE 

To configure Loop detection in the web interface: 
 

1.  Click SYSTEM, Loop Detection. 
2.  Evoke which port to enable the Loop detection. 

3.  Click Apply. 

4.   When the port occur Loop and it was locked by switch then you 

could resume it.  
 

Figure 4-5:  Loop Detection Configuration 
 

 
 

PARAMETERS 

These parameters are displayed on the Loop Detection configuration page: 
 

 Port No. – Display the port number. The number is 1 – 24. 

 Detection Port - When Port No is chosen, and enable port' s Loop 
detection, the port can detect loop happens. To evoke the port to 
enable auto-detect the Loop.  

 Locked Port – When Port No is chosen, enable port' s Loop 
detection, and the port   detects loop happen, the port will be 
Locked. When choosing Resume, port locked will be opened and 
turned into unlocked. To evoke the port to resume it. 



 

 

 

 

CONFIGURING MANAGEMENT POLICY 

Through the management security configuration, the manager can do the strict 

setup to control the switch and limit the user to access this switch. 
 

WEB INTERFACE 

To configure Management Policy in the web interface: 
 

1.  Click SYSTEM, Management Policy. 
2.  Add a Management policy rule. 

3.  Click Add. 

4.   If you click delete then switch will delete a exist management 

policy.  

 

 
NOTE:  The following rules are offered for the manager to manage the switch: 

 
Rule 1) :   When no lists exists, then it will accept all connections. 

 

                       Accept 

     ----------------------------------------------------------------------- 

 
Rule 2) :   When only “accept lists” exist, then it will deny all connections, excluding 
the connection inside of the accepting range. 

 

 
      

Rule 3) :   When only “deny lists” exist, then it will accept all connections, excluding 
the connection inside of the denying range. 

 

 
 

 
Rule 4) :   When both “accept and deny” lists exist, then it will deny all connections, 
excluding the connection inside of the accepting range. 

 

 
 

 
Rule 5) :   When both “accept and deny” lists exist, then it will deny all connections, 
excluding the connection inside of the accepting range and NOT inside of the 
denying range at the same time.



 

 

 

 

 

 

 

 

Figure 4-6:  Management Policy Configuration 

 

 

 
 

PARAMETERS 

These parameters are displayed on the Management Policy configuration page: 
 

 Add. – To create a new management policy. Specify new entry of 
Management Security Configuration can be created after the 
parameters as mentioned above had been setup 

 Delete – To delete a exist Management policy from the 
management policy List. 

 Name -  A name is composed of any letter (A-Z, a-z) and digit (0-9) 
with maximal 8 characters. 

 VID - The switch supports two kinds of options for managed valid 
VLAN VID, including ―Any‖ and ―Custom‖. Default is ―Any‖. When 
you choose ―Custom‖, you can fill in VID number. The valid VID 
range is 1~4094.



 

 

 IP Range - The switch supports two kinds of options for managed 
valid IP Range, including ―Any‖ and ―Custom‖. Default is ―Any‖. In 
case that‖ Custom‖ had been chosen, you can assigned effective IP 
range. The valid range is 0.0.0.0~255.255.255.255. 

 Incoming Port - The switch supports two kinds of options for 
managed valid Port Range, including ―Any‖ and ―Custom‖. Default is 
―Any‖. You can select the ports that you would like them to be 
worked and restricted in the management security configuration 
if ‖Custom‖ had been chosen. 

 Access Type - The switch supports two kinds of options for 
managed valid Access Type, including ―Any‖ and ―Custom‖. Default 
is ―Any‖. ―Http‖, ―Telnet‖ and ―SNMP‖ are three ways for the access 
and managing the switch in case that‖ Custom‖ had been chosen. 

 Action – The switch supports two kinds of options for managed 
valid Action Type, including ―Deny‖ and ―Accept‖. Default is ―Deny‖. 
When you choose ―Deny‖ action, you will be restricted and refused 
to manage the switch due to the ―Access Type‖ you choose. 
However, while you select ―Accept‖ action, you will have the 
authority to manage the switch. 

 



 

 

 

 

CONFIGURING SYSLOG 

The Syslog is a standard for logging program messages . It allows separation of 

the software that generates messages from the system that stores them and the 
software that reports and analyzes them. It can be used as well a generalized 
informational, analysis and debugging messages. It is supported by a wide 
variety of devices and receivers across multiple platforms. 

 

WEB INTERFACE 

To configure Syslog in the web interface: 
 

1.  Click SYSTEM, Syslog. 
2.  Specify the syslog parameters includes IP Address of Syslog server 

and Port number. 
3.   Evoke the Sylog to enable it. 

4.  Click Apply.  

 

Figure 4-7:  Syslog Configuration 

 

 
PARAMETERS 

These parameters are displayed on the Syslog configuration page: 
 

 Syslog –Evoke the ―Enable‖ to enable syslog function 

 IP Address – To specify the IP address of the Syslog Server. 

 Port -  Filters the log to send syslog message with the selected port 
of PC host (Syslog server , ex: 514).. 
 

 

 

http://en.wikipedia.org/wiki/Data_logging


 

 

 

CONFIGURING SYSTEM LOG 
The System Log provides information about system logs, including information 

when the device was booted, how the ports are operating, when users logged in, 
when sessions timed out, as well as other system information. 

 

WEB INTERFACE 

To configure System Log in the web interface: 
 

1.  Click SYSTEM, System Log. 
2.  Display the system log on the screen. 

3.  Click Clear. It will clear all record of switch system log. 

 

Figure 4-8:  System Log screen 

 

 

PARAMETERS 

These parameters are displayed on the System Log page: 
 

 No. – Display the order number that the trap happened. 

 Time - Display the time that the trap happened. 

 Desc - Displays a description event recorded in the System Log. 

 Clear – To clear the system log data.  

 



 

 

 

 

CONFIGURING VIRTUAL STACK 
Virtual Stack Management(VSM) is the group management function. Through 

the proper configuration of this function, switches in the same LAN will be 
grouped automatically.  And among these switch, one switch will be a master 
machine, and the others in this group will become the slave devices. information. 

VSM offers a simple centralized management function. It is not necessary to 
remember the address of all devices, manager is capable of managing  the 
network with knowing the address of the Master machine.  Instead of SNMP or 
Telnet UI, VSM is only available in Web UI. While one switch become the Master, 
two rows of buttons for group device will appear on the top of its Web UI. By 
pressing these buttons, user will be allowed to connect the Web UI of the devices 
of the group in the same window without the login of these device. 

The most top-left button is only for Master device. The background color of the 

button you press will be changed to represent that the device is under your 
management. 

 
 

WEB INTERFACE 

To configure Virtual Stack in the web interface: 
 

1.  Click SYSTEM, Virtual Stack. 
2.  Display the system log on the screen. 

3.  Click Clear. It will clear all record of switch system log. 

 
NOTE:  It will remove the grouping temporarily in case that you login the 

switch via the console.  

 
NOTE:  Up to 16 devices can be grouped for VSM, however, only one Master is 

allowed to exist in each group. For Master redundancy, user may configure 

more than two devices as Master device, however, the Master device with the 

smaller MAC value will be the Master one.  All of these 16 devices can become 

Master device and back up with each other . 

 

Figure 4-9:  Virtual Stack Configuration 



 

 

PARAMETERS 

These parameters are displayed on the Virtual Stack page: 
 

 State – It is used for the activation or de-activation of VSM. Default 
is Enable. 

 Role - The role that the switch would like to play in virtual stack. 
Two types of roles, including master and slave are offered for 
option. Default is Master. 

 Group ID - It is the group identifier (GID) which signs for VSM.  
Valid letters are A-Z, a-z, 0-9, ― - ― and ―_‖  characters. The 
maximal length is 15 characters.  

 

 



 

 

 

 

CONFIGURING PORT CONFIGURATION 
The Port Configuration page includes configuration options for enabling 
auto-negotiation or manually setting the speed and duplex mode, 
enabling flow control, setting the maximum frame size, specifying the 
response to excessive collisions, or enabling power saving mode. Port 
Configuration is applied to change the setting of each port. In this 
configuration function, you can set/reset the following functions.  Four 
functions, including Port Status, Port Configuration, Simple Counter and 
Detail Counter are contained in this function folder for port monitor and 
management 

 

WEB INTERFACE 

To configure Port Configuration in the web interface: 
 

1.  Click Port, Configuration. 
2.  Specify the Port Configuration parameters. Make any required 

changes to the connection settings 

3.  Click Apply. 

 

Figure 4-10:  Port  Configuration 

 
 

PARAMETERS 

These parameters are displayed on the Port Configuration page: 
 

 Port – It was displayed the port index. 

 Media – It shows the port media type with UTP or SFP. 

 Speed - Sets the port speed and duplex mode using auto-negotiation 
or manual selection. The following options are supported: 

 

■ Disable - Disables the interface. You can disable an interface due to 
abnormal behavior (e.g., excessive collisions), and then re-enable it after 
the problem has been resolved. You may also disable an interface for 
security reasons. 
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■ Auto - Enables auto-negotiation. When using auto-negotiation, the 
optimal settings will be negotiated between the link partners based on 
their advertised capabilities. 

 

■ 1G FDX - Supports 1 Gbps full-duplex operation 
 

■ 100Mbps FDX - Supports 100 Mbps full-duplex operation 
 

■ 100Mbps HDX - Supports 100 Mbps half-duplex operation 
 

■ 10Mbps FDX - Supports 10 Mbps full-duplex operation 
 

■ 10Mbps HDX - Supports 10 Mbps half-duplex operation 
 

(Default: Autonegotiation enabled; Advertised capabilities for RJ-45: 
1000BASE-T - 10half, 10full, 100half, 100full, 1000full; SFP: Auto 
/1G FDX) 
 

 
NOTE:  The 1000BASE-T standard does not support forced mode. 
Auto- negotiation should always be used to establish a connection 
over any 
1000BASE-T port or trunk. If not used, the success of the link 
process cannot be guaranteed when connecting to other types of 
switches. 

 
 

 Flow Control – Flow control can eliminate frame loss by ―blocking‖ 
traffic from end stations or segments connected directly to the switch 
when its buffers fill. When enabled, back pressure is used for half- 
duplex operation and IEEE 802.3-2005 (formally IEEE 802.3x) for 
full- duplex operation. (Default: Disabled)  

When auto-negotiation is used, this parameter indicates the flow 
control capability advertised to the link partner. When the speed and 
duplex mode are manually set, the Current Rx field indicates whether 
pause frames are obeyed by this port, and the Current Tx field 
indicates if pause frames are transmitted from this port. 

 Maximum Frame - Sets the maximum transfer unit for traffic 
crossing the switch. Packets exceeding the maximum frame size are 
dropped. (Default: 9600 bytes) 

 Excessive Collision Mode – Sets the response to take when 
excessive transmit collisions are detected on a port. (The function 
only available on UTP Ports) 

 

■ Discard - Discards a frame after 16 collisions (default). 
■ Restart - Restarts the backoff algorithm after 16 collisions. 

 Description – To set the description or explain of switch specific 
port, but without specific character includes “ # % & „ + \. 



 

 

 
 

CONFIGURING PORT STATUS 
The function Port Status gathers the information of all ports‘ current 

status and reports it by the order of port number, media, link status, 
port state, Auto-Negotiation status, speed/duplex, Rx Pause and Tx 
Pause. An extra media type information for the module ports1 to 8 is 
also offered.  

 

WEB INTERFACE 

To configure Port Configuration in the web interface: 
 

1.  Click Port, Status. 
2.  Display the Port status. 

 

Figure 4-11:  Port  Status 

 
 

 

PARAMETERS 

These parameters are displayed on the Port Status page: 
 

 Port – Display the port number. The number is 1 – 24. Both port 1 ~ 
8 are optional modules. 

 Link - Show that if the link on the port is active or not. If the link is 
connected to a working-well device, the Link will show the link ―Up‖; 
otherwise, it will show ―Down‖. This is determined by the hardware 
on both devices of the connection. No default value. 

 Speed/ Duplex Mode – It shows the speed and duplex mode of all 
port. The local port has to be preset its capability. Default: None, 

depnds on the result of the negotiation. 

 Flow Control – It shows each port‘s flow control status. There are 
two types of flow control in Ethernet, Backpressure for half-duplex 
operation and Pause flow control (IEEE802.3x) for full-duplex 
operation. The switch supports both of them. Default: None, depends 
on the result of the negotiation. 
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 Description - network managers provide a description of device 
ports.



 

 

WEB INTERFACE 

To display the Port Port 1 ~ Port 24 SFP information  in the web interface: 
 

1.  Right Click Port connected icon. 

2.  Display the Port detail information. 

 

Figure 4-12:  Port 1~ Port 24 SFP Detail Information  

 
 

PARAMETERS 

These parameters are displayed on the Port Detial information page: 
 

 Connector Type – Display the connector type, for instance, UTP, SC, 
ST, LC and so on. 

 Fiber Type - Display the fiber mode, for instance, Multi-Mode, 
Single-Mode. 

 Tx Central Wavelength - Display the fiber optical transmitting 
central wavelength, for instance, 850nm, 1310nm, 1550nm and so 
on. 

 Baud Rate - Display the maximum baud rate of the fiber module 
supported, for instance, 10M, 100M, 1G and so on. 

 Vendor OUI - Display the Manufacturer's OUI code which is 
assigned by IEEE. 

 Vendor Name - Display the company name of the module 
manufacturer. 

 Vendor P/N - Display the product name of the naming by module 
manufacturer. 

 Vendor Rev (Revision) - Display the module revision. 

 Vendor SN (Serial Number) - Show the serial number assigned by 
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the manufacturer.



 

 

 Data Code - Show the date this SFP module was made. 

 Temperature - Show the current temperature of SFP module. 

 Vcc - Show the working DC voltage of SFP module. 

 Mon1 (Bias) mA - Show the Bias current of SFP module. 

 Mon2 (TX PWR) - Show the transmit power of SFP module. 

 Mon3 (RX PWR) - Show the receiver power of SFP module. 

 

 



 

 

CONFIGURING SIMPLE COUNTER 
The function of Simple Counter collects any information and provides the 

counting about the traffic of the port, no matter the packet is good or 
bad.  

The window can show all ports‘ counter information at the same time. 
Each data field has 20-digit long. If the counting is overflow, the counter 
will be reset and restart counting. The data is updated every time 
interval defined by the user. The Refresh Interval is used to set the 
update frequency. 

 

WEB INTERFACE 

To display the Port simple counter information  in the web interface: 
 

1.  Click Port, Simple Counter. 

2.  Display the Port Simple Counter information. 

3.   Click Refresh to refresh data or Clear to clear all records 

4.   Evoke the Auto-refresh then the switch will refresh the data automatically 

 

Figure 4-13:  Port Simple Counter detail information  

 

 

PARAMETERS 

These parameters are displayed on the Port Simple Counter page: 
 

 Packets - 

◆ Transmit– The counting number of the packet transmitted. 

◆ Receive - The counting number of the packet received. 

 Bytes –  

◆ Transmit– Total transmitted bytes.. 

◆ Receive - Total received bytes. 

 Errors –  

◆ Transmit–Number of bad packets transmitted.



 

 

◆ Receive - Number of bad packets received. 

 Drops –  

◆ Transmit–Number of  packets transmitted drop.  

◆ Receive - Number of  packets received drop. 

◆ Auto-refresh - The simple counts will be refreshed automatically 
on the UI screen. 

◆ Refresh - The simple counts will be refreshed manually when 
user use mouse to click on ―Refresh‖ button. 

◆ Clear - The simple counts will be reset to zero when user use 
mouse to click on ―Clear‖ button. 

 

 



 

 

CONFIGURING DETAIL COUNTER 
The function of Detail Counter collects any information and provides the 

counting about the traffic of the port, no matter the packet is good or 
bad.  

Each data field has 20-digit long. If the counting is overflow, the counter 
will be reset and restart counting. The data is updated every time 
interval defined by the user. The valid range is 3 to 10 seconds. The 
Refresh Interval is used to set the update frequency. Default update time 
is 3 seconds. 

 

WEB INTERFACE 

To display the Port Detail Counter information  in the web interface: 
 

1.  Click Port, Simple Counter. 

2.  Display the Port Simple Counter information. 

3.   Click Refresh to refresh data or Clear to clear all records 

4.   Evoke the Auto-refresh then the switch will refresh the data 
automatically 

 

Figure 4-14:  Port Detail Counter detail information  

 

 

PARAMETERS 

These parameters are displayed on the Port Detail Counter page: 
 

 Rx Packets - The counting number of the packet received. 

 Rx Octets - Total received bytes. 

 Rx High Priority Packets - Number of Rx packets classified as high 
priority. 

 Rx Low Priority Packets - Number of Rx packets classified as low 
priority.



 

 

 Rx Broadcast - Show the counting number of the received 
broadcast packet. 

 Rx Multicast - Show the counting number of the received multicast 
packet. 

 TX Packets - The counting number of the packet transmitted. 

 TX Octets - Total transmitted bytes. 

 Tx High Priority Packets - Number of Tx packets classified as high 
priority. 

 Tx Low Priority Packets - Number of Tx packets classified as low 
priority. 

 Tx Broadcast - Show the counting number of the transmitted 
broadcast packet. 

 Tx Multicast -  Show the counting number of the transmitted 
multicast packet. 

 Rx 64 Bytes - Number of 64-byte frames in good and bad packets 
received. 

 RX 65-127 Bytes - Number of 65 ~ 126-byte frames in good and 
bad packets received. 

 Rx 128-255 Bytes - Number of 127 ~ 255-byte frames in good and 
bad packets received. 

 Rx 256-511 Bytes - Number of 256 ~ 511-byte frames in good and 
bad packets received. 

 Rx 512-1023 Bytes - Number of 512 ~ 1023-byte frames in good 
and bad packets received. 

 Rx 1024-Bytes - Number of 1024-max_length-byte frames in good 
and bad packets received. 

 Tx 64 Bytes - Number of 64-byte frames in good and bad packets 
transmitted. 

 Tx 65-127 Bytes - Number of 65 ~ 126-byte frames in good and 
bad packets transmitted. 

 Tx 128-255 Bytes - Number of 127 ~ 255-byte frames in good and 
bad packets transmitted. 

 Tx 256-511 Bytes - Number of 256 ~ 511-byte frames in good and 
bad packets transmitted. 

 Tx 512-1023 Bytes - Number of 512 ~ 1023-byte frames in good 
and bad packets transmitted. 

 Tx 1024-Bytes - Number of 1024-max_length-byte frames in good 
and bad packets transmitted. 

 Rx CRC/Alignment - Number of Alignment errors and CRC error 
packets received. 

 Rx Undersize - Number of short frames (<64 Bytes) with valid CRC. 

 Rx Oversize - Number of long frames(according to max_length 
register) with valid CRC. 

 Rx Fragments - Number of short frames (< 64 bytes) with invalid 
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CRC. 

 Rx Jabber - Number of long frames(according tomax_length register)  
with invalid CRC. 

 Rx Drops - Frames dropped due to the lack of receiving buffer. 

 Rx Errors - Number of the error packet received. 

 Tx Collisions - Number of collisions transmitting frames experienced. 

 Tx Drops - Number of frames dropped due to excessive collision, late 
collision, or frame aging. 

 Tx FIFO Drops - Number of frames dropped due to the lack of 
transmitting buffer. 

 Auto-refresh - The detail counts will be refreshed automatically on 
the UI screen. 

 Refresh - The detail counts will be refreshed manually when user use 
mouse to click on ―Refresh‖ button. 

 Clear –The detail counts will be reset to zero when user use mouse to 
click on ―Clear‖ button. 



 

 

 
 

CONFIGURING POWER SAVING 

The function of Power Saving and provides the Power saving for reduce 

the power consumption with "ActiPHY Power Management" and 
"PerfectReach Power Management" two technique.It could efficient 
saving the switch Power when the client idle and detec the cable length 
to provide different power. 

 

WEB INTERFACE 

To Configure the Port Power Saving  in the web interface: 
 

1.  Click Port, Power Saving. 

2.  Evoke which port or Selec/Unselect to enable/disable Power Saving. 

3.   Click Apply 

 

Figure 4-15:  Port Power Saving Configuration  

 
 
PARAMETERS 

These parameters are displayed on the Power Saving Configuration page: 
 

 Power Saving - The parameter will enable or disable to verify 
switches have the ability to consider the length of any Ethernet cable 
connected for adjustment of power usage accordingly. Shorter 
lengths require less power. link-down mode removes power for each 
port that does not have a device attached. Default: Disable. 



 

 

 

 

IEEE 802.1Q VLANS 
The switch supports Tag-based VLAN (802.1Q) and Port-based VLAN.  
Support 4094 active VLANs and VLAN ID 1~4094. VLAN configuration 
is used to partition your LAN into small ones as your demand. Properly 
configuring it, you can gain not only improving security and increasing 
performance but greatly reducing VLAN management. In large 
networks, routers are used to isolate broadcast traffic for each subnet 
into separate domains. This switch provides a similar service at Layer 
2 by  using VLANs to organize any group of network nodes into 
separate broadcast domains.  

VLANs help to simplify network management by allowing you to move 

devices to a new VLAN without having to change any physical 
connections. VLANs can be easily organized to reflect departmental 
groups (such as Marketing or R&D), usage groups (such as e-mail), or 
multicast groups 

(used for multimedia applications such as videoconferencing). 

VLANs provide greater network efficiency by reducing broadcast traffic, 

and allow you to make network changes without having to update IP 
addresses or IP subnets. VLANs inherently provide a high level of 
network security since traffic must pass through a configured Layer 3 
link to reach a different VLAN. 

 

WEB INTERFACE 

To Configure the VLAN Mode  in the web interface: 
 

1.  Click VLAN, VLAN Mode. 

2.  Scroll the VLAN mode with Tag-based, Port-based, Segment A and 

Segment B. 

3.   Click Apply 

 

Figure 4-16:  VLAN Mode Configuration 
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PARAMETERS 

These parameters are displayed on the VLAN Mode Configuration page: 
 

 Port-based - Port-based VLAN is defined by port. Any packet 
coming in or outgoing from any one port of a port-based VLAN will 
be accepted. No filtering criterion applies in port-based VLAN. The 
only criterion is the physical port you connect to. For example, for a 
port-based VLAN named PVLAN-1 contains port members Port 
1&2&3&4. If you are on the port 1, you can communicate with port 
2&3&4. If you are on the port 5, then you cannot talk to them. Each 
port-based VLAN you built up must be assigned a group name. This 
switch can support up to maximal 24 port-based VLAN groups. 

 Tag-based - Tag-based VLAN identifies its member by VID. This is 
quite different from port-based VLAN. If there are any more rules in 
ingress filtering list or egress filtering list, the packet will be 
screened with more filtering criteria to determine if it can be 
forwarded. The switch supports supplement of 802.1q. For more 
details.  

Each tag-based VLAN you built up must be assigned VLAN name 
and VLAN ID. Valid VLAN ID is 1-4094. User can create total up to 
4094 Tag VLAN groups. 

 Segment A - The ―Segment A‖ mode is a special function for LAN 
Segmentation (Converter Mode) application, it is working under 
VLAN function. When the segment mode enabled, there are max. 
up to 12 LAN segments on the switch and fixed two ports for each 
LAN segment and each LAN segment will be isolated. The fixed 
segment ports mapping as below: 

 
Segment Forwarding Port Mapping 

1 Port 01  Port 09 

2 Port 02  Port 10 

3 Port 03  Port 11 

4 Port 04  Port 12 

5 Port 05  Port 13 

6 Port 06  Port 14 

7 Port 07  Port 15 

8 Port 08  Port 16 

9 Port 17  Port 18 

10 Port 19  Port 20 

11 Port 21  Port 22 

12 Port 23  Port 24 

 

 Segment B - The ―Segment B‖ mode is a special function for LAN 
Segmentation (Converter Mode) application, it is working under 
VLAN function. When the segment mode enabled, there are max. 
up to 12 LAN segments on the switch and fixed two ports for each 
LAN segment and each LAN segment will be isolated. The fixed 
segment ports mapping as below: 



 

 

Segment Forwarding Port Mapping 

1 Port 01  Port 02 

2 Port 03  Port 04 

3 Port 05  Port 06 

4 Port 07  Port 08 

5 Port 09  Port 10 

6 Port 11  Port 12 

7 Port 13  Port 14 

8 Port 15  Port 16 

9 Port 17  Port 18 

10 Port 19  Port 20 

11 Port 21  Port 22 

12 Port 23  Port 24 

The ports in the same LAN segment will forward any packet in the same 

segment ports, the received packets will be forwarded to the same segment 
port member without any change (for  example: VLAN tag or un- tag 
frames). The L2 PDU will be passed through between two ports in the same 
LAN segment. (Including: STP, MSTP, GVRP, LACP,... ; Except 802.3X 
Pause Frame). 

 

 
NOTE:  The following L2 switch functions can not  work with LAN 
segmentation mode at the same time:  

 GVRP 
 MSTP/RSTP/STP 
 IGMP Proxy and IGMP Snooping 
 DHCP Snooping 

 IP-MAC Binding 
 LACP and Static Port Link Aggregation 
 IEEE 802.1X 

 
 



 

 

 
 

CONFIGURING TAG-BASED GROUP 
The function shows the information of existed Tag-based VLAN Groups, 
You can also easily create, edit and delete a Tag-based VLAN group by 
pressing <Add>, <Edit> and <Delete> function buttons. User can 
add a new VLAN group by inputting a new VLAN name and VLAN ID. 

 

WEB INTERFACE 

To Configure the Tag-based Group  in the web interface: 
 

1.  Click VLAN, Tag-based Group. 

2.  Add new VLAN and specify the tag-based VLAN parameters. 

3.   Click Apply 

 

Figure 4-17:  Tag-based Group Configuration  

 

 
 
PARAMETERS 

These parameters are displayed on the Tag-Based Group Configuration page: 
 

 VLAN Name - The name defined by administrator is associated 
with a VLAN group. Valid letters are A-Z, a-z, 0-9, ― - ― and ―_‖  
characters. The maximal length is 15 characters. 



 

 

 VLAN ID - VLAN identifier. Each tag-based VLAN group has a unique VID. 

It appears only in tag-based and Double-tag mode. 

 IGMP Proxy - IGMP proxy enables the switch to issue IGMP host 
messages on behalf of hosts that the system discovered through 
standard IGMP interfaces. The system acts as a proxy for its hosts. 
This switch can be set IGMP function ―Enable‖ or ―Disable‖ by VLAN 
group. If the VLAN group IGMP proxy is disabled, the switch will 
stop the exchange of IGMP messages in the VLAN group members. 
If the VLAN group IGMP proxy is enabled, the switch will support 
the exchange of IGMP messages in the VLAN group members and 
follow up IGMP proxy router port configuration, which connects to a 
router closer to the root of the tree. This interface is the upstream 
interface. The router on the upstream interface should be running 
IGMP. You enable IGMP on the interfaces that connect the system 
to its hosts that are farther away from the root of the tree. These 
interfaces are known as downstream interfaces.  

 Member Port - This is used to enable or disable if a port is a 
member of the new added VLAN, ―Enable‖ means it is a member of 
the VLAN. Just tick the check box () beside the port x to enable it. 

 Add new VLAN - Please click on <Add new VLAN> to create a 
new Tag-based VLAN. Input the VLAN name as well as VID, 
configure the SYM-VLAN function and choose the member by ticking 
the check box beside the port No., then, press the <Apply> button 
to have the setting taken effect. 

 Delete Group - Just press the <Delete> button to delete the 
selected exist group entry from the Tag-based group table. 

 

 
NOTE:  If you need use PVLAN( Private VLAN) function on Switch 
then you need follow up the process as below:  
 

a. Create a VLAN as primary VLAN and the VLAN ID is 2 and evoke the 
Private VLAN to enable Private VLAN service.  

b. Assign port member to the VLAN2 
c. You need to assign these ports for member of port isolation. 

d. Press the “Save” to complete the PVLAN configuration process 
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CONFIGURING PORT-BASED GROUP 
The function shows the information of the existed Port-based VLAN 

Groups. You can easily create, edit and delete a Port-based VLAN group 
by pressing <Add>, <Edit> and <Delete> function buttons. User can 
add a new VLAN group by inputting a new VLAN name. 

 

WEB INTERFACE 

To Configure the Port-based Group  in the web interface: 
 

1.  Click VLAN, Port-based Group. 

2.  Add new VLAN and specify the Port-based VLAN parameters. 

3.   Click Apply 

 

Figure 4-18:  Port-based Group Configuration  

 
 

 
PARAMETERS 

These parameters are displayed on the Port-based VLAN Configuration page: 
 

 VLAN Name - The name defined by administrator is associated 
with a VLAN group. Valid letters are A-Z, a-z, 0-9, ― - ― and ―_‖  
characters. The maximal length is 15 characters. 

 Member Port - This is used to enable or disable if a port is a 
member of the new added VLAN, ―Enable‖ means it is a member of 
the VLAN. Just tick the check box () beside the port x to enable it. 

 Add new VLAN - Create a new Port-based VLAN. Input the VLAN 
name and choose the member by ticking the check box beside the 
port No., then, press the <Apply> button to have the setting taken 
effect. 

 Delete Group - Just press the <Delete> button to delete the 
selected exist group entry from the Port-based group table. 
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CONFIGURING PORTS 
The function in VLAN Tag Rule Setting, user can input VID number to 

each port. The range of VID number is from 1 to 4094. User also can 
choose ingress filtering rules to each port. There are two ingress 
filtering rules which can be applied to the switch. The Ingress Filtering 
Rule 1 is ―forward only packets with VID matching this port‘s configured 
VID‖. The Ingress Filtering Rule 2 is ―drop untagged frame‖. You can 
also select the Role of each port as Access, Trunk, or Hybrid. 

 

WEB INTERFACE 

To Configure the Ports in the web interface: 
 

1.  Click VLAN, Ports. 

2.  Specify the VLAN Port Configuration parameters. 

3.   Click Apply 

 

Figure 4-19 :  VLAN Ports Configuration 

 

 

PARAMETERS 

These parameters are displayed on the VLAN Ports Configuration page: 
 

 Port 1-24 - The index of Port number. 

 VLAN Aware - Based on IEEE 802.1Q VLAN tag to forward packet. 

 Ingress Filtering - Discard other VLAN group packets, only 
forward this port joined VLAN group packets 

 Frame Type –  

All: Forward all tagged and untagged packets 

Tagged: Forward tagged packets only and discard untagged 
packets
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 PVID - This PVID range will be 1-4094. Before you set a number x 
as PVID, you have to create a Tag-based VLAN with VID x. For 
example, if port x receives an untagged packet, the switch will 
apply the PVID (assume as VID y) of port x to tag this packet, the 
packet then will be forwarded as the tagged packet with VID y. 

 Role - This is an egress rule of the port. Here you can choose 
Access, Trunk or Hybrid. Trunk means the outgoing packets must 
carry VLAN tag header. Access means the outgoing packets carry 
no VLAN tag header. If packets have double VLAN tags, one will be 
dropped and the other will still be left. As to Hybrid, it is similar to 
Trunk, and both of them will tag-out. When the port is set to Hybrid, 
its packets will be untagged out if the VID of the outgoing packets 
with tag is the same as the one in the field of Untag VID of this port. 

 Untag VID - Valid range is 1~4094. It works only when Role is set 
to Hybrid. 

 Double Tag - Double-tag mode belongs to the tag-based mode, 
however, it would treat all frames as the untagged ones, which 
means that tag with PVID will be added into all packets. Then, 
these packets will be forwarded as Tag-based VLAN. So, the 
incoming packets with tag will become the double-tag ones. Scroll 
to enable the function and default is Disable. 



 

 

 
 

CONFIGURING PORT ISOLATION 
Port Isolation provides for an apparatus and method to isolate ports on 

layer 2 switches on the same VLAN to restrict traffic flow. The 
apparatus comprises a switch having said plurality of ports, each port 
configured as a protected port or a non-protected port. An address 
table memory stores an address table having a destination address and 
port number pair. A forwarding map generator generates a forwarding 
map which is responsive to a destination address of a data packet. The 
method for isolating ports on a layer 2 switch comprises configuring 
each of the ports on the layer 2 switch as a protected port or a non-
protected port. A destination address on an data packet is matched 
with a physical address on said layer 2 switch and a forwarding map is 
generated for the data packet based upon the destination address on 
the data packet. The data packet is then sent to the plurality of ports 
pursuant to the forwarding map generated based upon whether the 
ingress port was configured as a protected or non-protected port. 

 

WEB INTERFACE 

To Configure the Port Isolation in the web interface: 
 

1.  Click VLAN, Port Isolation. 

2.   Evoke which port want to enable Port Isolation . 

3.   Click Save 

 

Figure 4-20 :  Port Isolation Configuration 

 

 

PARAMETERS 

These parameters are displayed on the Port Isolation page: 
 

 Port 1-24 - The index of Port number. To evoke the port which you 
want to enable the Port Isolation service. 

 Save - Press the ―Save‖ to complete the PVLAN configuration 
process.  
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CONFIGURING MANAGEMENT VLAN 
To assign a specific VLAN for management purpose. The management 

VLAN is used to establish an IP connection to the switch from a 
workstation connected to a port in the VLAN. This connection supports 
a VSM, SNMP, and Telnet session. By default, the active management 
VLAN is VLAN 1, but you can designate any VLAN as the management 
VLAN using the Management VLAN window. Only one management 
VLAN can be active at a time.  

When you specify a new management VLAN, your HTTP connection to 
the old management VLAN is lost. For this reason, you should have a 
connection between your management station and a port in the new 
management VLAN or connect to the new management VLAN through a 
multi-VLAN router 

 

WEB INTERFACE 

To Configure the Management VLAN in the web interface: 
 

1.  Click VLAN, Management VLAN. 

2.   Specify Management VLAN ID. 0~ 4094 

3.   Click Apply 

 

Figure 4-21 :  Management VLAN Configuration 

 

 

PARAMETERS 

These parameters are displayed on the Management VLAN Configuration page: 
 

 VID - Specific Management VLAN ID.



 

 

 
 

CONFIGURING MAC 
MAC Table Configuration gathers many functions, including MAC Table 

Information, MAC Table Maintenance, Static Forward, Static Filter and 
MAC Alias, which cannot be categorized to some function type. They 
are described below. 

 

WEB INTERFACE 

To Configure the MAC Address Table in the web interface: 
 

1.  Click MAC, MAC Address Table. 

2.   Specify MAC Address Table parameters and evoke which port to 

enable the MAC learning  

3.   Click Save 

 

Figure 4-22 :  MAC Address Table Configuration 

 

 

PARAMETERS 

These parameters are displayed on the MAC Address Table Configuration page: 
 

 Aging Time - Delete a MAC address idling for a period of time from 
the MAC Table, which will not affect static MAC address.  Range of 
MAC Address Aging Time is 10-1000000 seconds. The default Aging 
Time is 300 seconds. 

 Disable automatic aging - Stop the MAC table aging timer, the 
learned MAC address will not age out automatically. 
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 Auto - Enable this port MAC address dynamic learning mechanism. 

 Disable - Disable this port MAC address dynamic learning 
mechanism, only support static MAC address setting. 

 Secure - Disable this port MAC address dynamic learning 
mechanism and copy the dynamic learning packets to CPU. 

 Save - Save MAC Address Table configuration. 

 Reset - Reset MAC Address Table configuration. 

 Flush - Remove all non-static mac entry. 



 

 

 
 

CONFIGURING STATIC FILTER 

Static Filter is a function that denies the packet forwarding if the 

packet‘s MAC Address is listed in the filtering Static Filter table. User 
can very easily maintain the table by filling in MAC Address, VID (VLAN 
ID) and Alias fields individually. User also can delete the existed entry 
by clicking <Delete> button. 

 

WEB INTERFACE 

To Configure the MAC Static Filter in the web interface: 
 

1.  Click MAC, Static Filter. 

2.   Specify Static Filter parameters includes MAC Address, VID and Alias  

3.   Click Apply 

 

Figure 4-23 :  MAC Static Filter Configuration 

 

 

PARAMETERS 

These parameters are displayed on the Static Filter Configuration page: 
 

 MAC - It is a six-byte long Ethernet hardware address and usually 
expressed by hex and separated by hyphens. For example,  

00 – 40 - C7 - D6 – 00 - 02 

 VID - VLAN identifier. This will be filled only when tagged VLAN is 
applied. Valid range is 1 ~ 4094. 

 Alias - MAC alias name you assign.



 

 

 
 

CONFIGURING STATIC FORWARD 

Static Forward is a function that allows the user in the static forward table to 

access a specified port of the switch. Static Forward table associated with a 

specified port of a switch is set up by manually inputting MAC address and its 

alias name.  

When a MAC address is assigned to a specific port, all of the switch’s traffics  

sent to this MAC address will be forwarded to this port.   

 

WEB INTERFACE 

To Configure the MAC Static Forward in the web interface: 
 

1.  Click MAC, Static Forward. 

2.   Specify Static Forward parameters includes MAC Address, Port 

No.,VID and Alias  

3.   Click Apply 
 

Figure 4-24:  MAC Static Forward Configuration 

 
 
 

PARAMETERS 

These parameters are displayed on the Static Filter Configuration page: 
 

 MAC - It is a six-byte long Ethernet hardware address and usually 
expressed by hex and separated by hyphens. For example,  

00 – 40 - C7 - D6 – 00 – 02 

 Port No - Port number of the switch. It is 1 ~24. 

 VID - VLAN identifier. This will be filled only when tagged VLAN is 
applied. Valid range is 1 ~ 4094. 

 Alias - MAC alias name you assign.



 

 

 
 

CONFIGURING MAC ALIAS 
MAC Alias function is used to let you assign MAC address a plain English name. 

At the initial time, it shows all pairs of the existed alias name and MAC address.  

There are three MAC alias functions in this function folder, including MAC Alias 

Add, MAC Alias Edit and MAC Alias Delete. You can click <Create/Edit> button to 

add/modify a new or an existed alias name for a specified MAC address, or mark 

an existed entry to delete it. Alias name must be composed of A-Z, a-z and 0-9 

only and has a maximal length of 15 characters. 

  

WEB INTERFACE 

To Configure the MAC Alias in the web interface: 
 

1.  Click MAC, MAC Alias. 

2.   Specify MAC Alias parameters includes MAC Address and Alias  

3.   Click Apply 

 

Figure 4-25 :  MAC Alias Configuration 

 

 

PARAMETERS 

These parameters are displayed on the Static Filter Configuration page: 
 

 MAC - It is a six-byte long Ethernet hardware address and usually 
expressed by hex and separated by hyphens. For example,  

00 – 40 - C7 - D6 – 00 – 02 

 Alias - MAC alias name you assign. 

 

NOTE:  If there are too many MAC addresses learned in the table, we 

recommend you inputting the MAC address and alias name directly.  

 



 

 

 
 

CONFIGURING MAC TABLE 
MAC Table function is used to display the static or dynamic learning MAC entry 

and the state for the selected port. There are five MAC Table information display 

on the Web GUI, including MAC Alias, MAC Address, Port, VID and State.   

 

WEB INTERFACE 

To display the MAC Table in the web interface: 
 

1.  Click MAC, MAC Table. 

2.   Display the detail MAC Table information 

3.   Specify the specific MAC Address which you want to search 

4.   Click Search 
 

Figure 4- 26 :  MAC Table Information   

 
 

PARAMETERS 

These parameters are displayed on the MAC Table page: 
 

 Alias - MAC alias name you assign.  

 MAC address - Display the MAC address of one entry you selected 
from the searched MAC entries table. 

 Port - The port that exists in the searched MAC Entry. 

 VID - VLAN identifier. This will be filled only when tagged VLAN is 
applied. Valid range is 1 ~ 4094. 

 Status - Dynamic or Static MAC address information. 

 Refresh - Refresh function can help you to see current MAC Table 
status. 

 Clear - To clear the selected entry. 

 Previous Page - Move to the previous page. 

 Next Page - Move to the next page. 



 

 

 
 

CONFIGURING GVRP 
GVRP is an application based on Generic Attribute Registration Protocol (GARP), 

mainly used to automatically and dynamically maintain the group membership 

information of the VLANs. The GVRP offers the function providing the VLAN 

registration service through a GARP application. It makes use of GARP 

Information Declaration (GID) to maintain the ports associated with their attribute 

database and GARP Information Propagation (GIP) to communicate among 

switches and end stations. With GID information and GIP, GVRP state machine 

maintain the contents of Dynamic VLAN Registration Entries for each VLAN and 

propagate these information to other GVRP-aware devices to setup and update 

their knowledge database, the set of VLANs associated with currently active 

members, and through which ports these members can be reached.  

 

WEB INTERFACE 

To display the GVRP Configuration in the web interface: 
 

1.  Click GVRP, Config. 

2.   Specify the GVRP Configuration Parameters 

3.   Click Apply 

 

Figure 4-27 :  Configure GVRP parameters  

 

 

 

PARAMETERS 

These parameters are displayed on the GVRP Configuration page: 
 

 GVRP State - This function is simply to let you enable or disable 
GVRP function. You can pull down the list and click the 
<Downward> arrow key to choose ―Enable‖ or ―Disable‖.  Then, 
click the <Apply> button, the system will take effect immediately.  

 Join Time - Used to declare the Join Time in unit of centisecond. 
Valid time range: 20 –100 centisecond, Default: 20 centisecond. 

 Leave Time - Used to declare the Leave Time in unit of 
centisecond. Valid time range: 60 –300 centisecond, Default: 60 
centisecond. 
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 Leave All Time - A time period for announcement that all 
registered device is going to be de-registered. If someone still 
issues a new join, then a registration will be kept in the switch. 
Valid range: 1000-5000 unit time, Default: 1000 unit time. 

 Default Applicant Mode - The mode here means the type of 
participant. There are two modes, normal participant and non-
participant, provided for the user‘s choice.  

Normal:  

It is Normal Participant. In this mode, the switch participates normally 

in GARP protocol exchanges. The default setting is Normal. 

Non-Participant: 

It is Non-Participant. In this mode, the switch does not send or reply 

any GARP messages. It just listens messages and reacts for the 

received GVRP BPDU. 

 Default Registrar Mode- The mode here means the type of 
Registrar. There are three types of parameters for registrar 
administrative control value, normal registrar, fixed registrar and 
forbidden registrar, provided for the user‘s choice.  

Normal:  

It is Normal Registration. The Registrar responds normally to incoming 

GARP messages. The default setting is Normal. 

Fixed: 

It is Registration Fixed. The Registrar ignores all GARP messages, and 

all members remain in the registered (IN) state. 

Forbidden: 

It is Registration Forbidden. The Registrar ignores all GARP messages, 

and all members remain in the unregistered (EMPTY) state. 

 Restricted Mode - This function is used to restrict dynamic VLAN 
be created when this port received GVRP PDU. There are two modes, 
disable and enable, provided for the user‘s choice.  

Disabled:  

In this mode, the switch dynamic VLAN will be created when this port 

received GVRP PDU. The default setting is Normal. 

Enabled: 

In this mode, the switch does not create dynamic VLAN when this port 

received GVRP PDU. Except received dynamic VLAN message of the 

GVRP PDU is an existed static VLAN in the switch, this port will be 

added into the static VLAN members dynamically.



 

 

 

 

CONFIGURING COUNTER 
All GVRP counters are mainly divided into Received and Transmitted two 

categories to let you monitor the GVRP actions. Actually, they are GARP packets.   

 

WEB INTERFACE 

To display the GVRP Counter in the web interface: 
 

1.  Click GVRP, Counter. 

2.   Scroll which port you want to display the GVRP Counter information. 

3.   Click Refresh to modify the GVRP Counter information. 
 

Figure 4-28:  Display GVRP Counter detail information   

 

 

PARAMETERS 

These parameters are displayed on the GVRP Counter page: 
 

 Received –  

Total GVRP Packets: 

Total GVRP BPDU is received by the GVRP application. 

Invalid GVRP Packets: 

Number of invalid GVRP BPDU is received by the GVRP                           

application. 

LeaveAll Message Packets:  

Number of GVRP BPDU with Leave All message is received by the GVRP 

application. 

JoinEmpty Message Packets: 

Number of GVRP BPDU with Join Empty message is received by the 



 

 

GVRP application. 

JoinIn Message Packets: 

Number of GVRP BPDU with Join In message is received by the GVRP 

application. 

LeaveEmpty Message Packets: 

Number of GVRP BPDU with Leave Empty message is received by the 

GVRP application. 

 Transmitted –  

Total GVRP Packets: 

Total GVRP BPDU is received by the GVRP application. 

Invalid GVRP Packets: 

Number of invalid GVRP BPDU is received by the GVRP                           

application. 

LeaveAll Message Packets:  

Number of GVRP BPDU with Leave All message is received by the GVRP 

application. 

JoinEmpty Message Packets: 

Number of GVRP BPDU with Join Empty message is received by the 

GVRP application. 

JoinIn Message Packets: 

Number of GVRP BPDU with Join In message is received by the GVRP 

application. 

LeaveEmpty Message Packets: 

Number of GVRP BPDU with Leave Empty message is received by the 

GVRP application.



 

 

 

 

CONFIGURING GROUP 
The Function will display the dynamic group member and their detail imformation. 

Others it also provide a configuration item to edit administrative Control 

parameters. The detail information includes VID and Member Port. 

 

WEB INTERFACE 

To display the Group in the web interface: 
 

1.  Click GVRP, Group. 

2.   Display the GVRP VLAN Group Information. 

3.   Select a exist GVRP VLAN Group entry. 

4.   Click Edit Administrative Contol. 
 

Figure 4-29:  Display GVRP VLAN Group information 

 
 
PARAMETERS 

These parameters are displayed on the GVRP VLAN Group page: 
 

 VID - VLAN identifier. When GVRP group creates, each dynamic 
VLAN group owns its VID. Valid range is 1 ~ 4094. 

 Member Port - Those are the members belonging to the same 
dynamic VLAN group. 

 Edit Administrative Control - When you create GVRP group, you 
can use Administrative Control function to change Applicant Mode 
and Registrar Mode of GVRP group member.



 

 

 

 

CONFIGURING QoS (QUALITY OF SERVICE)  
The switch support four QoS queues per port with strict or weighted fair queuing 

scheduling. There are 24 QoS Control Lists (QCL) for advance programmable 

QoS classification, based on IEEE 802.1p, Ethertype, VID, IPv4/IPv6 DSCP and 

UDP/TCP ports and ranges.  

High flexibility in the classification of incoming frames to a QoS class. The QoS 

classification looks for information up to Layer 4, including IPv4 and IPv6 DSCP, 

IPv4 TCP/UDP port numbers, and user priority of tagged frames. This QoS 

classification mechanism is implemented in a QoS control list (QCL). The QoS 

class assigned to a frame is used throughout the device for providing queuing, 

scheduling, and congestion control guarantees to the frame according to what 

was configured for that specific QoS class. 

The switch support advanced memory control mechanisms providing excellent 

performance of all QoS classes under any traffic scenario, including jumbo frame. 

A super priority queue with dedicated memory and strict highest priority in the 

arbitration. The ingress super priority queue allows traffic recognized as CPU 

traffic to be received and queued for transmission to the CPU even when all the 

QoS class queues are congested. 

 

WEB INTERFACE 

To display the QoS Configuration in the web interface: 
 

1.  Click QoS, Ports. 

2.   Specify the Port QoS Paramter and Scroll the setting. 

3.   Click Apply. 
 

Figure 4-30:  Display QoS Ports Configuration 

 
 
PARAMETERS 

These parameters are displayed on the QoS Ports Configuration page: 
 

 Number of Classes – Scroll the value with 1/2/4. 

 Port - User can choose the port (1~24) respectively with Priority 
Class on Per Port Priority function.



 

 

 

 Default Class - User can set up High Priority or Low Priority for 
each port respectively. You could scroll with Low / Normal / Medium / 

High 

 QCL - The number of QCL rule 1~24, each port have to apply one 
of the QCL rule for QoS behavior. You could scroll with 1 to 24. 

 User priority - The user priority value 0~7 (3 bits) is used as an 
index to the eight QoS class values for VLAN tagged or priority 
tagged frames. You could scroll with 0 to 7. 

 Queuing Mode - There are two Scheduling Method, Strict Priority 
and Weighted Fair. Default is Strict Priority. After you choose any of 
Scheduling Method, please click Apply button to be in operation. 
You could scroll with Strict Priority and Weighted Fair two mode. 

 Queue Weighted - There are four queues per port and four classes 
weighted number (1 / 2 / 4 / 8) for each queues, you can select the 
weighted number when the scheduling method be set to ―Weighted 
Fair‖ mode. 

 

NOTE:  If you want to set the Queue Weighted then you must to scroll the 

Queuing Mode with Weighted Fair mode first.  

 



 

 

 
 

CONFIGURING QoS CONTROL LIST   
The switch support four QoS queues per port with strict or weighted fair queuing 

scheduling. There are 24 QoS Control Lists (QCL) for advance programmable 

QoS classification, based on IEEE 802.1p, Ether Type, VID, IPv4/IPv6 DSCP and 

UDP/TCP ports and ranges.  

 

WEB INTERFACE 

To display the QoS Control List Configuration in the web interface: 
 

1.  Click QoS, QoS Control List. 

2.   Scroll the QCL rule number. The value from 1 to 24 

3.   Press  

4.   Specify the QCL Parameters. 

 

Figure 4-31:  Display QoS Control List  Configuration 

 

 

PARAMETERS 

These parameters are displayed on the QoS Control List page: 
 

 QCL# – Scroll the value with 1to 24. 

 QCE Type – You could scroll QCE Type with the Ethernet Type / 
VLAN ID / UDP/TCP Port / DSCP / ToS / Tag Priority 

 Ethernet Type Value - The configurable range is 0x600~0xFFFF. 
Well known protocols already assigned EtherType values. The 
commonly used values in the EtherType field and corresponding 
protocols are listed below:



 

 

 

Ethertype 
(Hexadecimal) 

Protocol 

0x0800 IP, Internet Protocol 

0x0801 X.75 Internet 

0x0802 NBS Internet 

0x0803 ECMA Internet 

0x0804 Chaosnet 

0x0805 X.25 Level 3 

0x0806 ARP, Address Resolution Protocol. 

0x0808 Frame Relay ARP [RFC1701] 

0x6559 Raw Frame Relay [RFC1701] 

0x8035 
DRARP, Dynamic RARP. RARP, Reverse 
Address Resolution Protocol. 

0x8037 Novell Netware IPX 

0x809B EtherTalk (AppleTalk over Ethernet) 

0x80D5 IBM SNA Services over Ethernet 

0x 80F3 
AARP, AppleTalk Address Resolution 
Protocol. 

0x8100 IEEE Std 802.1Q - Customer VLAN Tag Type. 

0x8137 IPX, Internet Packet Exchange. 

0x 814C 
SNMP, Simple Network Management 
Protocol. 

0x86DD IPv6, Internet Protocol version 6. 

0x880B PPP, Point-to-Point Protocol. 

0x 880C 
GSMP, General Switch Management 
Protocol. 

0x8847 
MPLS, Multi-Protocol Label Switching 
(unicast). 

0x8848 
MPLS, Multi-Protocol Label Switching 
(multicast). 

0x8863 
PPPoE, PPP Over Ethernet (Discovery 
Stage). 

0x8864 
PPPoE, PPP Over Ethernet (PPP Session 
Stage). 

0x88BB LWAPP, Light Weight Access Point Protocol. 

0x88CC LLDP, Link Layer Discovery Protocol. 



 

 

 

0x8E88 EAPOL, EAP over LAN. 

0x9000 Loopback (Configuration Test Protocol) 

0xFFFF reserved. 

 

 VLAN ID - The configurable VID range:1~4094. 

 UDP/TCP Port - To select the UDP/TCP port classification method 
by Range or Specific. 

 UDP/TCP Port Range - The configurable ports range: 
0~65535You can refer to following UDP/TCP port-numbers 
information. 
http://www.iana.org/assignments/port-numbers 

 UDP/TCP Port No - The configurable specific port value: 0~65535. 

 DSCP Value - The configurable DSCP value: 0~63. 

 Traffic Class – You could scroll traffic class with Low / Normal / 
Medium / High.

http://www.iana.org/assignments/port-numbers


 

 

 
 

CONFIGURING RATE LIMITERS  

Each port includes an ingress policer, and an egress shaper, which can limit the 

bandwidth of received and transmitted frames. Ingress policer or egress shaper 

operation is controlled per port in the Rate Limit Configuration. 

 

WEB INTERFACE 

To display the QoS Rate Limiters Configuration in the web interface: 
 

1.  Click QoS, Rate limiters. 

2.   To set an rate limit on ingress traffic, check Policer Enabled box next 

to the required port, set the rate limit in the Policer Rate field, and 

select the unit of measure for the traffic rate.  

3.   To set an rate limit on egress traffic, check Shaper Enabled box next 

to the required port, set the rate limit in the Shaper Rate field, and 

select the unit of measure for the traffic rate. 

4.   Scroll the Ingress and Egress Unit with kbps or Mbps 

5.   Click Apply 
 

Figure 4-32:  Display QoS Rate Limiters  Configuration 

 
 
PARAMETERS 

These parameters are displayed on the QoS Rate Limiter page: 
 

 Port # – Display the Port Index. 

 Ingress Shaper Enabled – Evoke to enable the Ingress rate 
limiter rule. 

 Ingress Shaper Rate (rule) - Configures the rate for the port 
shaper. 

(Range: 500-1000000 kbps, or 1-1000 Mbps; Default: 500 kbps) 

 Ingress  Shaper Unit – Sets the unit of measure for the port 
shaper. (Options: kbps, Mbps; Default: kbps)



 

 

 

 Egress Shaper Enabled – Evoke to enable the Egress rate limiter 
rule. 

 Egress Rate (rule) -  - Configures the rate for the port shaper. 

(Range: 500-1000000 kbps, or 1-1000 Mbps; Default: 500 kbps) 

 Egress Shaper Unit – Sets the unit of measure for the port shaper. 
(Options: kbps, Mbps; Default: kbps)



 

 

 
 

CONFIGURING STORM CONTROL  
You can configure limits on broadcast, multicast and unknown unicast traffic to 

control traffic storms which may occur when a network device is malfunctioning, 

the network is not properly configured, or application programs are not well 

designed or properly configured. Traffic storms caused by any of these problems 

can severely degrade performance or bring your network to a complete halt. 

You can protect your network from traffic storms by setting a threshold for 

broadcast, multicast, or unknown unicast traffic. Any packets exceeding the 

specified threshold will then be dropped. Note that the limit specified on this page 

applies to each port 

 

WEB INTERFACE 

To configure Storm Control: 
 

1.  Click QoS, Storm Control. 
2.  Enable storm control for Flooded unicast, Multicast, or 

Broadcast traffic by marking the Status box next to the 

required frame type. 
3.  Select the control rate as a function of 2n pps (i.e., a value with no 

suffix for the unit of measure) or a rate in Kpps (i.e., a value 
marked with the suffix ―K‖). 

4.  Click Apply. 

 

Figure 4-33:  Storm Control Configuration 

 

 
PARAMETERS 

These parameters are displayed on the QoS Storm Control page: 
 

 Frame Type – Specifies Broadcast, Multicast or Flooded unicast 
traffic.. 

 Status – Enables or disables storm control. (Default: Disabled) 



 

 

 Rate (pps) - The threshold above which packets are dropped. This 
limit can be set by specifying a value of 2n packets per second (pps), 
or by selecting one of the options in Kpps.  1 / 2 / 4 / 8 / 16 / 32 / 
64 / 128 / 256 / 512 / 1K / 2K / 4K / 8K / 16K / 32K / 64K / 128K / 
256K / 512K / 1024K 

 

NOTE:  Due to an ASIC limitation, the enforced rate limits are slightly less 

than the listed options. For example: 1 Kpps translates into an enforced 

threshold of 1002.1 pps. directly.  

 

 



 

 

 
 

CONFIGURING QoS WIZARD  
You can use the QCL configuration Wizard is targeted on user can easy to 

configure the QCL rules for QoS configuration. The wizard provide the typical 

network application rules, user can apply these application easily. 
 

WEB INTERFACE 

To configure QoS Wizard: 
 

1.  Click QoS, Wizard. 
2.  Choice one of four rules for action . 
3.  Click Next to next step of configuration 

4.  Follw up the GUI procedure to set all parameters. 
 

Figure 4-34:  Select 1 of 4 QCL Configuration Wizards  

 

 

PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 Please select an Action –User need to select one of action from 
following items, then click on <Next> to finish QCL configuration: 

 Set up Port Policies 

 Set up Typical Network Application Rules 

 Set up TOS Precedence Mapping 

 Set up VLAN Tag Priority Mapping 

 Next –Go to next step. 

 Cancel - Abort current configuration back to previous step. 

 Back - Back to previous screen



 

 

 

Figure 4-35:  Set up Policy Rules 

 

 

 
 
PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 QCL ID – Display the QoS Control List (QCL) Index from 1 to 24 

 Port Member – Evoke the port to join the QCL ID and become the 
QCL Member. 

 Wizard Again - Click on the <Wizard Again> , back to QCL 
Configuration Wizard 

 Finish - When you click on <Finish>, the parameters will be set 
according to the wizard configuration and shown on the screen, then 
ask you to click on <Apply> for changed parameters confirmation. 



 

 

Figure 4-36:  Set up Port Policy Finish 

 

 

Figure 4-37:  Set up Typical Network Application Rules 

 

 

PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 Audio and Video – QuickTime 4 Server / MSN Messenger Phone / 
Yahoo Messenger Phone   / Napster / Real Audio 

 Games - Blizzard Battlenet (Diablo2 and StarCraft) / Fighter Ace II / 
Quake2  / Quake3   / MSN Game Zone 

 User Definition - Ethernet Type / VLAN ID  / UDP/TCP Port / DSCP. 

 Ethernet Type Value - Type Range: 0x600~0xFFFF. 

 VLAN ID – To set the VLAN ID Range: 1~4094 

 UDP/TCP Port – Set with Two Mode: Range / Specific. 

 UDP/TCP Port Range – Set the Port Range: 0~65535 

 UDP/TCP Port No - Set the Port Range: 0~65535 

 DSCP Value – Set the  DSCP Value Range: 0~63



 

 

 

Figure 4-38:  Set up Typical Network Application Rules 

 

 

PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 QCL ID – Scroll to set the QCL ID from 1 to 24 

 Traffic Class – Scroll to set the Traffic Class with Low/ Normal/ 
Medium/ High  

 

Figure 4-39:  Set up TOS Precedence Mapping Rules 



 

 

 

PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 QCL ID – Scroll to set the QCL ID from 1 to 24 

 TOS Precedence 0- 7 Class – Scroll to set the TOS Precedence 
Mapping Class with Low/ Normal/ Medium/ High 

 

Figure 4-40:  Set up VLAN Tag Priority Mapping Rules 

 

 

PARAMETERS 

These parameters are displayed on the QCL Wizard page: 
 

 QCL ID – Scroll to set the QCL ID from 1 to 24 

 Tag Priority 0- 7 Class – Scroll to set the Tag Priority Mapping 
Class with Low/ Normal/ Medium/ High 



 

 

 

 

CONFIGURING SNMP (SIMPLE NETWORK MANAGEMENT PROTOCOL) 
 
Simple Network Management Protocol (SNMP) is a communication 
protocol designed specifically for managing devices on a network. 
Equipment commonly managed with SNMP. SNMP is typically used to 
configure these devices for proper operation in a network environment, 
as well as to monitor them to evaluate performance or detect potential 
problems. 

Managed devices supporting SNMP contain software, which runs locally 
on the device and is referred to as an agent. A defined set of variables, 
known as managed objects, is maintained by the SNMP agent and used 
to manage the device. These objects are defined in a Management 
Information Base (MIB) that provides a standard presentation of the 
information controlled by the agent. SNMP defines both the format of 
the MIB specifications and the protocol used to access this information 
over the network. 

The switch includes an onboard agent that supports SNMP versions 1, 
2c, and 3. This agent continuously monitors the status of the switch 
hardware, as well as the traffic passing through its ports. A network 
management station can access this information using software such as 
LantechView. Access to the onboard agent from clients using SNMP v1 
and v2c is controlled by community strings. To communicate with the 
switch, the management station must first submit a valid community 
string for authentication. 

Access to the switch using from clients using SNMPv3 provides 
additional security features that cover message integrity, 
authentication, and encryption; as well as controlling user access to 
specific areas of the MIB tree. The SNMPv3 security structure consists 
of security models, with each model having it's own security levels. 
There are three security models defined, SNMPv1, SNMPv2c, and 
SNMPv3. Users are assigned to ―groups‖ that are defined by a security 
model and specified security levels.  

Basically, it is passive except issuing the trap information. The switch 
supports a switch to turn on or off the SNMP agent. If you set the field 
SNMP ―Enable‖, SNMP agent will be started up. All supported MIB OIDs, 
including RMON MIB, can be accessed via SNMP manager. If the field 
SNMP is set ―Disable‖, SNMP agent will be de-activated, the related 
Community Name, Trap Host IP Address, Trap and all MIB counters will 
be ignored. 

 
 

NOTE:  The predefined default groups and view can be deleted from 

the system. You can then define customized groups and views for the 
SNMP clients that require access. 

 
 



 

 

 

SNMP SYSTEM 
CONFIGRATION 

 

This function is used to configure SNMP settings, community name, 
trap host and public traps as well as the throttle of SNMP. A SNMP 
manager must pass the authentication by identifying both 
community names, then it can access the MIB information of the 
target device. So, both parties must have the same community 
name. Once completing the setting, click <Apply> button, the 
setting takes effect. 

 

 

WEB INTERFACE 

To configure SNMP System: 
 

1.  Click SNMP, System. 
2.  Evoke SNMP State to enable or disable the SNMP function . 
3.  Specify the Engine ID 

4.  Click Apply. 

 

Figure 4-41:  Set up SNMP System 

 

 

PARAMETERS 

These parameters are displayed on the SNMP System Setting page: 
 

 SNMP State – Evoke enable or disable the SNMP State. The term 
SNMP here is used for the activation or de-activation of SNMP. 
Default is Enable. 

 Engine ID – Specify the Engine ID value. SNMPv3 engine ID. 
syntax: 0-9,a-f,A-F, min 5 octet, max 32 octet, fifth octet can't input 
00. IF change the Engine ID that will clear all original user.  



 

 

 

SNMPv3  
COMMUNITIES 

CONFIGRATION 

 

The function is used to configure SNMPv3 communities. The 
Community and UserName is unique. To create a new community 
account, please check <Add new community> button, and enter 
the account information then check <Save>. Max Group 
Number : 4. 

 
 

WEB INTERFACE 

To configure SNMPv3 Communities setting: 
 

1.  Click SNMP, Communities. 

2.  Click Add new community. 
3.  Specify the SNMP communities parameters. 

4.  Click Save. 

5.   If you want to modify or clear the setting then click Reset. 

 

Figure 4-42:  Set up SNMP Communities  

  

 
 

PARAMETERS 

These parameters are displayed on the SNMP Communities Setting page: 
 

 Delete – If you had create a new SNMP Community entry then you 
could click Delete button to delete the entry. 

 Community – Specify the community field. The length of 
―Community‖ string is restricted to 1-32.  

 UserName - Specify the UserName field. The UserName access 
string to permit acccess to SNMPv3 agent. The length of ―UserName‖ 
string is restricted to 1-32. 

 Source IP –Specify the Source IP field. The Source IP is SNMP 

access Source IP Address. 

 Source Mask – Specify the Source Mask field. The Source Mask is 
SNMP access Source Submask..  



 

 

 

SNMPv3  USERS 
CONFIGRATION 

 

The function is used to configure SNMPv3 user. The Entry index key 
is UserName. To create a new UserName account, please check 
<Add new user> button, and enter the user information then 
check <Save>. Max Group Number : 10. 

 

WEB INTERFACE 

To configure SNMPv3 Users setting: 
 

1.  Click SNMP, Users. 

2.  Click Add new Users. 
3.  Specify the SNMP Users parameters. 

4.  Click Save. 

5.   If you want to modify or clear the setting then click Reset 
 

Figure 4-43:  Set up SNMP Users  

 

  

 
 

PARAMETERS 

These parameters are displayed on the SNMP Users Setting page: 
 

 Delete – If you had create a new SNMP Users entry then you could 
click Delete button to delete the entry. 

 UserName – Specify the UserName field. The length of 
―UserName‖ string is restricted to 1-32.  

 Security Level – Scroll to choice the three levels as below: 

NoAuth, NoPriv : No authentication and no privacy. 

Auth, NoPriv: Authentication and no privacy. 

Auth, Priv: Authentication and privacy.



 

 

 

 Authentication Protocol – Scroll to choice two methods as MD5 
and SHA for Authentication protocol.  

 Authentication Password –Specify the Authentication Password 
field.  

The length of 'MD5 Authentication PWD' is restricted to 8 – 32. 

The length of 'SHA Authentication PWD' is restricted to 8 – 40. 

 Privacy Protocol – Scroll to choice the DES encryption the 
UserName. 

 Privacy Password -  Specify the Privacy Password field. The length 
of ' Privacy Password ' is restricted to 8 – 32. 



 

 

 

 

WEB INTERFACE 

To configure SNMPv3 Groups setting: 
 

1.  Click SNMP, Groups. 

2.  Click Add new Group. 
3.  Specify the SNMP Group parameters. 

4.  Click Save. 

5.   If you want to modify or clear the setting then click Reset. 

 
 

CAUTION: Alerts you to add a SNMP commuity or user entry first. 
Without the step then you will receive a alarm pop-up screen and 
show as ― No available security name, please add commuity or user 
first. 

 
 

 

Figure 4-44:  Set up SNMP Groups  

 

 

 
 

PARAMETERS 

These parameters are displayed on the SNMP Groups Setting page: 
 

 Delete – If you had create a new SNMP Groups entry then you 
could click Delete button to delete the entry.

SNMPv3  GROUPS 

CONFIGRATION 

 

The function is used to configure SNMPv3 group. The Entry index 
key are Security Model and Security Name. To create a new group 
account, please check <Add new group> button, and enter the 
group information then check <Save>. Max Group Number : v1: 2, 
v2: 2, v3:10. 



 

 

 

 Security Model – Scroll to choice the security model as v1: 
SNMPv1, v2c: SNMPv2c or usm: User-based Security Model.The 
length of ―UserName‖ string is restricted to 1-32.  

 Security Name – Scroll to choice the UserName you set on the 
switch already to join the SNMP Groups. The length of ―Security 
Name‖ string is restricted to 1-32. 

 Group Name – Specify the Group Name field. The length of “Group 

Name” string is restricted to 1-32.



 

 

 

 

WEB INTERFACE 

To configure SNMPv3 Views setting: 
 

1.  Click SNMP, Views. 

2.  Click Add new View. 

3.  Specify the SNMP View parameters. 

4.  Click Save. 

5.   If you want to modify or clear the setting then click Reset. 

 

Figure 4-45:  Set up SNMP Views  

 

  
 

PARAMETERS 

These parameters are displayed on the SNMP Views Setting page: 
 

 Delete – If you had create a new SNMP Views entry then you could 
click Delete button to delete the entry. 

 View Name – Specify the View Name field. The name of MIB view. 
The length of ―View Name‖ string is restricted to 1-32.  

 View Type – Scroll to choice the View Type as included or excluded. 

 OID Subtree – Specify the OID Subtree field. The OID defining the 
root of the subtree to add to the named view. 

SNMPv3  VIEWS 

CONFIGRATION 

 

The function is used to configure SNMPv3 view. The Entry index key 
are OID Subtree and View  Name. To create a new view account, 
please check <Add new view> button, and enter the view 
information then check <Save>. Max Group Number : 28. 



 

 

 

 

WEB INTERFACE 

To configure SNMPv3 Accesses setting: 
 

1.  Click SNMP, Accesses. 

2.  Click Add new Access. 

3.  Specify the SNMP Access parameters. 

4.  Click Save. 

5.   If you want to modify or clear the setting then click Reset. 

 

Figure 4-46:  Set up SNMP Accesses  

 

 
 

PARAMETERS 

These parameters are displayed on the SNMP Accesses Setting page: 
 

 Delete – If you had create a new SNMP Accesses entry then you 
could click Delete button to delete the entry. 

 Group Name – Scroll the Group Name that you set on the switch 
already. The length of ―Group Name‖ string is restricted to 1-32.  

 View Type – Scroll to choice the View Type as included or excluded. 

 Security Model – Scroll to choice the security Model as below four 
models: 

any: Accepted any security model(v1|v2c|usm). 

v1: SNMPv1. 

v2c: SNMPv2c. 

usm: User-based Security Model. 

 Security Level – Scroll to choice the three levels as below: 

NoAuth, NoPriv : No authentication and no privacy. 

Auth, NoPriv: Authentication and no privacy.

SNMPv3  ACCESSES 

CONFIGRATION 

 

The function is used to configure SNMPv3 accesses. The Entry index 
key are Group Name, Security Model and Security level. To create a 
new access account, please check <Add new access> button, and 
enter the access information then check <Save>. Max Group 
Number : 14. 



 

 

 

Auth, Priv: Authentication and privacy. 

 Read View Name – Scroll to choice the read view name. The name 
of MIB view. Select ―None‖, this entry has no read right. 

 Write View Name - Scroll to choice the write view name. The 
name of MIB view. Select ―None‖, this entry has no write right.



 

 

 

 

WEB INTERFACE 

To configure SNMP Trap Hosts setting: 
 

1.  Click SNMP, Trap Hosts. 

2.  Display the SNMP Trap Hosts information table. 

3.  Choice a entry to display and modify the detail parameters or 

click delete button to delete the trap hosts entry.  
 

Figure 4-47:  Set up SNMP Trap Hosts  

 

 

 

PARAMETERS 

These parameters are displayed on the SNMP Trap Hosts Setting page: 
 

 Delete – If you had create a new SNMP Trap Hosts entry then you 
could click Delete button to delete the entry.

TRAP HOSTS 

CONFIGRATION 

 

The function is used to configure SNMP trap. To create a new trap 
account, please check <No number> button, and enter the trap 
information then check <Apply>. Max Group Number : 6. 



 

 

 

 Version – Scroll SNMP Version to choice the trap method as v1, 
v2c or v3.  

 IP  – Specify the IP field. The field is the SNMP Host IP Address. 

 Port – Specify the Port field. Port number. Default: 162. 

 Community /Security Name – Specify the Community/ Security 
Name field. The length of ―Community / Security Name‖ string is 
restricted to 1-32. 

 Security Level – Scroll to choice the three levels as below: 

NoAuth, NoPriv : No authentication and no privacy. 

Auth, NoPriv: Authentication and no privacy. 

Auth, Priv: Authentication and privacy. 

 Authentication Protocol – Scroll to choice two methods as MD5 
and SHA for Authentication protocol.  

 Authentication Password –Specify the Authentication Password 
field.  

The length of 'MD5 Authentication PWD' is restricted to 8 – 32. 

The length of 'SHA Authentication PWD' is restricted to 8 – 40. 

 Privacy Protocol – Scroll to choice the DES encryption the 
UserName. 

 Privacy Password -  Specify the Privacy Password field. The length 
of ' Privacy Password ' is restricted to 8 – 32. 



 

 

 

 

CONFIGURING ACCESS CONTROL LISTs 

An Access Control List (ACL) is a sequential list of permit or deny 
conditions that apply to IP addresses, MAC addresses, or other more 
specific criteria. This switch tests ingress packets against the conditions 
in an ACL one by one. A packet will be accepted as soon as it matches 
a permit rule, or dropped as soon as it matches a deny rule. If no rules 
match, the frame is accepted. Other actions can also be invoked when 
a matching packet is found, including rate limiting, copying matching 
packets to another port or to the system log, or shutting down a port. 

The ACLs are divided into EtherTypes. IPv4, ARP protocol, MAC and 
VLAN parameters etc. Here we will just go over the standard and 
extended access lists for TCP/IP. As you create ACEs for ingress 
classification, you can assign a policy for each port, the policy number 
is 1-8, however, each policy can be applied to any port. This makes it 
very easy to determine what type of ACL policy you will be working with. 

The switch ACL function support up to 128 Access Control Entries 
(ACEs), using the shared 128 ACEs for ingress classification. You can 
create an ACE and assign this ACE for each port with <Any> or assign 
this ACE for a policy or assign this ACE for a port. There are 8 policies, 
each port can select one of   policy, then decides which of the following 
actions would take according to the packet‘s IPv4, EtherType, ARP 
Protocol, MAC Parameters and VLAN parameters: 

 Packet Deny or Permit 

 Rate Limiter (Unit: pps)  

 Port Copy (1 – 24) 

 

 

 

WEB INTERFACE 

To configure ACL policies and responses for a port: 

 
1.  Click ACL, Ports. 

2.  Assign an ACL policy configured on the ACE Configuration page, 

specify the responses to invoke when a matching frame is seen, 

including the filter mode, copying matching frames to another 

port, or shutting down the port. Note that the setting for rate 

limiting is implemented regardless of whether or not a 

matching packet is seen.

ACL Ports 

CONFIGRATION 

 

The ACL Port Configuration page can be used to define a port to 
which matching frames are copied, enable logging, or shut down a 
port when a matching frame is seen. Note that rate limiting is 
implemented regardless of whether or not a matching packet is 
seen. You can create an ACE and assign this ACE for each port with 
<Any> or assign this ACE for a policy or assign this ACE for a port. 
There are 8 policies, each port can select one of   policy, then 
decides which of the following actions would take according to the 
packet‘s IPv4, EtherType, ARP Protocol, MAC Parameters and VLAN 
parameters. 



 

 

 

3.  Repeat the preceding step for each port to which an ACL will be 

applied. 

4.   Click Apply.  

 

Figure 4-48:  ACL Ports Configuration 

 

  

 
PARAMETERS 

These parameters are displayed on the SNMP Trap Hosts Setting page: 
 

 Port # – Port Identifier. Port number: 1~24. 

 Policy ID - An ACL policy configured on the ACE Configuration. 
(Range: 1-8; Default: 1, which is undefined). 

 Action - Permits or denies a frame based on whether it matches a 
rule defined in the assigned policy. (Default: Permit)



 

 

 

 Rate Limiter ID - Specifies a rate limiter to apply to the port. (Rate 
Limiter ID Range: 1~16. To select one of rate limiter ID for this port, 
it will limit met ACL packets by rate limiter ID configuration. Default: 
Disabled). 

 Port Copy - Defines a port to which matching frames are copied. 
(Range: 1-24; Default: Disabled that will disable to copy the met ACL 

packets to specific port. Port number: 1~24. Copy the met ACL packets to the 

selected port) 

 Counter –The number of frames which have matched any of the 
rules defined in the selected policy.  

 Apply -  To save the all configuration to switch flash memory. 



 

 

 

 

WEB INTERFACE 

To configure rate limits which can be applied to a port: 
 
1.  Click Configuration, ACL, Rate Limiters. 

2.  For any of the rate limiters, select the maximum ingress rate that will 

be supported on a port once a match has been found in an assigned 

ACL. 

3.  Click Apply. 

 

Figure 4-49:  ACL Rate Limiter Configuration 

 
 

 

PARAMETERS 

These parameters are displayed on the ACL Rate Limiters Setting page: 
 

 Rate Limiter ID –Rate limiter identifier. (Range: 1-16) 

 Rate (pps) - The threshold above which packets are dropped. 
(Options: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 
16K,32K, 64K, 128K, 256K, 512K, 1024K) 

 
 

NOTE:  Due to an ASIC limitation, the enforced rate limits are slightly 
less than the listed options. For example: 1 Kpps translates into an 
enforced threshold of 1002.1 pps. 

 

ACL RATE LIMITERs 

CONFIGRATION 

 

The ACL Rate Limiter Configuration page is used to define the rate 
limits applied to a port (as configured either through the ACL Ports 
Configuration menu or the Access Control List Configuration menu.. 



 

 

 
 
 

USAGE GUIDELINES 

Rules within an ACL are checked in the configured order, from 

top to bottom. A packet will be accepted as soon as it matches 
a permit rule, or dropped as soon as it matches a deny rule. If 
no rules match, the frame is accepted. 

 

 The maximum number of ACE rules that can be 
configured on the switch is 128. 

 The maximum number of ACE rules that can be bound 

to a port is 10. 

 ACLs provide frame filtering based on any of the 

following criteria: 

 Any frame type (based on MAC address, VLAN ID, 
VLAN priority) 

 Ethernet type (based on Ethernet type value, MAC 

address, VLAN ID, VLAN priority) 

 ARP (based on ARP/RARP type, request/reply, 

sender/target IP, hardware address matches 
ARP/RARP MAC address, ARP/RARP hardware 
address length matches protocol address length, 
matches this entry when ARP/RARP hardware 
address is equal to Ethernet, matches this entry 
when ARP/RARP protocol address space setting is 
equal to IP (0x800) 

 IPv4 frames (based on destination MAC address, 
protocol type, TTL, IP fragment, IP option flag, 
source/destination IP, VLAN ID, VLAN priority) 

 
WEB INTERFACE 

To configure an Access Control List for a port or a policy: 

 
 

1.  Click ACL, Access Control List. 

2.  Click the     button to add a new ACL, or use the other ACL 

modification buttons to specify the editing action (i.e., edit, delete, or 

moving the relative position of entry in the list). 

3.  When editing an entry on the ACE Configuration page, note that the 

items displayed depend on various selections, such as Frame Type 

and IP Protocol Type. Specify the relevant criteria to be matched for 

this rule, and set the actions to take when a rule is matched (such as 

Rate Limiter, Port Copy, Logging, and Shutdown). 

4.  Click Apply.

ACCESS CONTROL   
LIST CONFIGRATION 

 

The Access Control List Configuration page is used to define 
filtering rules for an ACL policy, for a specific port, or for all ports. 
Rules applied to a port take effect immediately, while those defined 
for a policy must be mapped to one or more ports using the ACL 
Ports Configuration menu.. 



 

 

 

Figure 4- 50:  Access Control List Configuration 

  
 



 

 

 
 

 

The following buttons are used to edit or move the ACL entry (ACE): 

Table: ACE Modification Buttons 
 

Button Description 
 

 
Inserts a new ACE before the current row.  

Edits the ACE. 

Moves the ACE up the list. 

Moves the ACE down the 

list. Deletes the ACE. 

The lowest plus sign adds a new entry at the bottom of the list. 
 

 
 

 

PARAMETERS 

These parameters are displayed on the ACLs ACE Configuration page: 
 

 Ingress Port – Any port, port identifier, or policy. (Options: Any port, 
Port 1-24, Policy 1-8; Default: Any) 

 Frame Type - The type of frame to match. (Options: Any, Ethernet, 
ARP, IPv4; Default: Any) 

 
Filter Criteria Based on Selected Frame Type 

 

 Any frame type : 

 

MAC Parameters 

 
 DMAC Filter - The type of destination MAC address. (Options: Any, MC - 

multicast, BC - broadcast, UC - unicast; Default: Any) 
 

 Ethernet : 

 

MAC Parameters 

 
 SMAC Filter - The type of source MAC address. (Options: Any, MC - 

multicast, BC - broadcast, UC - unicast, Specific - user defined; Default: 
Any) 

 DMAC Filter - The type of destination MAC address. (Options: Any, MC - 
multicast, BC - broadcast, UC - unicast, Specific - user defined; Default: 
Any) 

 

Ethernet Type Parameters  

ACE CONFIGURATION 

 

Ingress Port and Frame Type.. 



 

 

 EtherType Filter - This option can only be used to filter Ethernet II 
formatted packets. (Options: Any, Specific (600-ffff hex); Default: 
Any) 

 

A detailed listing of Ethernet protocol types can be found in RFC1060. 

A few of the more common types include 0800 (IP), 0806 (ARP), 8137 

(IPX). 

 

 ARP: 
 

MAC Parameters 
 

 SMAC Filter - The type of source MAC address. (Options: Any, MC - 
multicast, BC - broadcast, UC - unicast, Specific - user defined; 
Default: Any) 

 
 DMAC Filter - The type of destination MAC address. (Options: Any, 

MC - multicast, BC - broadcast, UC - unicast; Default: Any) 
 

ARP Parameters 
 

 ARP/RARP - Specifies the type of ARP packet. (Options: Any - no 
ARP/RARP opcode flag is specified, ARP - frame must have ARP/ 
RARP opcode set to ARP, RARP - frame must have ARP/RARP opcode 
set to RARP, Other - frame has unknown ARP/RARP opcode flag; 
Default: Any) 

 
 Request/Reply - Specifies whether the packet is an ARP request, 

reply, or either type. (Options: Any - no ARP/RARP opcode flag is 
specified, Request - frame must have ARP Request or RARP Request 
opcode flag set, Reply - frame must have ARP Reply or RARP Reply 
opcode flag; Default: Any) 

 

 Sender IP Filter - Specifies the sender‘s IP address. 

(Options: Any - no sender IP filter is specified, Host - specifies the 

sender IP address in the SIP Address field, Network - specifies the 
sender IP address and sender IP mask in the SIP Address and SIP 
Mask fields; Default: Any) 

 
 Target IP Filter - Specifies the destination IP address. 

(Options: Any - no target IP filter is specified, Host - specifies the 
target IP address in the Target IP Address field, Network - specifies 
the target IP address and target IP mask in the Target IP Address 
and Target IP Mask fields; Default: Any) 

 
 ARP SMAC Match - Specifies whether frames can be matched 

according to their sender hardware address (SHA) field settings. 
(0ptions: Any - any value is allowed, 0 - ARP frames where SHA is 
not equal to the SMAC address, 1 - ARP frames where SHA is equal 
to the SMAC address; Default: Any) 

 
 RARP DMAC Match - Specifies whether frames can be matched 

according to their target hardware address (THA) field settings. 
(Options: Any - any value is allowed, 0 - RARP frames where THA is 
not equal to the DMAC address, 1 - RARP frames where THA is equal 
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to the DMAC address; Default: Any) 
 

 IP/Ethernet Length - Specifies whether frames can be matched 
according to their ARP/RARP hardware address length (HLN) and 
protocol address length (PLN) settings. (Options: Any - any value is 
allowed, 0 - ARP/RARP frames where the HLN is equal to Ethernet 
(0x06) and the (PLN) is equal to IPv4 (0x04) must not match this 
entry, 1 - ARP/RARP frames where the HLN is equal to Ethernet 
(0x06) and the (PLN) is equal to IPv4 (0x04) must match this entry; 
Default: Any) 

 

 IP - Specifies whether frames can be matched according to their 
ARP/RARP hardware address space (HRD) settings. (Options: Any - 
any value is allowed, 0 - ARP/RARP frames where the HRD is equal to 
Ethernet (1) must not match this entry, 1 - ARP/RARP frames where 
the HRD is equal to Ethernet (1) must match this entry; Default: Any) 

 

 Ethernet - Specifies whether frames can be matched according to 
their ARP/RARP protocol address space (PRO) settings. 
(Options: Any - any value is allowed, 0 - ARP/RARP frames where the 
PRO is equal to IP (0x800) must not match this entry, 1 - ARP/ RARP 
frames where the PRO is equal to IP (0x800) must match this entry; 
Default: Any) 

 

 IPv4: 
 

MAC Parameters 
 

 DMAC Filter - The type of destination MAC address. (Options: Any, 
MC - multicast, BC - broadcast, UC - unicast; Default: Any) 

 
IP Parameters 

 
 IP Protocol Filter - Specifies the IP protocol to filter for this rule. 

(Options: Any, ICMP, UDP, TCP, Other; Default: Any) 

 
The following additional fields are displayed when these protocol 
filters are selected. 

 
ICMP Parameters 

 
 ICMP Type Filter - Specifies the type of ICMP packet to filter for 

this rule. (Options: Any, Specific: 0-255; Default: Any) 
 

 ICMP Code Filter - Specifies the ICMP code of an ICMP packet to 
filter for this rule. (Options: Any, Specific (0-255);Default: Any) 

 

UDP Parameters 
 

 Source Port Filter - Specifies the UDP source filter for this rule. 
(Options: Any, Specific (0-65535), Range (0-65535);Default: Any) 

 
 Dest. Port Filter - Specifies the UDP destination filter for this rule. 

 (Options: Any, Specific (0-65535), Range (0-65535); Default: Any) 



 

 

 

TCP Parameters 
 

 Source Port Filter - Specifies the TCP source filter for this rule. (Options: 
Any, Specific (0-65535), Range (0-65535);Default: Any) 

 
 Dest. Port Filter - Specifies the TCP destination filter for this rule. 

(Options: Any, Specific (0-65535), Range (0-65535); Default: Any) 
 

 TCP FIN - Specifies the TCP ―No more data from sender‖ (FIN) value for 
this rule. (Options: Any - any value is allowed, 0 - TCP frames where the 
FIN field is set must not match this entry, 1 - TCP frames where the FIN 
field is set must match this entry; Default: Any) 

 

 TCP SYN - Specifies the TCP ―Synchronize sequence numbers‖ (SYN) value 
for this rule. (Options: Any - any value is allowed, 
0 - TCP frames where the SYN field is set must not match this entry, 1 - 
TCP frames where the SYN field is set must match this entry; Default: Any) 
 

 TCP RST - Specifies the TCP ―Reset the connection‖ (RST) value for this 
rule. (Options: Any - any value is allowed, 0 - TCP frames where the RST 
field is set must not match this entry, 1 - TCP frames where the RST field 
is set must match this entry; Default: Any) 

 
 TCP PSH - Specifies the TCP ―Push Function‖ (PSH) value for this rule. 

(Options: Any - any value is allowed, 0 - TCP frames where the PSH field is 
set must not match this entry, 1 - TCP frames where the PSH field is set 
must match this entry; Default: Any) 

 

 TCP ACK - Specifies the TCP ―Acknowledgment field significant‖ (ACK) 
value for this rule. (Options: Any - any value is allowed, 
0 - TCP frames where the ACK field is set must not match this entry, 1 - 
TCP frames where the ACK field is set must match this entry; Default: Any) 
 

 TCP URG - Specifies the TCP ―Urgent Pointer field significant‖ (URG) value 
for this rule. (Options: Any - any value is allowed, 
0 - TCP frames where the URG field is set must not match this entry, 1 - 
TCP frames where the URG field is set must match this entry; Default: Any) 

 
 IP TTL - Specifies the time-to-Live settings for this rule. (Options: Any - 

any value is allowed, Non-zero - IPv4 frames with a TTL field greater than 
zero must match this entry, Zero - IPv4 frames with a TTL field greater 
than zero must not match this entry; Default: Any) 

 
 IP Fragment - Specifies the fragment offset settings for this rule. 

This involves the settings for the More Fragments (MF) bit and the 
Fragment Offset (FRAG OFFSET) field for an IPv4 frame. (Options: Any - 
any value is allowed, Yes - IPv4 frames where the MF bit is set or the FRAG 
OFFSET field is greater than zero must match this entry, No - IPv4 frames 
where the MF bit is set or the FRAG OFFSET field is greater than zero must 
not match this entry; Default: Any) 

 

 IP Option - Specifies the options flag setting for this rule. (Options: Any - 
any value is allowed, Yes - IPv4 frames where the options flag is set must 
match this entry, No - IPv4 frames where the options flag is set must not 



 

 

 
match this entry; Default: Any) 

 
 SIP Filter - Specifies the source IP filter for this rule. 

(Options: Any - no source IP filter is specified, Host - specifies the source 

IP address in the SIP Address field, Network - specifies the source IP 
address and source IP mask in the SIP Address and SIP Mask fields; 
Default: Any) 

 
 DIP Filter - Specifies the destination IP filter for this rule. (Options: Any - 

no destination IP filter is specified, Host - specifies the destination IP 
address in the DIP Address field, Network - specifies the destination IP 
address and destination IP mask in the DIP Address and DIP Mask fields; 
Default: Any) 

 
Response to take when a rule is matched 

 

 Action - Permits or denies a frame based on whether it matches an 
ACL rule. (Default: Permit) 

 Rate Limiter - Specifies a rate limiter  to apply to the port. (Range: 
1-16; Default: Disabled) 

 Port Copy - Defines a port to which matching frames are copied. 
(Range: 1-24; Default: Disabled) 

 Counter - Shows he number of frames which have matched any of 
the rules defined for this ACL. 

 
VLAN Parameters 

 

 VLAN ID Filter - Specifies the VLAN to filter for this rule. (Options: 
Any, Specific (1-4094); Default: Any) 

 Tag Priority - Specifies the User Priority value found in the VLAN 
tag (3 bits as defined by IEEE 802.1p) to match for this rule. (Options: 
Any, Specific (0-7); Default: Any) 



 

 

 
 

 

WEB INTERFACE 

To configure ACL Wizard: 
 

1.  Click ACL, Wizard. 
2.  Choice one of three methods for action . 
3.  Click Next to next step of configuration 

4.  Follw up the GUI procedure to set all parameters. 

 

Figure 4- 51:  Access Control List Wizard Configuration  

 
 

 
PARAMETERS 

These parameters are displayed on the ACLs ACE Configuration page: 
 

 Please select an Action –Set up Policy Rules / Set up Port Policies / 
Set up Typical Network Application Rules / Set up Source MAC and 
Source IP Binding. 

 Next - Click on <Next> to confirm current setting and go to next 
step automatically. 

 Cancel - Cancel current setting back to top layer in the ACL wizard 
function. 

 Back - Click on <Back> to back to previous step. 

 Wizard Again - Click on <Wizard Again> the UI will back to top 
layer in the wizard function. 

 Finish - Click in <Finish> to finish the ACL Wizard setting, it will 
according the selection items to change the related parameters, 
then you have to click on <Apply> to confirm the all changed 
parameters setting.

   ACLS WIZARD        

CONFIGRATION 

 

The wizard function is provide 4 type of typical application for user 
easy to configure their application with ACL function. . 



 

 

 

Figure 4- 52:  Set up ACL Wizard Policy Rules 

 

 

 

NOTE:  It is easy to configure ACL Wizard Policy Rules then you only 
need to click ―Next‖ and ―Finish‖ to complete the configuration. 

 

Figure 4- 53:  Set up ACL Wizard Port Polices Rules 

 
 
 

NOTE:  It is easy to configure ACL Wizard Port Polices Rules then you 
only need to click ―Next‖ and ―Finish‖ to complete the configuration. 

 

 
 

CAUTION: Alerts you that when you finish the ACL Wizard Port Polices 

setting then Switch will return to ACL Ports configuration GUI.  
 
 



 

 

 

Figure 4- 54:  Set up ACL Wizard Typical Network Application Rules 

 
 

 
 
PARAMETERS 

These parameters are displayed on the Wizard Typical Network Application 

Rules Configuration page: 
 

 Common Server – Evoke What kinds Server to choice. The server 
type includes DHCP / DNS / FTP / HTTP / IMAP / NFS / POP3 / 
SAMBA  / SMTP / TELNET / TFTP. 



 

 

 

 Instant Messaging – Evoke What kinds Instant Messaging to choic. 
The Messaging includes Google Talk / MSN Messenger  / Yahoo 
Messenger. 

 User Definition – Evoke the article and specify the field. The article 
includes Ethernet Type / UDP Port / TCP Port. 

 Others – Evoke the article with TCP Port / ICMP / Multicast IP 
Stream  / NetBIOS / Ping Request  / Ping Reply  / SNMP / SNMP 
Traps 

 Next - Click on <Next> to confirm current setting and go to next 
step automatically. 

 Cancel - Cancel current setting back to top layer in the ACL wizard 
function. 

 Ingress Port –Scroll to choice as Any / Policy1-8 / Port1-24 

 Action – Scroll to choice as Permit / Deny 

 Rate Limiter ID – Scroll to choice as Disabled / 1-16 



 

 

 

 

CONFIGURING IP MAC BINDING 

The IP network layer uses a four-byte address. The Ethernet link layer uses a six-

byte MAC address. Binding these two address types together allows the 

transmission of data between the layers. The primary purpose of IP-MAC binding 

is to restrict the access to a switch to a number of authorized users. Only the 

authorized client can access the Switch’s port by checking the pair of IP-MAC 

Addresses and port number with the pre-configured database. If an unauthorized 

user tries to access an IP-MAC binding enabled port, the system will block the 

access by dropping its packet. 

 

 WEB INTERFACE 

To configure IP MAC Binding: 
 

1.  Click IP MAC Binding, Configuration. 
2.  Scroll the state to enable the IP MAC Binding. 

3.   Evoke the port to become the trust port. 

4.  Specify the empty parameter (MAC, IP Address, Port No. and VID) 

field then click Add to create a new rule entry. 

5.  Click Delete to delete a exist entry. 

 

Figure 4- 55:  Set up IP MAC Binding rules 

 
 

 

  IP MAC BINDING        

CONFIGRATION 

 

The switch has IP-MAC Binding table. The maximum number of IP-
MAC binding table is 1024 entries. The creation of authorized users 
can be manually. The function is global, this means a user can 
enable or disable the function for all ports on the switch. . 



 

 

 
PARAMETERS 

These parameters are displayed on the Wizard Typical Network Application 

Rules Configuration page: 
 

 State – Scroll to enable or disable the IP MAC Binding. 

 Time Interval - Range: 10 / 20 / 30, Time interval is for ARP echo, 
the switch will according to server table entries to send ARP echo. 

 Server/Client - The maximum number of IP-MAC binding client 
table is 512 entries. The maximum number of IP-MAC Binding server 
table is 64 entries. 

 MAC – Specify the MAC Address field. Six-byte MAC Address: xx-xx-
xx-xx-xx-xx, For example: 00-40-c7-00-00-01. 

 IP - Specify the IP Address field. Four-byte IP Address: 
xxx.xxx.xxx.xxx. For example: 192.168.1.100. 

 Port No – Scroll to choice what Port to Binding with specific MAC 
Address and IP Address rule. 

 VID – Specify the VID field. VLAN ID: 1-4094.  

 Add -  Create a new IP MAC Binding Rule entry. Input MAC, IP, Port 
and VID, then click on <Add> to create a new entry into the IP MAC 
Binding table.  

 

Figure 4- 56:  Set up IP MAC Binding rules 

 

 

 

 

NOTE:  It can integrate with DHCP Server and learn the IP Address 
and MAC Address to specific Port to dynamic create IP MAC Binding 
entry. 

You can Click ―Delete‖ to delete a exist entry. 

 



 

 

 

 

CONFIGURING 802.1X 
Use the Authentication Configuration page to specify the authentication 
method for controlling management access through Telnet, SSH or 
HTTP/ HTTPS. Access can be based on the (local) user name and 
password configured on the switch, or can be controlled with a RADIUS 
or TACACS+ remote access authentication server. Note that the RADIUS 
servers used to authenticate client access for IEEE 802.1X port 
authentication are also configured on this page 

Remote Authentication Dial-in User Service (RADIUS) and Terminal 
Access Controller Access Control System Plus (TACACS+) are logon 
authentication protocols that use software running on a central server 
to control access to RADIUS-aware or TACACS-aware devices on the 
network. An authentication server contains a database of multiple user 
name/password pairs with associated privilege levels for each user that 
requires management access to the switch. 

802.1X port-based network access control provides a method to restrict 
users to access network resources via authenticating user‘s information. 
This restricts users from gaining access to the network resources 
through a 802.1X-enabled port without authentication. If a user wishes 
to touch the network through a port under 802.1X control, he (she) 
must firstly input his (her) account name for authentication and waits 
for gaining authorization before sending or receiving any packets from 
a 802.1X-enabled port. 

According to IEEE802.1X, there are three components implemented. 
They are Authenticator, Supplicant and Authentication server shown in 
Fig. 4-57. 

Supplicant:  

It is an entity being authenticated by an authenticator. It is used 

to communicate with the Authenticator PAE (Port Access Entity) 

by exchanging the authentication message when the 

Authenticator PAE request to it. 

Authenticator:  

An entity facilitates the authentication of the supplicant entity. It 

controls the state of the port, authorized or unauthorized, 

according to the result of authentication message exchanged 

between it and a supplicant PAE. 

The authenticator may request the supplicant to re-authenticate 

itself at a configured time period. Once start re-authenticating the 

supplicant, the controlled port keeps in the authorized state until 

re-authentication fails. 

A port acting as an authenticator is thought to be two logical ports, 

a controlled port and an uncontrolled port. A controlled port can 



 

 

only pass the packets when the authenticator PAE is authorized, 

and otherwise, an uncontrolled port will unconditionally pass the 

packets with PAE group MAC address, which has the value of 01-

80-c2-00-00-03 and will not be forwarded by MAC bridge, at any 

time. 

Authentication server: 

 A device provides authentication service, through EAP, to an 

authenticator by using authentication credentials supplied by the 

supplicant to determine if the supplicant is authorized to access 

the network resource. 

The overview of operation flow for the Fig. 59 is quite simple. When 
Supplicant PAE issues a request to Authenticator PAE, Authenticator and 
Supplicant exchanges authentication message. Then, Authenticator passes 
the request to RADIUS server to verify. Finally, RADIUS server replies if the 
request is granted or denied. 

While in the authentication process, the message packets, encapsulated by 
Extensible Authentication Protocol over LAN (EAPOL), are exchanged 
between an authenticator PAE and a supplicant PAE. The Authenticator 
exchanges the message to authentication server using EAP encapsulation. 
Before successfully authenticating, the supplicant can only touch the 
authenticator to perform authentication message exchange or access the 
network from the uncontrolled port. 

 

Fig. 4-57 

In the Fig. 4-58, this is the typical configuration, a single supplicant, an 
authenticator and an authentication server. B and C is in the internal 
network, D is Authentication server running RADIUS, switch at the central 
location acts Authenticator connecting to PC A and A is a PC outside the 
controlled port, running Supplicant PAE. In this case, PC A wants to access 
the services on device B and C, first, it must exchange the authentication 
message with the authenticator on the port it connected via EAPOL packet. 
The authenticator transfers the supplicant’s credentials to Authentication 
server for verification. If success, the authentication server will notice the 
authenticator the grant. PC A, then, is allowed to access B and C via the 



 

 

switch. If there are two switches directly connected together instead of 
single one, for the link connecting two switches, it may have to act two port 
roles at the end of the link: authenticator and supplicant, because the traffic 
is bi-directional. 

 

The Fig. 61 shows the procedure of 802.1X authentication. There are steps 
for the login based on 802.1X port access control management. The 
protocol used in the right side is EAPOL and the left side is EAP. 

1. At the initial stage, the supplicant A is unauthenticated and a port on 
switch acting as an authenticator is in unauthorized state. So the 
access is blocked in this stage.  

2. Initiating a session. Either authenticator or supplicant can initiate the 
message exchange. If supplicant initiates the process, it sends 
EAPOL-start packet to the authenticator PAE and authenticator will 
immediately respond EAP-Request/Identity packet. 

3. The authenticator always periodically sends EAP-Request/Identity to 
the supplicant for requesting the identity it wants to be authenticated. 

4. If the authenticator doesn’t send EAP-Request/Identity, the supplicant 
will initiate EAPOL-Start the process by sending to the authenticator. 

5. And next, the Supplicant replies an EAP-Response/Identity to the 
authenticator. The authenticator will embed the user ID into Radius-
Access-Request command and send it to the authentication server for 
confirming its identity.  

6. After receiving the Radius-Access-Request, the authentication server 
sends Radius-Access-Challenge to the supplicant for asking for 
inputting user password via the authenticator PAE.  

7. The supplicant will convert user password into the credential 
information, perhaps, in MD5 format and replies an EAP-Response 
with this credential information as well as the specified authentication 
algorithm (MD5 or OTP) to Authentication server via the authenticator 
PAE. As per the value of the type field in message PDU, the 
authentication server knows which algorithm should be applied to 
authenticate the credential information, EAP-MD5 (Message Digest 5) 
or EAP-OTP (One Time Password) or other else algorithm. 

8. If user ID and password is correct, the authentication server will send a 
Radius-Access-Accept to the authenticator. If not correct, the 
authentication server will send a Radius-Access-Reject. 

Fig. 4-58 



 

 

 

9. When the authenticator PAE receives a Radius-Access-Accept, it 
willsend an EAP-Success to the supplicant. At this time, the supplicant 
is authorized and the port connected to the supplicant and under 
802.1X control is in the authorized state. The supplicant and other 
devices connected to this port can access the network. If the 
authenticator receives a Radius-Access-Reject, it will send an EAP-
Failure to the supplicant. This means the supplicant is failed to 
authenticate. The port it connected is in the unauthorized state, the 
supplicant and the devices connected to this port won’t be allowed to 
access the network. 

10. When the supplicant issue an EAP-Logoff message to Authentication 
server, the port you are using is set to be unauthorized. 

 

Fig. 4-59 

Only MultiHost 802.1X is the type of authentication supported in the switch. 
In this mode, for the devices connected to this port, once a supplicant is 
authorized, the devices connected to this port can access the network 
resource through this port. 

802.1X Port-based Network Access Control function supported by the 
switch is little bit complex, for it just support basic Multihost mode, which 
can distinguish the device’s MAC address and its VID. The following table is 
the summary of the combination of the authentication status and the port 
status versus the status of port mode, set in 802.1X Port mode, port control 
state, set in 802.1X port setting. Here Entry Authorized means MAC entry is 
authorized. 

 
NOTE:  This guide assumes that RADIUS and TACACS+ servers have 
already been configured to support AAA. The configuration of RADIUS 
and TACACS+ server software is beyond the scope of this guide. Refer 
to the documentation provided with the RADIUS and TACACS+ server 
software. 

 
 



 

 

 
 

WEB INTERFACE 

To configure 802.1X Server : 
 

1.  Click 802.1X, Server. 
2.  Specify the Authentication Server parameter field and 

Accounting Server parameter field. 

3.  Click Save. 

 

Figure 4-60 :  Set up the 802.1X Server detail parameters 

 
 

PARAMETERS 

These parameters are displayed on the 802.1X Server Configuration page: 
 
Authentication Server 1 and 2  

 Server IP Address – Specify the IP Address field. The RADIUS 
Server IP Address for Authentication. Default: 192.168.1.1. 

 UDP Port - Default port number is 1812.  

 Secret Key - The secret key between authentication server and 
authenticator. It is a string with the length 1 – 31 characters. The 
character string may contain upper case, lower case and 0-9. It is 
character sense. It is not allowed for putting a blank between any  

802.1X   SERVER        

CONFIGRATION 

 

This function is used to configure the global parameters for 
RADIUS authentication in 802.1X port security application.. 
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Two  characters. Default is Radius.Accounting Server 1 and 2 

 Server IP Address – Specify the IP Address field. The RADIUS 
Server IP Address for Accounting. Default: 192.168.1.1. 

 UDP Port - Default port number is 1813. 

 Secret Key - The secret key between authentication server and 
authenticator. It is a string with the length 1 – 31 characters. The 
character string may contain upper case, lower case and 0-9. It is 
character sense. It is not allowed for putting a blank between any 
two characters. Default is Radius.



 

 

 

 

WEB INTERFACE 

To configure 802.1X Port detail parameter: 
 

1.  Click 802.1X, Port Configuration. 
2.  Specify the Port Configuration parameter field. 

3.   Click Save. 

 

Figure 4-61:  Set up the 802.1X Port detail parameters 

 

 

PARAMETERS 

These parameters are displayed on the 802.1X Server Configuration page: 
 

 Port – Scroll the port and set the parameter. It is the port number 
to be selected for configuring its associated 802.1X parameters 
which are Port control, reAuthMax, txPeriod, Quiet Period, 
reAuthEnabled, reAuthPeriod, max. Request, suppTimeout, 
serverTimeout and Controlled direction. The Port Range is 1 to 24. 

802.1X   SERVER        

CONFIGRATION 

 

This function is used to configure the parameters for each port in 
802.1X port security application. Refer to the following parameters 
description for details... 



 

 

 Mode – Scroll the Range: Disable / Normal / Advanced / Clientless 

Disable:  

Disable IEEE 802.1X for this port. 

Normal:  

All clients under this port will be authorized when one of the client do 

802.1X authentication successfully. 

Advanced:  

Each clients under this port have to do 802.1X authentication by himself. 

Clientless:  

The clients don‘t need to install 802.1X client function, that means the 

client PC (for example WINDOW XP) does not need to enable 802.1X client 

function also can do 802.1X authentication. But the network maintainer 

need to configure the Radius server using each client‘s MAC address for 
Radius account ID and password. 

 Port Control – Scroll the Port Control type.  This is used to set the 
operation mode of authorization. There are three type of operation 
mode supported, ForceUnauthorized, ForceAuthorized, Auto. 

  ForceUnauthorized: 

The controlled port is forced to hold in the unauthorized state. 

  ForceAuthorized: 

The controlled port is forced to hold in the authorized state. 

  Auto: 

The controlled port is set to be in authorized state or unauthorized state 

depends on the result of the authentication exchange between the 
authentication server and the supplicant. 

     Default:  Auto 

 reAuthMax(1-10) – Specify the reAuthMax field. The number of 
authentication attempt that is permitted before the port becomes 
unauthorized. Default:  2. 

 txPeriod(1-65535 s) - Specify the txPeriod field. A time period to 
transmitted EAPOL PDU between the authenticator and the 
supplicant. Default: 30. 

 Quiet Period(0-65535 s) - Specify the Quiet Period field. A period 
of time during which we will not attempt to access the supplicant. 
Deafult:  60 seconds. 

 reAuthEnabled -  Scroll to select to enable or disable 
reAuthEnabled. Choose whether regular authentication will take 
place in this port. Default: ON. 

 reAuthPeriod(1-65535 s) - Specify the reAuthPeriod field. A non-
zero number seconds between the periodic re-authentication of the 
supplicant. Default:  3600. 

 max. Request(1-10) - The maximum of number times that the 
authenticator will retransmit an EAP Request to the supplicant 
before  
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it times out the authentication session. The valid range: 1 – 10. 
Default:  2 times. 

 suppTimeout(1-65535 s) - A timeout condition in the exchange 
between the authenticator and the supplicant. The valid range: 1 –
65535. Default:  30 seconds. 

 serverTimeout(1-65535 s) - A timeout condition in the exchange 
between the authenticator and the authentication server. The valid 
range: 1 –65535. Default:  30 seconds. 

 VlanAssignment - This is used to set the Vlan Assignment with 
RADIUS server. Default:  Disable. 

 GuestVlan - This is used to set the Guest VLAN ID with RADIUS 
server. Default:  0 (N/A). 

 AuthFailedVlan - T This is used to set the Authentication Failed 
VLAN ID with RADIUS server. Default:  0 (N/A).



 

 

 

WEB INTERFACE 

To display the  802.1X status: 
 

1.  Click 802.1X, Status. 
2.  Click Refresh button to refresh the 802.1X Status Table. 

 

Figure 4-62  Display the 802.1X Status  

 

 

PARAMETERS 

These parameters are displayed on the 802.1X Status page: 
 

 Port – The Port indentity. Port number: 1-24. 

 Mode - Show this port IEEE 802.1X operating mode: There are four 
modes Disable, Normal, Advance and Clientless. 

 Status - Show this port IEEE 802.1X security current status: 
Authorized or Unauthorized. 

 Vlan Policy - Show this port Vlan Policy status as Guest VLAN… etc. 

802.1X  Status 

 

The function is using for uset to display and show the each port 
IEEE 802.1X authentication current operating mode and status.. 



 

 

 

WEB INTERFACE 

To display the  802.1X statistics: 
 

1.  Click 802.1X, Statistic. 

2.   Scroll the port to display the 802.1X Statistics. 

3.   Evoke to enable auto-refresh  
4.  Click Refresh button to refresh the 802.1X Statistics Table. 

5.   If you want to clear the data of 802.1X statistics then click 

Clear button. 

 

Figure 4-63:  Display the 802.1X Statistics  

 
 

PARAMETERS 

These parameters are displayed on the 802.1X Status page: 
 

 Port – The Port indentity. Port number: 1-24. 

 Auto - refresh - Refresh the authenticator counters in the web UI 
automatically. 

 Refresh - Click on the <Refresh> to update the authenticator 
counters in the web UI. 

 Clear - Click on the <Clear> to clear all authenticator counters in 
the web UI.

802.1X           
STATISTICs 

 

The function is using for uer to set, display and show the IEEE 
802.1X authentication related counters for manager monitoring 
authenticator status.. 



 

 

 

 

CONFIGURING TACACS+ 

TACACS+ (Terminal Access Controller Access-Control System Plus) 

is a protocol which provides access control for the switch via one or 

more centralized servers. It provides separate authentication, 

authorization and accounting services. TACACS+ utilizes TCP port 

49. It consists of three separate protocols, which can, if desired, be 

implemented on separate servers. 

 

 

 WEB INTERFACE 

To display the  TACACS+ State Configuration: 
 

1.  Click TACACS+, State. 

2.   Specify the Server IP Address 1, 2 and Secret Key field. 

3.   Click Save.  

 

Figure 4-64:  Configure TACACS+ State 

  

 

PARAMETERS 

These parameters are displayed on the TACACS+  State page: 
 

 Server IP Address 1 ,2 – Specify the TACACS+ Server 1 and 2 IP 
Address in the field. Server 1 IP address for authentication. Default: 
0.0.0.0 

 Secret Key – Specify the Secret key field. The secret key between 
authentication server and authenticator. It is a string with the length 
1 – 31 characters. The character string may contain upper case, 
lower case and 0-9. It is character sense. It is not allowed for 
putting a blank between any two characters. Default: TACACS.

TACACS+ STATE     

CONFIGURATION 

 

The switch supports the TACACS+ is facilitated through AAA and 
can be enabled only through AAA commands which detailed 
accounting information and flexible administrative control over 
authentication and authorization processes. Providing to set 
TACACS+ Server IP address and Secret Key. 

http://en.wikipedia.org/wiki/Transmission_control_protocol


 

 

 

 

WEB INTERFACE 

To display the  TACACS+ Authentication Configuration: 
 

1.  Click TACACS+, Authentication. 

2.  Scroll to set Login Primary and Login Secondary field. 

3.   Specify the Authentication retry field. (Range: 1 to 3) 

4.   Click Apply.  

 

Figure 4-65:  Configure TACACS+ Authentication 

 
 

PARAMETERS 

These parameters are displayed on the TACACS+ Authentication page: 
 

 Console  – Scroll to set console authentication method with Login 
primary or Login secondary. Default: Primary is ―Local‖ and 
Secondary is ―None‖. 

 Telnet - Scroll to set Telnet authentication method with Login 
primary or Login secondary. Default: Primary is ―Local‖ and 
Secondary is ―None‖ 

 Web - Scroll to Web authentication method with Login primary or 
Login secondary. Default: Primary is ―Local‖ and Secondary is 
―None‖. 

 Authentication retry – Specify the Authentication retry field. To 
set the Authentication retry for all three login authentication 
methods. Range: 1-3 and default is 3. 

 Apply – Click the Apply Button to save all setting to switch  flash 
memory.

   TACACS+     
AUTHENTICATION    
CONFIGURATION  

The switch supports several authentication method for client 
authenticate including Console, Telnet and Web authentication 
method via TACACS+ server .It provides advanced security. 



 

 

 

 

WEB INTERFACE 

To display the  TACACS+ Authorization Configuration: 
 

1.  Click TACACS+, Authorization. 

2.  Scroll to set State and Fallback to Local Authorization field. 

3.   Click Apply.  

 

Figure 4-66:  Configure TACACS+ Authorization 

 

 

PARAMETERS 

These parameters are displayed on the TACACS+ Authorization page: 
 

 State  – Scroll to set enable or disable the State Authorization via 
TACACS+ Server. Default: Disable. 

 Fallback to Local Authorization - Scroll to set enable or disable 
the switch Fallback to Local Authorization. Default: Disable. 

 Apply – Click the Apply Button to save all setting to switch  flash 
memory.

    TACACS+     
AUTHORIZATION    
CONFIGURATION   

The switch supports two authorization method for client authorize 
including Console, ―State‖ and ―Fallback to Local Authorization ―. It 
provides advanced security. 



 

 

 

 

WEB INTERFACE 

To display the  TACACS+ Accounting Configuration: 
 

1.  Click TACACS+, Accounting. 

2.  Scroll to set State  field. 

3.   Click Apply.  

 

Figure 4-67:  Configure TACACS+ Accounting 

 
 

PARAMETERS 

These parameters are displayed on the TACACS+ Accounting page: 
 

 State  – Scroll to set enable or disable the State Accounting via 
TACACS+ Server. Default: Disable.

      TACACS+     
ACCOUNTING   

CONFIGURATION    

The switch supports TACACS+ server Accounting method with 
―Enable‖ and ―Disable ― for manage login traffic accounting. 



 

 

 

 

CONFIGURING TRUNK 
The Port Trunking Configuration is used to configure the settings of 

Link Aggregation. You can bundle more than one port with the 

same speed, full duplex and the same MAC to be a single logical 

port, thus the logical port aggregates the bandwidth of these ports. 

This means you can apply your current Ethernet equipments to 

build the bandwidth aggregation.  For example, if there are three 

Fast Ethernet ports aggregated in a logical port, then this logical 

port has bandwidth three times as high as a single Fast Ethernet 

port has.  

The switch supports two kinds of port trunking methods: 

LACP: 

Ports using Link Aggregation Control Protocol (according to 

IEEE 802.3ad specification) as their trunking method can 

choose their unique LACP GroupID (1~8) to form a logic 

―trunked port‖. The benefit of using LACP is that a port makes 

an agreement with its peer port before it becomes a ready 

member of a ―trunk group‖ (also called aggregator). LACP is 

safer than the other trunking method - static trunk. 

The switch LACP does not support the followings: 

 Link Aggregation across switches 

 Aggregation with non-IEEE 802.3 MAC link 

 Operating in half-duplex mode 

 Aggregate the ports with different data rates 

Static Trunk: 

Ports using Static Trunk as their trunk method can choose their 

unique Static GroupID (also 1~8, this Static groupID can be 

the same with another LACP groupID) to form a logic ―trunked 

port‖. The benefit of using Static Trunk method is that a port 

can immediately become a member of a trunk group without 

any handshaking with its peer port. This is also a disadvantage 

because the peer ports of your static trunk group may not 

know that they should be aggregate together to form a ―logic 

trunked port‖. Using Static Trunk on both end of a link is 

strongly recommended. Please also note that low speed links 

will stay in ―not ready‖ state when using static trunk to 

aggregate with high speed links. 

As to system restrictions about the port aggregation function on the 

switch, In the management point of view, the switch supports 

maximum 8 trunk groups for LACP and additional 8 trunk groups 

for Static Trunk. But in the system capability view, only 8 ―real 

trunked‖ groups are supported. An LACP trunk group with more 

than one ready member-ports is a ―real trunked‖ group. An LACP 

trunk group with only one or less than one ready member-ports is 

not a ―real trunked‖ group. Any Static trunk group is a ―real 
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trunked‖ group.

Per Trunking Group supports a maximum of 12 ready member-ports. Please 

note that some decisions will automatically be made by the system while you 

are configuring your trunking ports. Some configuration examples are listed 

below: 

a)   12 ports have already used Static Trunk Group ID 1, the 13th 

port willing to use the same Static Trunk Group ID will be 

automatically set to use the ―None‖ trunking method and its 

Group ID will turn to 0. This means the port won‘t aggregate 

with other ports.  

b)  14 ports all use LACP Trunk Group ID 1 at most 12 ports can 

aggregate together and transit into the ready state. 

c)  A port using the ―None― trunking method or Group ID 0 will be 

automatically set to use the ―None‖ trunking method with 

Group ID 0. 

 

 

 

WEB INTERFACE 

To display the  TRUNK Port Configuration: 
 

1.  Click TRUNK, Port. 

2.  Scroll to set the Trunk Port Setting parameters. 

3.   Click Apply/ Refresh. 

 

Figure 4-68:  Configure TRUNK Port setting 

 

 

PARAMETERS 

These parameters are displayed on the Trunk Port page: 
 

       TRUNK   
CONFIGURATION     

The function provides user to set the Tunk Port. The Port 
setting/status is used to configure the trunk property of each and 
every port in the switch system. 
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 Port  – Port identity of switch.  Port Number: 1-24.



 

 

 

 Method – Scroll and choice the trunk method with None, LACP and Static 
three methods. 

None: A port does not want to aggregate with any other port should choose 

this default setting. 

LACP: A port use LACP as its trunk method to get aggregated with other 

ports also using LACP. 

Static: A port use Static Trunk as its trunk method to get aggregated with 

other ports also using Static Trunk. 

 Group – Scroll and choice the Port using the same trunking method other 
than ―None‖ must be assigned a unique Group number (i.e. Group ID, 
valid value is from 1 to 8) in order to declare that they wish to aggregate 
with each other. 

 Active LACP: This field is only referenced when a port‘s trunking method 
is LACP. 

Active: 

An Active LACP port begins to send LACPDU to its link partner right after the 

LACP protocol entity started to take control of this port. 

Passive: 

An Passive LACP port will not actively send LACPDU out before it receives an 

LACPDU from its link partner. 

 Aggtr: Aggtr is an abbreviation of ―aggregator‖. Every port is also an 
aggregator, and its own aggregator ID is the same as its own Port No. We 
can regard an aggregator as a representative of a trunking group. Ports 
with same Group ID and using same trunking method will have the 
opportunity to aggregate to a particular aggregator port. This aggregator 
port is usually the port with the smallest Port No. within the trunking 
group. 

 Status:This field represents the trunking status of a port which uses a 
trunking method other than ―None‖. It also represents the management 
link status of a port which uses the ―None‖ trunking method. ―---― means 
―not ready‖ 



 

 

 

WEB INTERFACE 

To display the  TRUNK Aggregator View: 
 

1.  Click TRUNK, Aggregator View. 

2.   Click Refresh to refresh the Trunk data. 

3.   Click LACP Detail to show detail LACP status. 

 

Figure 4-69:  Display the TRUNK Aggregator  View 

 
 

CAUTION: Alerts you before you configure the port to join the LACP 

trunk group and click LACP Detail then the switch will pop-up a alarm 
screen. It will show: Please select an LACP aggregator with at leaset 
one member port. 

 
 

PARAMETERS 

These parameters are displayed on the Aggegator view page: 
 

 Aggregator  – It shows the aggregator ID (from 1 to 24) of every 
port. In fact, every port is also an aggregator, and its own 
aggregator ID is the same as its own Port No. 

 Method - Show the method a port uses to aggregate with other 
ports. 

 Member Ports - Show all member ports of an aggregator (port).

         TRUNK 
AGGREGATOR   

VIEW      

The function provides user to Show the Tunk Port Detail 
information. User could monitor the current port trunking 
information from the aggregator point of view. 



 

 

 

 Ready Ports - Show only the ready member ports within an 
aggregator (port). 

 System Priority – Show the Actor and Partner system priority 
value. 

 MAC Address – Show the Client device‘s MAC Address information. 

 Port – Show the Trunk Port number. 

 Key – Show the Trunk LACP Key value. 

 Trunk Status – Show the LACP aggregator status (only show in Actor 
field).



 

 

 

WEB INTERFACE 

To display the  TRUNK Aggregation Hash Mode Configuration: 
 

1.  Click TRUNK, Aggregator Hash mode. 

2.   Evoke to enable or disable the Aggregation Hash mode function. 

3.   Click Apply. 
 

Figure 4-70:  Display the TRUNK Aggregation Hash mode configuration 

 

 

PARAMETERS 

These parameters are displayed on the Aggregation Mode page: 
 

 Source MAC Address  – Evoke to enable or disable source MAC 
address for Aggregate Mode. 

 Destination MAC Address - Evoke to enable or disable Destination 
MAC address for Aggregate Mode. 

 IP Address - Evoke to enable or disable IP address for Aggregate 
Mode. 

 TCP/UDP Port Number - Evoke to enable or disable TCP/ UDP Port 
Number  for Aggregate Mode.

           TRUNK 
AGGREGATION 

HASH MODE   
CONFIGURATION      

The function provides user to set the Tunk Port Aggregation Hash 
mode. The Switch provides the Aggregation Hash mode with 4 
types and it is used to configure the trunk property of each and 
every port in the switch system. 



 

 

 

WEB INTERFACE 

To display the  TRUNK System Priority Configuration: 
 

1.  Click TRUNK, LACP System Priority. 

2.   Specify the System Priority value between 1 to 65535. 

3.   Click Apply. 
 

Figure 4-71:  Display the TRUNK System Priority configuration 

 
 

 
PARAMETERS 

These parameters are displayed on the Trunk System Priority page: 
 

 System Priority  – Specify the System Priority part of a system ID 
field.The Ragne is (1-65535) and Default is 32768. 

 Apply – Save the setting to switch flash memory.

         TRUNK LACP 
SYSYTEM PRORITY   

CONFIGURATION       

The Function is used to set the priority part of the LACP system ID. 
LACP will only aggregate together the ports whose peer link 
partners are all on a single system. Each system supports LACP will 
be assigned a globally unique System Identifier for this purpose. A 
system ID is a 64-bit field comprising a 48-bit MAC Address and 
16-bit priority value. The System Priority can be set by the user. 
Its range is from 1 to 65535. Default: 32768. 



 

 

 

 

CONFIGURING SPANNING TREE PROTOCOL 

The Spanning Tree Protocol (STP) can be used to detect and disable 

network loops, and to provide backup links between switches, 

bridges or routers. This allows the switch to interact with other 

bridging devices (that is, an STP-compliant switch, bridge or router) 

in your network to ensure that only one route exists between any 

two stations on the network, and provide backup links which 

automatically take over when a primary link goes down. 

This switch supports Rapid Spanning Tree Protocol (RSTP), but is 

backward compatible with Spanning Tree Protocol (STP). 

STP - STP uses a distributed algorithm to select a bridging device (STP- 
compliant switch, bridge or router) that serves as the root of the 
spanning tree network. It selects a root port on each bridging device 
(except for the root device) which incurs the lowest path cost when 
forwarding a packet from that device to the root device. Then it selects 
a designated bridging device from each LAN which incurs the lowest 
path cost when forwarding a packet from that LAN to the root device. 
All ports connected to designated bridging devices are assigned as 
designated ports. After determining the lowest cost spanning tree, it 
enables all root ports and designated ports, and disables all other ports. 
Network packets are therefore only forwarded between root ports and 
designated ports, eliminating any possible network loops. 

 

 

 

 

 

Once a stable network topology has been established, all bridges listen 
for Hello BPDUs (Bridge Protocol Data Units) transmitted from the Root 
Bridge. If a bridge does not get a Hello BPDU after a predefined interval 
(Maximum Age), the bridge assumes that the link to the Root Bridge is 
down. This bridge will then initiate negotiations with other bridges to 
reconfigure the network to reestablish a valid network topology. 

RSTP - RSTP is designed as a general replacement for the slower, 
legacy STP. RSTP is also incorporated into MSTP (Multiple Spanning 
Tree Protocol). RSTP achieves must faster reconfiguration (i.e., around 
1 to 3 seconds, compared to 30 seconds or more for STP) by reducing 
the number of state changes before active ports start learning, 
predefining an alternate route that can be used when a node or port 
fails, and retaining the forwarding database for ports insensitive to 
changes in the tree structure when reconfiguration occurs.



 

 

 

 

WEB INTERFACE 

To display the  Spanning Tree Protocol Status: 
 

1.  Click STP, Status. 

2.   Display all Spanning Tree Protocol detail parameter data. 

 

Figure 4-72:  Display the Spanning  Tree Protocol STATUS 

 
 
PARAMETERS 

These parameters are displayed on the Spanning Tree Protocol Status page: 
 

 STP State  –Show the current STP Enabled / Disabled status. 
Default is ―Disabled‖. 

 Bridge ID - Show switch‘s bridge ID which stands for the MAC 
address of this switch. 

 Bridge Priority - Show this switch‘s current bridge priority setting. 
Default is 32768. 

 Designated Root - Show root bridge ID of this network segment. If 
this switch is a root bridge, the ―Designated Root‖ will show this 
switch‘s bridge ID. 

 Designated Priority - Show the current root bridge priority. 

 Root Port - Show port number connected to root bridge with the 
lowest path cost. 

 Root Path Cost - Show the path cost between the root port and the 

           SPANNING 

TREE PROTOCOL   

STATUS VIEW        

The Function is used for user to monitor the STP Status. In the 
Spanning Tree Status, user can read 12 parameters to know STP 
current status. The 12 parameters‘ description is listed in the 
following table. 
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designated port of the root bridge.



 

 

 

 Current Max. Age - Show the current root bridge maximum age 
time. Maximum age time is used to monitor if STP topology needs to 
change. When a bridge does not receive a hello message from root 
bridge until the maximum age time is counted down to 0, the bridge 
will treat the root bridge malfunctioned and issue a Topology Change 
Notification (TCN) BPDU to all other bridges. 

All bridges in the LAN will re-learn and determine which the root 
bridge is. Maximum Age time is assigned by root bridge in unit of 
seconds. Default is 20 seconds. 

 Current Forward Delay –Show the current root bridge forward 
delay time. The value of Forward Delay time is set by root. The 
Forward Delay time is defined as the time spent from Listening state 
moved to Learning state or from Learning state moved to 
Forwarding state of a port in bridge. 

 Hello Time - Show the current hello time of the root bridge. Hello 
time is a time interval specified by root bridge, used to request all 
other bridges periodically sending hello message every ―hello time‖ 
seconds to the bridge attached to its designated port. 

 STP Topology Change Count - STP Topology Change Count 
expresses the time spent in unit of seconds since the beginning of 
the Spanning Tree Topology Change to the end of the STP 
convergence. Once the STP change is converged, the Topology 
Change count will be reset to 0. The figures showing in the screen 
may not be the exact time it spent but very close to, because the 
time is eclipsing. 

 Time Since Last Topology Change - Time Since Last Topology 
Change is the accumulated time in unit of seconds the STP has been 
since the last STP Topology Change was made. When Topology 
Change is initiated again, this counter will be reset to 0. And it will 
also count again once STP topology Change is completed.



 

 

 

 

WEB INTERFACE 

To display the  Spanning Tree Protocol Configuration: 
 

1.  Click STP, Configuration. 

2.   Scroll to choice Spanning Tree Protocol enable or disable (Default is 

Disable) 

3.   Scroll the Bridge Priority value to select a specific value with 0 to 

61440. 

4.   Specify the Hellow Time, Max. Age and Forward Delay field the 

specific value. 

5.   Scroll to select Force Version with STP or RSTP. 

6.   Click Apply. 

 
 

 
NOTE:  You must to consider 2* (Forward Delay -1 ) >=Max Age. and 
Max Age need to >= 2 * (Hellow Time +1) 

 
NOTE:  You will lose connection with this device for a while if you enable 
STP. 

 

 

Figure 4-73:  Display the Spanning  Tree Configuration 

            SPANNING 

TREE PROTOCOL   

CONFIGURATION         

The Function is used for user to Configure the STP, Spanning Tree 
Protocol, actually includes RSTP.  In the Spanning Tree 
Configuration, there are six parameters open for the user to 
configure as user‘s idea.  Each parameter description is listed 
below. 



 

 

 

 
PARAMETERS 

These parameters are displayed on the Spanning Tree Protocol Status page: 
 

 Spanning Tree Protocol –Set 802.1W Rapid STP function Enable / 
Disable. Default is ―Disable‖. 

 Bridge Priority - The lower the bridge priority is, the higher priority 
it has. Usually, the bridge with the highest bridge priority is the root. 
If you want to have the switch as root bridge, you can set this value 
lower than that of bridge in the LAN. The valid value is 0 ~ 61440. 
The default is 32768. 

 Hello Time - Hello Time is used to determine the periodic time to 
send normal BPDU from designated ports among bridges. It decides 
how long a bridge should send this message to other bridge to tell I 
am alive. When the Switch is the root bridge of the LAN, for example, 
all other bridges will use the hello time assigned by this switch to 
communicate with each other. The valid value is 1 ~ 10 in unit of 
second. Default is 2 seconds. 

 Max. Age - When the Switch is the root bridge, the whole LAN will 
apply this figure set by this switch as their maximum age time. 
When a bridge received a BPDU originated from the root bridge and 
if the message age conveyed in the BPDU exceeds the Max. Age of 
the root bridge, the bridge will treat the root bridge malfunctioned 
and issue a Topology Change Notification (TCN) BPDU to all other 
bridges. All bridges in the LAN will re-calculate and determine who 
the root bridge is. The valid value of Max. Age is 6 ~ 40 seconds. 
Default is 20 seconds. 

 Forward Delay - You can set the root bridge forward delay time. 
This figure is set by root bridge only. The forward delay time is 
defined as the time spent from Listening state moved to Learning 
state and also from Learning state moved to Forwarding state of a 
port in bridge. The forward delay time contains two states, Listening 
state to Learning state and Learning state to Forwarding state. It 
assumes that forward delay time is 15 seconds, then total forward 
delay time will be 30 seconds. This has much to do with the STP 
convergent time which will be more than 30 seconds because some 
other factors. The valid value is 4~30 seconds, default is 15 seconds. 

 Force Version - Two options are offered for the user‘s choosing STP 
algorithm. One is RSTP and the other is STP.  If STP is chosen, RSTP 
will run as a legacy STP. The switch supports RSTP (802.1w) which 
is backward compatible with STP (802.1d).



 

 

 
 

WEB INTERFACE 

To display the  Spanning Tree Port Configuration: 
 

1.  Click STP, Port. 

2.   You need enable the STP first and the screen will show all 

detail of system port STP status 

3.   Click Edit to modify the port STP parameters configuration. 

4.   Click MCheck to check the port STP parameters setting. 

 
 

NOTE:  You need to enable the STP or RSTP function first and 
without it then the Edit and MCheck Button is unavailable. 

 

 

Figure 4-74 :  Display the Spanning  Tree Port Configuration 

 

 

      SPANNING TREE PORT   

CONFIGURATION          

The Function is used for user to Configure STP Port Setting, one 
item selection and five parameters settings are offered for user‘s 
setup. User can disable and enable each port by selecting each 
Port Status item. User also can set ―Path Cost‖ and ―Priority‖ of 
each port by filling in the desired value and set ―Admin Edge Port‖ 
and ―Admin Point To Point‖ by selecting the desired item. 
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PARAMETERS 

These parameters are displayed on the Spanning Tree Protocol Status 

page: 
 

 Port Status – It displays the current state of a port. We 
cannot manually set it because it displays the status only. 
There are three possible states. ( according to 802.1w 
specification). 

 DISCARDING state indicates that this port can neither 
forward packets nor contribute learning knowledge. 

 
 

NOTE:  Three other states (Disable state, BLOCKING state and 
LISTENING state) defined in the 802.1D specification are now all 
represented as DISCARDING state. 

 

 LEARNING state indicates this port can now contribute its 
learning  knowledge but cannot forward packets still. 

 FORWARDING state indicates this port can both contribute 
its learning knowledge and forward packets normally. 

 Path Cost Status - It is the contribution value of the path 
through this port to Root Bridge. STP algorithm determines a 
best path to Root Bridge by calculating the sum of path cost 
contributed by all ports on this path. A port with a smaller 
path cost value would become the Root Port more possibly. 

 Configured Path Cost - The range is 0 – 200,000,000. In the 
switch, if path cost is set to be zero, the STP will get the 
recommended value resulted from auto-negotiation of the link 
accordingly and display this value in the field of Path Cost 
Status. Otherwise, it may show the value that the 
administrator set up in Configured Path Cost and Path Cost 
Status. 

 802.1w RSTP recommended value: (Valid range: 1 – 
200,000,000). 

10 Mbps: 2,000,000, 100 Mbps: 200,000 and 1 Gbps : 20,000. 

 Defautle is 0 

 Priority - Priority here means Port Priority. Port Priority and 
Port Number are mixed to form the Port ID.  Port IDs are often 
compared in order to determine which port of a bridge would 
become the Root Port. The range is 0 – 240. Default is 128. 

 Admin Edge Port - If user selects ―Yes‖, this port will be an 
edge port. An Edge Port is a port connected to a device that 
knows nothing about STP or RSTP. Usually, the connected 
device is an end station. Edge Ports will immediately transit to 
forwarding state and skip the listening and learning state 
because the edge ports cannot create bridging loops in the 
network. This will expedite the convergence. When the link on 
the edge port toggles, the STP topology keeps unchanged. 
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Unlike the designate port or root port though, an edge port 
will transit to a normal spanning-tree port immediately if it 
receives a BPDU.



 

 

 Admin Point To Point - We say a port is a point-to-point link, 
from RSTP‘s view, if it is in full-duplex mode but is shared link 
if it is in half-duplex mode. RSTP fast convergence can only 
happen on point-to-point links and on edge ports. This can 
expedite the convergence because this will have the port fast 
transited to forwarding state. 

There are three parameters, Auto, True and False, used to 
configure the type of the point-to-point link. If configure this 
parameter to be Auto, it means RSTP will use the duplex mode 
resulted from the auto-negotiation. In today‘s switched 
networks, most links are running in full-duplex mode. For sure, 
the result may be half-duplex, in this case, the port will not 
fast transit to Forwarding state. If it is set as True, the port is 
treated as point-to-point link by RSTP and unconditionally 
transited to Forwarding state. If it is set as False, fast 
transition to Forwarding state will not happen on this port. 
Default: Auto. 

 M Check - Migration Check. It forces the port sending out an 
RSTP BPDU instead of a legacy STP BPDU at the next 
transmission. The only benefit of this operation is to make the 
port quickly get back to act as an RSTP port. Click <M 
Check> button to send a RSTP BPDU from the port you 
specified. 

 Path Cost – This parameter is used by the STP to determine 
the best path between devices. Therefore, lower values should 
be assigned to ports attached to faster media, and higher 
values assigned to ports with slower media. (Path cost takes 
precedence over port priority.) 

By default, the system automatically detects the speed and 
duplex mode used on each port, and configures the path cost 
according to the values shown below. 

 

Table : Recommended STP Path Cost Range 
 

Port Type IEEE 802.1D-1998 IEEE 802.1w-2001 
 

Ethernet 50-600 200,000-20,000,000 
 

Fast Ethernet 10-60 20,000-2,000,000 
 

Gigabit Ethernet 3-10 2,000-200,000 
 

 
Table : Recommended STA Path Costs 

 

Port Type Link Type IEEE 802.1D-1998 IEEE 802.1w-2001 

Ethernet Half Duplex 100 2,000,000 
 Full Duplex 95 1,999,999 
 Trunk 90 1,000,000 

Fast Ethernet Half Duplex 19 200,000 
 Full Duplex 18 100,000 
 Trunk 15 50,000 

Gigabit Ethernet Full Duplex 4 10,000 
 Trunk 3 5,000 
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Table: Default STP Path Costs 
 

Port Type Link Type IEEE 802.1w-2001 
 

Ethernet Half Duplex Full 

Duplex Trunk 

 

2,000,000 

1,000,000 
500,000 

 

Fast Ethernet Half Duplex Full 

Duplex Trunk 

 

200,000 

100,000 

50,000 
 

Gigabit Ethernet Full Duplex 
Trunk 

 

10,000 

5,000 
 
 



 

 

 
 

CONFIGURING MULTIPLE SPANNING TREE PROTOCOL 

The implementation of MSTP is according to IEEE 802.1Q 2005 

Clause 13 – Multiple Spanning Tree Protocol. MSTP allows frames 

assigned to different VLANs to follow separate paths, each based on 

an independent Multiple Spanning Tree Instance (MSTI), within 

Multiple Spanning Tree (MST) Regions composed of LANs and or 

MST Bridges.  Proper configuration of MSTP in an 802.1Q VLAN 

environment can ensure  a loop-free data path for a group of vlans 

within an MSTI. Redundant path and load balancing in vlan 

environment is also achieved via this feature.A spanning tree 

instance called CIST(Common and Internal Spanning Tree) always 

exists . Up to 64 more spanning tree instances (MSTIs) can be 

provisioned. 

 

 

WEB INTERFACE 

To display the MSTP State Configuration: 
 

1.  Click MSTP, State. 

2.   Scroll the Multiple Spanning Tree Protocol to Enable or Disable MSTP. 

3.   Scroll the Force Version to MSTP. 

4.   Click Apply. 

 

Figure 4-75 :  Display the MSTP State Configuration 

 
 

PARAMETERS 

These parameters are displayed on the MSTP State page: 
 

 Multiple Spanning Tree Protocol – It provides user to scroll to 
select Disabled or Enabled. 

 Force Version -  It provides user to scroll to select STP , RSTP or 

MSTP.

       MULTIPLE      
SPANNING TREE  

PROTOCOL STATE           

The Function is used for user to Configure the MSTP, It provides to 
enable or disable the MSTP and user need to select a force version 
and configure as user‘s idea.  Each parameter description is listed 
below. 



 

 

 

 

WEB INTERFACE 

To display the MSTP Region Config Configuration: 
 

1.  Click MSTP, Region Config. 

2.   Specify the Multiple Spanning Tree Region Name field. 

3.   Specify the MSTP Revision Level field.. 

4.   Click Apply. 

 

Figure 4-76:  Display the MSTP Region Config Configuration 

 

 
 

PARAMETERS 

These parameters are displayed on the MSTP Region Config page: 
 

 Region Name – It provides user to specify the Region Name. 0-32 
characters.(A variable length text string encoded within a fixed field 
of 32 octets , conforming to RFC 2271‘s definition of 
SnmpAdminString.) 

 Revision Level - It provides user to specify the Revision Level. The 
Range is 0 to 65535.

            MSTP     
REGION CONFIG  
CONFIGURATION            

The Function is used for user to Configure the basic identification of 
a MSTP bridge. Bridges participating in a common MST region must 
have the same Region Name and Revision Level. 



 

 

 

WEB INTERFACE 

To display the MSTP Instance View Edit MSTI/ VLAN Configuration: 
 

1.  Click MSTP, Instance View. 

2.   Click Edit to Create MSTI/ VLAN. 

3.   Specify the Instance ID field. 

4.   Specify the VLAN Mapping (VID String) Field. 

5.   Click Apply. 

 

Figure 4-77:  Display the MSTP Instance View  Configuration 

 
 

 
PARAMETERS 

These parameters are displayed on the MSTP Instance View page: 
 

 Instance ID – Every spanning tree instance need to have a unique 
instance ID within 0~4095. Instance 0 (CIST) always exists and can 
not be deleted. Additional spanning instances (MSTIs) can be added 
or deleted. At least one vlan must be provisioned for an MSTI to 
declare the need for the MSTI to be existent. 

 Corresponding Vlans - Multiple vlans can belong to an MSTI. All 
vlans that are not provisioned through this will be automatically 
assigned to Instance 0(CIST). The Range is 0 to 4095. 

 Edit MSTI / Vlan - To add an MSTI and provide its vlan members 
or modify vlan members for a specific MSTI. (Detail see Fig. 80) 

                    MSTP     
INSTANCE VIEW  

CONFIGURATION             

The Function is used for user to Provide an MST instance table 
which include information(vlan membership  of a MSTI ) of all 
spanning instances provisioned in the particular MST region which 
the bridge belongs to. Through this table, additional MSTP 
configuration data can be applied and MSTP status can be 
retrieved. 



 

 

 

 Del MSTI - To delete an MSTI. 

 Del All MSTI - Deleting all provisioned MSTIs at a time. 

 Instance Configuration - To provision spanning tree performance 
parameters per instance. (Detail see Fig. 81). 

 Port Config - To provision spanning tree performance parameters 
per instance per port. (Detail see Fig. 82). 

 Instance Status - To show the status report of a particular 
spanning tree instance. (Detail see Fig. 83). 

 Port Status - To show the status report of all ports regarding a 
specific spanning tree instance. (Detail see Fig. 84). 

 

Figure 4-78:  Display the MSTP Edit MSTI/ VLAN  Configuration 

 

 

PARAMETERS 

These parameters are displayed on the MSTP Edit MSTI/ VLAN page: 
 

 Instance ID – Every spanning tree instance need to have a unique 
instance ID within 0~4095. Instance 0 (CIST) always exists and can 
not be deleted. Additional spanning instances (MSTIs) can be added 
or deleted. At least one vlan must be provisioned for an MSTI to 
declare the need for the MSTI to be existent. 

 Vlan Mapping – Specify the VALN Mapping field with VID String. 

 

Figure 4-79:  Display the MSTP Instance Config  Configuration 

 



– 
186 – 

CHAPTER 4  |  Configuring the Switch 

  Configure SNMP 
 

 

 

 

 
NOTE:  You need to consider 2* (Forward Delay -1 ) >= Max Age. The 
Max Age: available from 6 to 40. Recommended value is 20. Forward 
Delay (sec) : available from 4 to 30. Recommended value is 15. Max 
Hops: available from 6 to 40. Recommended value is 20. 

 

 

PARAMETERS 

These parameters are displayed on the MSTP Edit MSTI/ VLAN page: 
 

 Priority – The priority parameter used in the CIST(Common and 
Internal Spanning Tree) connection. The available value shows as 
below: 0 / 4096 / 8192 / 12288 / 16384 / 20480 / 24576 / 28672 / 32768 / 

36864 / 40960 / 45056 / 49152 / 53248 / 57344 / 61440. 

 MAX. Age - The same definition as in the RSTP protocol. The Range 
is from 6 to 40 sec. 

 Forward Delay -  The same definition as in the RSTP protocol. The 
Range is from 4 to 30 sec. 

 MAX. Hops -  6-40sec. It‘s a new parameter for the multiple 
spanning tree protocol. It is used in the internal spanning tree 
instances. ―CIST Remaining Hops‖ or ―MSTI Remaining Hops‖ in the 
Spanning tree protocol message would decreased by one when the 
message is propagated to the neighboring bridge. If the Remaining 
Hops in a message is zero, the message (BPDU) would be regarded 
as invalid. Max Hops is used to specify the initial value of  the 
Remaining Hops  for Regional Root Bridge (Either CIST Regional 
Root or MSTI Regional Root) 

 

Figure 4-80:  Display the MSTP Port Config Configuration 

 

 

 



 

 

 

PARAMETERS 

These parameters are displayed on the MSTP Edit MSTI/ VLAN page: 
 

 Port – The Port identity of switch physical interface. Port number is 
1 to 24. 

 Path Cost - The same definition as in the RSTP specification. But in 
MSTP, this parameter can be respectively applied to ports of CIST 
and ports of  any MSTI. Range is 1 to 200,000,000. 

 Priority - The same definition as in the RSTP specification. But in 
MSTP, this parameter can be respectively applied to ports of CIST 
and ports of  any MSTI. The available value: 0 / 16 / 32 / 48 / 64 / 
80 / 96 / 112 / 128 / 144 / 160 / 176 / 192 / 208 / 224 / 240. 

 Hello Time - In contrast with RSTP, Hello Time in MSTP is a per 
port setting for the CIST. The available value: 1 / 2. 

 Admin Edge - The same definition as in the RSTP specification for 
the CIST ports. The available value: Yes / No. 

 Admin P2P - The same definition as in the RSTP specification for 
the CIST ports. The available value: Auto / True / False. 

 Restricted Role - If  ―Yes‖ causes the Port not to be selected as 
Root Port for the CIST or any MSTI, even it has the best spanning 
tree priority vector. Such a Port will be selected as an Alternate Port 
after the Root Port has been selected. This parameter is ―No‖ by 
default. If set, it can cause lack of spanning tree connectivity. It is 
set by a network administrator to prevent bridges external to a core 
region of the network influencing the spanning tree active topology, 
possibly because those bridges are not under the full control of the 
administrator. The available value: Yes / No. 

 Restricted TCN - If  ―Yes‖ causes the Port not to propagate 
received topology change notifications and topology changes to 
other Ports. This parameter is ―No‖ by default. If set it can cause 
temporary loss of connectivity after changes in a spanning trees 
active topology as a result of persistent incorrectly learned station 
location information. It is set by a network administrator to prevent 
bridges external to a core region of the network, causing address 
flushing in that region, possibly because those bridges are not under 
the full control of the administrator. or the status of MAC operation 
for the attached LANs transitions frequently. The available value: 
Yes / No. 

 Mcheck - The same definition as in the RSTP specification for the 
CIST ports. 

 



 

 

 

Figure 4-81:  Display the MSTP Instance Status  

 

 

PARAMETERS 

These parameters are displayed on the MSTP Instance Status page: 
 

 MSTP State – To show MSTP protocol is Enable or Disable status. 

 Force Version – To show the current spanning tree protocol version 
configured. 

 Bridge Max Age - It shows the Max Age setting of the bridge itself. 

 Bridge Forward Delay - It shows the Forward Delay setting of the 
bridge itself. 

 Bridge Max  Hops - It shows the Max Hops setting of the bridge 
itself. 

 Instance Priority - Spanning tree priority value for a specific tree 
instance(CIST or MSTI). 

 Bridge Mac Address - The Mac Address of the bridge itself. 

 CIST ROOT PRIORITY - Spanning tree priority value of the CIST 
root bridge. 

 CIST ROOT MAC - MAC Address of the CIST root bridge. 

 CIST EXTERNAL ROOT PATH COST -  Root path cost value from 
the point of view of the bridge‘s MST region. 

 CIST ROOT PORT ID - The port ID of the bridge‘s root port. In 
MSTP, peer port of a root port may reside in defferent MST region or



 

 

in the same MST region.The first case indicates that the root port‘s 
owner is the CIST regional root bridge. 

 CIST REGIONAL ROOT PRIORITY - Spanning tree priority value 
of the CIST regional root bridge.Note that CIST Regional Root bridge 
is different from CIST Root bridge.One exception is that when a 
bridge belonging to an MST region happens to be the root bridge of 
the CST(Common Spanning Tree). An MST Region in the CST can be 
regarded as a common RSTP bridge.The IST(Internal Spanning Tree) 
and MSTIs are transparent to bridges outside this region. 

 CIST REGIONAL ROOT MAC - MAC Address of the CIST regional 
root bridge. 

 CIST INTERNAL ROOT PATH COST - Root path cost value from 
the point of view of the bridges inside the IST. 

 CIST CURRENT MAX AGE - Max Age of the CIST Root bridge. 

 CIST CURRENT FORWARD DELAY - Forward Delay of the CIST 
Root bridge. 

 TIME SINCE LAST TOPOLOGY CHANGE(SECs) - Time Since Last 
Topology Change is the elapsed time in unit of seconds   for a bunch 
of ―Topology Change and(or) Topology Change Notification 
receiving‖ to occur. When new series of Topology Changes occur 
again, this counter will be reset to 0. 

 TOPOLOGY CHANGE COUNT(SECs) - The per spanning tree 
instanceTopology Change Count expresses the time spent in unit of 
seconds since the beginning of the Spanning Tree Topology Change 
to the end of the STP convergence. Once there is no topology 
change occurring and no more topology change notification received, 
the Topology Change count will be reset to 0. 

 

Figure 4-82:  Display the MSTP Port Status 

 

 

PARAMETERS 

These parameters are displayed on the MSTP Instance Status page: 
 

 Port No. – The port identity of switch physical interface. Port 
number is 1 to 24. 

 Status - The forwarding status.Same definition as of the RSTP 



 

 

 

specification Possible values are ―FORWARDING‖ , ―LEARNING‖ , 
―DISCARDING‖ 

 Role –The role that a port plays in the spanning tree topology. 
Possible values are ―dsbl‖(disable port) , ‖alt‖(alternate port) , 
―bkup‖(backup port) , ―ROOT‖(root port) , ―DSGN‖(designated port) , 
―MSTR‖(master port). The last 3 are possible port roles for a port to 
transit to FORWARDING state. 

 Path Cost - Display currently resolved port path cost value for each 
port in a particular spanning tree instance. 

 Priority - Display port priority value for each port in a particular 
spanning tree instance. 

 Hello - per port Hello Time display. It takes the following form: 
Current Hello Time/Hello Time Setting. 

 Oper. Edge - Whether or not a port is an Edge Port in reality. 

 Oper. P2P - Whether or not a port is a Point-to-Point Port in reality. 

 Restricted Role - Same as mentioned in ―Port Config‖. 

 Restricted Tcn - Same as mentioned in ―Port Config‖. 
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CONFIGURING PORT MIRRORING 

You can mirror traffic from any source port to a 

target port for real-time analysis. You can then 

attach a logic analyzer or RMON probe to the 

target port and study the traffic crossing the 

source port in a completely unobtrusive manner. 

Mirror Configuration is to monitor the traffic of the network. For 

example, we assume that Port A and Port B are Monitoring Port and 

Monitored Port respectively, thus, the traffic received by Port B will 

be copied to Port A for monitoring. 

 
NOTE:  When configure the mirror function, you should avoid setting a 
port to be a sniffer port and aggregated port at the same time. It will 
cause something wrong. 

 

 

WEB INTERFACE 

To display the MSTP Instance View Edit MSTI/ VLAN Configuration: 
 

1.  Click Mirroring. 

2.   Scroll the Port to mirror to field to enable or disable it. Default is 

Disabled. 

3.   Evoke the port to join as Source  or Destination Port. 

4.   Click Apply. 

 

Figure 4-83:  Display the Port Mirroring Configuration 
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PARAMETERS 

These parameters are displayed on the MSTP Instance Status page: 
 

 Port to mirror to – To set the monitoring Port number or Disabled 
the function. Default is Disabled. 

 Port No. – The port identity of switch physical interface. Port number 
is 1 to 24. 

 Source Enable - The source enable means the monitored port 
ingress traffic will be copied to monitoring port. 

 Destination Enable - The destination enable means the monitored 
port egress traffic will be copied to monitoring port. 



 

 

 

 

CONFIGURING MULITCAST PROTOCOL 

The function, is used to establish the multicast groups to forward 

the multicast packet to the member ports, and, in nature, avoids 

wasting the bandwidth while IP multicast packets are running over 

the network. This is because a switch that does not support IGMP 

or IGMP Snooping can not tell the multicast packet from the 

broadcast packet, so it can only treat them all as the broadcast 

packet. Without IGMP Snooping, the multicast packet forwarding 

function is plain and nothing is different from broadcast packet. 

A switch supported IGMP Snooping with the functions of query, 

report and leave, a type of packet exchanged between IP Multicast 

Router/Switch and IP Multicast Host, can update the information of 

the Multicast table when a member (port) joins or leaves an IP 

Multicast Destination Address. With this function, once a switch 

receives an IP multicast packet, it will forward the packet to the 

members who joined in a specified IP multicast group before. 

The packets will be discarded by the IGMP Snooping if the user 

transmits multicast packets to the multicast group that had not 

been built up in advance. 

 

 

WEB INTERFACE 

To display the set of the  IGMP Mode: 
 

1.  Click IGMP, Mode. 

2.   Scroll to choice IGMP mode (Default is Disable). 

3.   Click Apply 

 

Figure 4-84:  Set  the IGMP MODE 

 

 

        IGMP MODE 
CONFIGURATION  

             

IGMP mode enables the switch to issue IGMP function that you 
enable IGMP proxy or snooping on the switch, which connects to a 
router closer to the root of the tree. This interface is the upstream 
interface. The router on the upstream interface should be running 
IGMP. 
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PARAMETERS 

These parameters are displayed on the IGMP Mode page: 
 

 IGMP Mode – Set IGMP mode: Disable , Proxy, Snooping. Default is 
―Disabled‖. 

 

 

WEB INTERFACE 

To display the set IGMP Proxy Configuration: 
 

1.  Click Proxy. 

2.   Specify the General Query Interval, General Query Response 

Timeout, General Query Max Response Time, Last Member Query 

Count, Last Member Query Interval  and Last Member Query Max 

Response Time field the specific value. 

3.   Select Router Port member. 

4.   Click Apply. 

 

Figure 4-85 :  Display the IGMP Proxy Configuration 

 

 

 

PARAMETERS 

These parameters are displayed on the IGMP Proxy Configuration page: 

        IGMP PROXY 
CONFIGURATION 

             

IGMP proxy enables the switch to issue IGMP host messages on 
behalf of hosts that the system discovered through standard IGMP 
interfaces. The switch acts as a proxy for its hosts. You enable 
IGMP proxy on the switch, which connects to a router closer to the 
root of the tree. This interface is the upstream interface. The 
router on the upstream interface should be running IGMP. 
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 General Query IntervaL– Set the switch send general query 
period time. (Available : 1~3600 secs). 

 General Query Response Timeout - Set the switch determine the 
client living time. (Available : 1~25 secs). 

 General Query Max Response Time - Set the max response code 
value of the general query packet . (Available : 1~25 secs). 

 Last Member Query Count - Set the frequency. When Switch 
received IGMP leave then switch send specific query frequency.  
(Available : 1~16 secs). 

 Last Member Query Interval - Set the frequency what the Switch 
send specific query period time.  (Available : 1~25 secs). 

 Last Member Query Max Response Time - Set the max response 
code value in the specific query packet  (Available : 1~25 secs). 

 Router Ports - Set the interface what connect to IGMP Router, and 
it is the switch what it  send/receive IGMP report/leave port. Router 
ports may be only or more than one. 

 

 

WEB INTERFACE 

To display set the  IGMP Snooping Configuration: 
 

1.  Click Snooping. 

2.   Specify the Host Time Out field the specific value. 

3.   Select Fast Leave member and Router Port member. 

4.   Click Apply. 

 

Figure 4-86:  Display the IGMP Snooping Configuration 

        IGMP 
SNOOPING 

CONFIGURATION 

             

IGMP Snooping enables the switch to issue IGMP host messages on 

behalf of hosts that the system discovered through standard IGMP 

interfaces. The switch acts with Snooping mode for its hosts. You 

enable IGMP Snooping on the switch. 



 

 

 
PARAMETERS 

These parameters are displayed on the IGMP Snooping Configuration page: 
 

 Host Time Out – Set the IGMP Snooping enable and the Host packet 
received by Switch timeout period. The unit is second and time range 
is from 1 to 65535. The default is 125 seconds. 

 Fast Leave - Set which port want to enable the Fast leave mode with 
IGMP snooping mode. 

 Router Ports - Set which port want to be a Router Port with IGMP 
snooping mode. 

 
 

 

WEB INTERFACE 

To display set the  IGMP Group Allow: 
 

1.  Click IGMP Group Allow. 

2.  Scroll Vid. 

3.  Specify the Start Address  and End Address  field the specific value. 

4.  Click Apply. 

 

Figure 4-87 :  Display the IGMP Group Allow  

 

 

PARAMETERS 

These parameters are displayed on the IGMP Group Allow page: 
 

 Vid – The vid supports ―IGMP Aware‖. The valid VID range is 1~4094. 

 Start Address – Start of allow group IP address range. The valid 
range is 224.0.0.0~239.255.255.255. 

 End Address – End of allow group IP address range. The valid range 
is 224.0.0.0~239.255.255.255.

         IGMP GROUP  
ALLOW 

             

The Group Allow function allows the VLAN Registration to set up 

the IP multicast group filtering conditions. IGMP join behavior that 

meet the items you set up will be joined or formed the multicast 

group. 



 

 

 

 

WEB INTERFACE 

To display the  IGMP Group Membership: 
 

1.    Click Group Membership. 

2.   Display group membership data. 

3.   Click Next Page display next page context. 

4.   Click Previous Page display previous page context. 

5.   Click Refresh to refresh data. 

 

Figure 4-88:  Display the IGMP Group Membership  

 

 

 
PARAMETERS 

These parameters are displayed on the IGMP Group Membership  page: 
 

 Index – Display current built-up multicast group entry index. 

 Group Address – Display current built-up multicast Group Address. 

 VLAN ID – Display current built-up multicast VLAN ID. 

 Port Members – Display current built-up multicast port members. 

 Previous Page – Display previous page context. 

 Next Page – Display next page context. 

 Refresh – Update multicast group membership. 

         IGMP GROUP    
MEMBERSHIP 

             

To show the IGMP group members information, the you can edit 

the parameters  for IGMP groups and members in the web user 

interface. 
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WEB INTERFACE 

To display the set of MVR configuration : 
 

1.  Click MVR. 

2.   Select MVR Enable or None. (None is Disable). 

3.   Specify the Host Time Out field the specific value. 

4.   Select Fast Leave member and Router Port member. 

5.  Click Apply. 

 

Figure 4-89:  Display the MVR Configuration 

 

 
PARAMETERS 

These parameters are displayed on the MVR Configuration page: 
 

 MVR Enable – Set the MVR function enable. Default is ―Disabled‖. 

 Host Time Out – Set the MVR function enable and the Host packet 
received by Switch timeout period. The unit is second and time range 
is from 1 to 65535. The default is 125 seconds. 

 Fast Leave – Set which port want to enable the Fast leave mode with 
IGMP snooping mode.

          MVR 

CONFIGRATION 

             

Multicast VLAN Registration (MVR) routes packets received in a 

multicast source VLAN to one or more  receive VLANs. Clients are 

in the receive VLANs and the multicast server is in the source 

VLAN. Multicast routing has to be disabled when MVR is enabled. 

Refer to the configuration guide at Understanding Multicast VLAN 

Registration for more information on MVR. 



 

 

 

 

WEB INTERFACE 

To display how to add the MVID Setting: 
 

1.  Click MVID. 

2.   Click Add new MVID. 

3.   Specify the MVID field the specific value. 

4.   Select MVID port member(disable, client, or server). 

5.   Click Apply. 

 

To display how to delete the MVID Setting: 

 

1.  Click MVID. 

2.   Select those MVIDs which you want to delete. 

3.   Click Delete. 

 

 

Figure 4-90:  Set the MVID 

 

 
 

            MVID  

CONFIGRATION 

             

To set the MVR Group member ID (MVID) entry with the Member 

port and Router Port. 
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PARAMETERS 

These parameters are displayed on the MVID Setting page: 
 

 Add new MVID – Create a new MVID entry. 

 MVID – Set the MVR Group ID. 

 Member Port – Set which port will join the MVR Group member. 

 Router Port – Set which port want to become the MVR Group router 
port. 

 

 

WEB INTERFACE 

To display  how to add the  MVR Group Allow: 
 

1. Click MVR Group Allow. 

2. Scroll MVID. 

3. Specify the Start Address  and End Address  field the specific value. 

4. Click Apply. 

 

 

To display how to delete the  MVR Group Allow: 
 

1. Click MVR Group Allow. 

2. Select those MVR Allow Group which you want to delete. 

3. Click Delete. 

 

Figure 4-91:  Display the MVR Group Allow  

 

              MVR      
GROUP   ALLOW 

CONFIGURATION 

             

The Group Allow function allows the Multicast VLAN Registration to 

set up the IP multicast group filtering conditions. IGMP join 

behavior that meet the items you set up will be joined or formed 

the multicast group. 



 

 

 

PARAMETERS 

These parameters are displayed on the IGMP Group Allow page: 
 

 MVID – The switch supports two kinds of options for managed valid 
MVID, including ―Any‖ and ―Custom‖. Default is ―Any‖. When you 
choose ―Custom‖, you can fill in VID number. The valid VID range is 
1~4094. 

 Start Address – Start of allow group IP address range. The valid 
range is 224.0.0.0~239.255.255.255. 

 End Address – End of allow group IP address range. The valid range 
is 224.0.0.0~239.255.255.255. 

 

 

WEB INTERFACE 

To display the  MVR Group Membership: 
 

1. Click MVR Group Membership. 

2.   Display MVR group membership data. 

3.   Click Next Page display next page context. 

4.   Click Previous Page display previous page context. 

5.   Click Refresh to refresh data. 

 

Figure 4-92:  Display the MVR Group Membership  

 

 

 

PARAMETERS 

These parameters are displayed on the IGMP Group Membership  page: 
 

 Index – Display current built-up MVR group entry index. 

 Group Address – Display current built-up MVR Group Address. 

 MVID – Display current built-up MVID. 

 Port Members – Display current built-up multicast port members.

          MVR GROUP 
MEMBERSHIP 

CONFIGURATION 

             

To display the MVR Group Membership information. 



 

 

 

 Previous Page – Display previous page context. 

 Next Page – Display next page context. 

 Refresh – Update multicast group membership. 



 

 

 

 

CONFIGURING ALARM 
The function, is used to set a Alarm trap and send mail or get the Event 
log. The Trap Events Configuration function is used to enable the switch 
to send out the trap information while pre-defined trap events occurred. 
The switch offers 24 different trap events to users for switch 
management. The trap information can be sent out in two ways, 
including email and trap. The message will be sent while users tick () 
the trap event individually on the web page shown as below. 

 

WEB INTERFACE 

To display the  Alarm Events Configuration: 
 

1. Click Alarm, Events. 

2. Evoke the Events to send email and set a trap log. 

3. Click Apply. 
 

Figure 4-93:  Display the Alarm Events Configuration 

 
 

 

          EVENTs       
CONFIGURATION 

             

To display hot to set Trap Events Configuration function is used to 

enable the switch to send out the trap information while pre-

defined trap events occurred. 



 

 

 

 
NOTE:  The system default Alarm events ad below: 
Trap: Cold Start, Warm Start, Link Down, Link Up, Authentication 
Failure, User login, User logout 
STP : STP Topology Changed, STP Disabled, STP Enabled. 
LACP : LACP Disabled, LACP Enabled, LACP Member Added, LACP Port 
Failure. 
GVRP: GVRP Disabled, GVRP Enabled. 
VLAN: VLAN Disabled, Port-based VLAN Enabled, Tag-based VLAN 
Enabled, Metro-mode VLAN Enabled, Double-tag VLAN Enabled. 
Module Swap: Module Inserted, Module Removed, Dual Media 
Swapped. 
 
 

PARAMETERS 

These parameters are displayed on the IGMP Group Membership  page: 
 

 Event – Display the trap or Alarm events. 

 Email – Evoke to select the Events to send mail. 

 Trap – Evoke to select the Events to send trap. 



 

 

 

WEB INTERFACE 

To display the  Alarm Email Configuration: 
 

1. Click Alarm, Email. 

2. Specify the Alarm Email parameter. 

3. Click Apply. 

 

Figure 4-94:  Display the Alarm Email Configuration 

 
 

 

PARAMETERS 

These parameters are displayed on the IGMP Group Membership  page: 
 

 Mail Server – Specify the IP Address of the server transferring your 
email. 

 Username – Specify the username on the mail server. 

 Password – Specify the password on the mail server. 

 Sender – To set the mail sender name. 

 Return-Path – To set the mail return-path as sender mail address. 

 Email Address 1-6 – Email address that would like to receive the 
alarm message.

           EMAIL 
CONFIGURATION 

             

To display hot to the email Alarm Service parameters . 



 

 

 

 

CONFIGURING DHCP SNOOPING 

The addresses assigned to DHCP clients on unsecure ports can be carefully 

controlled using the dynamic bindings registered with DHCP Snooping. DHCP 

snooping allows a switch to protect a network from rogue DHCP servers or other 

devices which send port-related information to a DHCP server. This information 

can be useful in tracking an IP address back to a physical port. 

 

WEB INTERFACE 

To display the  DHCP Snooping State Configuration: 
 

1.  Click DHCP Snooping State. 

2.   Scroll to choice Spanning Tree Protocol enable or disable (Default is 

Disable) 

 

Figure 4-95:  Display the DHCP Snooping State 

 

 
 
PARAMETERS 

These parameters are displayed on the DHCP Snooping State page: 
 

 DHCP Snooping  –The parameter which set to disabled or enabled 
the DHCP snooping function on the switch, the default is Disabled.

           DHCP 
Snooping State 

CONFIGURATION 

             

The Function is used for user to Configure DHCP Snooping State. 

In the DHCP Snooping State Configuration, there is one parameter 

open for the user to configure as user‘s idea. The parameter 

description is listed below. 



 

 

 

 

WEB INTERFACE 

To display the  DHCP Snooping Entry Configuration: 
 

1.  Click DHCP Snooping Entry. 

2.   Select a DHCP Snooping Entry and click delete button to delete the  

seletcted Entry. 

3.   Specify the Server Port VID and Server IP value. 

4.   Scroll the Turst Port 1 value to select a specific value with 1 to 24 or 

Disable.(Default is Disable) 

5.   Scroll the Turst Port 2 value to select a specific value with 1 to 24 or 

Disable.(Default is Disable) 

6.   Scroll to choice Option 82 enable or disable (Default is Disable). 

7.   Scroll to choice the action for Option 82(Defaule is Keep). 

 
 

Figure 4-96:  Display the DHCP Snooping Entry 

 

 

           DHCP     
Snooping Entry 

             

The Function is used for user to Configure the DHCP Snooping 

Entry and delete DHCP Snooping Entry. In the DHCP Snooping 

Entry Configuration, there are seven parameters open for the user 

to configure as user‘s idea.  Each parameter description is listed 

below. 



 

 

 

PARAMETERS 

These parameters are displayed on the DHCP Snooping Entrypage: 
 

 VID –When DHCP snooping is enabled, and enabled on the specified 
VLAN, DHCP packet filtering will be performed on any un-trusted 
ports within the VLAN. It set a available VLAN ID to enable the DHCP 
snooping on VLAN interface. 

 Trust Port 1 - If DHCP snooping is enabled globally, and also 
enabled on the VLAN where the DHCP packet is received, all DHCP 
packets are forwarded for a trusted por. It set a trust port 1. 
available port  from 0 to 24. 0 is disabled. 

 Trust Port 2 - It set a trust port 2. available port  from 0 to 24. 0 is 
disabled. 

 Server IP - It set a trust DHCP Server IP address for DHCP 
Snooping. 

 Option 82 - It set the DHCP Option 82 function on the switch, 
default is Disable. 

 Action - It set the switch when received a client DHCP request 
packet then action for filtering. available action : keep/ drop / 
replace. 

 

 



 

 

 

WEB INTERFACE 

To display the  DHCP Snooping Client: 
 

1.  Click DHCP Snooping Client. 

2.   Display all DHCP Snooping Client information. 

3.   Select a DHCP Snooping Client entry and click delete button to 

delete the seletcted Entry 

 

Figure 4-97:  Display the DHCP Snooping Client 

 

 

 
PARAMETERS 

These parameters are displayed on the DHCP Snooping Client page: 
 

 MAC - To show the DHCP snooping client‘s MAC address. 

 VID - To show the DHCP snooping client‘s VLAN ID. 

 802.1w RSTP recommended value: (Valid range: 1 – 
200,000,000). 

10 Mbps: 2,000,000, 100 Mbps: 200,000 and 1 Gbps : 20,000. 

 Defautle is 0 

 Port - To show the DHCP snooping client‘s port. 

 IP - To show the DHCP snooping client‘s IP address. 

 Lease - To show the DHCP snooping client‘s lease time. 

            DHCP 
Snooping Client 

             

The Function is used for user to monitor DHCP Snooping Client and 

delete DHCP Snooping Client . 
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CONFIGURING LINK LAYER DISCOVERY PROTOCOL 

The switch supports the LLDP.  For current information on 

your switch model, The Link Layer Discovery Protocol (LLDP) 

provides a standards-based method for enabling switches to 

advertise themselves to adjacent devices and to learn about 

adjacent LLDP devices. 

 

 

WEB INTERFACE 

To configure LLDP: 
 

1.  Click LLDP, LLDP  State. 
2.  Modify LLDP timing parameters. 

3.  Set the required mode for transmitting or receiving LLDP messages. 
4.  Specify the information to include in the TLV field of advertised 

messages. 
5.  Enable or disable Notification. 

6.  Click Save. 

 

Figure 4-98 :  LLDP Configuration 

 

           LLDP STATE 
Configuration 

             

The LLDP state function, you can set per port the LLDP 

configuration and the detail parameters, the settings will take 

effect immediately 



 

 

 
PARAMETERS 

These parameters are displayed on the LLDP State page: 
 

 Tx Interval - Configures the periodic transmit interval for LLDP 
advertisements. (Range: 5-32768 seconds; Default: 30 seconds) 

 Tx Hold - The specifies the amount of time the receiving device holds 
a Link Layer Discovery Protocol (LLDP) packet before discarding it. 
(Range: 2-10 times; Default: 4 times) 

TTL (time-to-live) = Tx Interval * Tx Hold = 30 * 4 = 120(seconds) 

 Tx Delay - The specifies the delay between successive LLDP frame 
transmissions. initiated by value/status changes in the LLDP local 
systems MIB. (Range: 1-8192 seconds; Default: 2 seconds) 

 Tx Reinit - The specifies the minimum time an LLDP port waits 
before reinitializing LLDP transmission. (Range: 1-10 seconds; Default: 
2 seconds). 

 Notification Interval –The minimum interval for LLDP data change 
Notification fpr the same neighbor. Refer to IEEE 802.1AB-2005 or 
later for more information. (Range: 5-3600 seconds; Default: 5 secs). 

 Port - Port identifier. (Range: 1-24) 

 Mode - To enable or disable the LLDP mode per port. There are four 
type. (Options: Disabled, Tx_Rx, Tx only and Rx only; Default: 
Disabled) 

 Notification - Enables or disables each port for sending notification 
to contigured SNMP trap receiver if an LLDP data change is detected 
in an advertisement received on the port from LLDP neighbor. 
(Default: Disabled) 

 
Optional TLVs - Configures the information included in the TLV field of advertised 
messages. 

 Port Descr - To evoke the outbound LLDP advertisements, includes 
an alphanumeric string describing the port.  

 Sys Name –To evoke the outbound LLDP advertisements, includes 
the system‘s assigned name  

 Sys Descr - To evoke outbound LLDP advertisements, includes an 
alphanumeric string describing the full name and version identification 
for the system‘s hardware type.  

 Sys Capa - To evoke outbound advertisements, includes a bitmask of 
system capabilities (device functions) that are supported. Also 
includes information on whether the capabilities are enabled. 

 Mgmt Addr - To evoke outbound advertisements, includes 
information on management address.



 

 

 

WEB INTERFACE 

To display information about LLDP neighbors: 
 
1.  Click LLDP, LLDP  Entry. 

 

Figure 4-99:  LLDP Configuration 

 

 

 
PARAMETERS 

These parameters are displayed on the LLDP Entry page: 

 

 Local Port - To display the switch local port. 

 Chassis ID - To display the Chassis ID which connect to the switch 
and what the neighbor‘s Chassis ID. 

 Remote Port ID - To display the Remote Port ID which connect to 
the switch and what the neighbor‘s remote port ID. 

 System Name - To display the system name which connect to the 
switch and which device supports the LLDP. 

 Port Description - To display an alphanumeric string describing the 
port what the neighbor‘s port description. 

 System Capabilities - To display an includes a bitmask of system 
capabilities (device functions) that are supported. Also includes 
information on whether the capabilities are enabled. 

 Management Address - To display include a specific IP address in 
the outbound LLDP advertisements for specific ports. 

 Auto - refresh - Refresh the authenticator counters in the web UI 
automatically. 

 Refresh - Click on the <Refresh> to update the authenticator 
counters in the web UI. 

           DISPLAYING 
LLDP NEIGHBOR 

INFORMATION 

             

The LLDP Entry function allows a switch to display per port which 

build the LLDP available entry. This information can be useful in 

tracking LLDP packets back to a physical port. 



 

 

 

 

WEB INTERFACE 

To display statistics on LLDP global counters and control frames: 
 
1. Click LLDP, LLDP  Counter. 

 

Figure 4- 100 :  LLDP Statistics 

 

 
 

PARAMETERS 

These parameters are displayed on the LLDP Counter page: 

 

Global Counters 

 Neighbor entries were last changed at - The time period which 
neighbor entries were be changed. 

 Total Neighbors Entries Added - The total neighbors entries added 
be received. 

 Total Neighbors Entries Deleted - The total neighbors entries 
deleted be received which have been removed from the LLDP remote 
systems MIB for any reason. 

 Total Neighbors Entries Dropped - The total neighbors entries 
dropped be received which the remote database on this switch 
dropped an LLDPDU because the entry table was full. 

 Total Neighbors Entries Aged Out - The total neighbors entries 
aged out be received that a neighbor‘s information has been deleted 
from the LLDP remote systems MIB because the remote TTL timer has 
expired. 

           DISPLAYING 
LLDP PORT 
STATISTICS 

             

Display the detailed counting number of each port‘s LLDP traffic. 



– 
346 – 

CHAPTER 8  |  Commands of CLI 

Alarm Commandsof CLI 

 

 

 



 

 

LLDP Statistics 

 Local Port - Show the local port on the switch. 

 Tx Frames - The counting number of the frames transmitted. 

 Rx Frames - The counting number of the frames received. 

 Rx Errors - The number of received LLDP frames containing some kind 
of error. 

 Frames Discarded - Number of frames discarded because they did 
not conform to the general validation rules as well as any specific 
usage rules defined for the particular Type Length Value (TLV). 

 TLVs Discarded - Each LLDP frame can contain multiple pieces of 
information, known as TLVs. If a TLV is malformed, it is counted and 
discarded. 

 TLVs Unrecognized - The number of well-formed TLVs, but with an 
unknown type value. 

 Age-Outs - Show the number of Age Outs. 



 

 

 

 

CONFIGURING SAVE / RESTORE 
The switch supports user to save or restore the three copies of 
configuration and it includes the default configuration, working 
configuration and user configuration for your configuration 
management. All of them are listed and described as the below 
respectively. 

Default Configuration: 

This is ex-factory setting and cannot be altered. In Web UI, two 
restore default functions are offered for the user to restore to the 
default setting of the switch. One is the function of ―Restore Default 
Configuration included default IP address‖, the IP address will 
restore to default ―192.168.1.1‖ as you use it. The other is  the  
function of ―Restore Default Configuration without changing current 
IP address‖, the IP address will keep the same one that you had 
saved before by performing this function. 

Working Configuration: 

It is the configuration you are using currently and can be changed 
any time. The configurations you are using are saved into this 
configuration file. This is updated each time as you press <Apply> 
button. 

User Configuration: 

It is the configuration file for the specified or backup purposes and 
can be updated while having confirmed the configuration. You can 
retrieve it by performing Restore User Configuration. 

 

WEB INTERFACE 

To display restore to factory default configuration: 
 

1.  Click Save/ Restore, Factory Default. 

2.  Evoke if you want to restore default configuration without changing 
current IP Address. 

3.  Click Yes. 

Figure 4- 101:  Restore to factory Default 

  FACTORY DEFAULTS 

STATISTICS 

             

Restore Default Configuration function can retrieve ex-factory 

setting to replace the start configuration.  And the IP address of 

the switch will also be restored to 192.168.1.1. 
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WEB INTERFACE 

To display restore to factory default configuration: 
 

1.  Click Save/ Restore, Save Start. 

2.  Click Yes. 

 

Figure 4- 102:  Save Start 

 

 

 

WEB INTERFACE 

To display restore to factory default configuration: 
 

1.  Click Save/ Restore, Save User. 

2.  Click Yes. 

 

Figure 4- 103:  Save USER 

 

 

 

   SAVE START 

             

Save the current configuration as a start configuration file in flash 

memory . 

    SAVE USER 

             

Save the current configuration as a user configuration file in flash 

memory. 

     RESTORE USER  
CONFIGURATION 

             

Restore User Configuration function can retrieve the previous 

confirmed working configuration stored in the flash memory to 

update start configuration. When completing to restore the 

configuration, the system‘s start configuration is updated and will 

be changed its system settings after rebooting the system. 



 

 

WEB INTERFACE 

To display restore to factory default configuration: 
 

1.  Click Save/ Restore, Restore User. 

2.  Click Yes. 

 

Figure 4- 104:  Restore USER Configuration 

 

 

 

 



 

 

 

 

CONFIGURING EXPORT / IMPORT 
With this function, user can back up or reload the configuration files 
of Save As Start or Save As User via TFTP.  

 
 

CAUTION: Before importing / exporting configuration please make sure 

the firmware version is always the same. 

CAUTION: After firmware upgrade, the switch will remove the 
configuration automatically to latest firmware version. 

 

  

WEB INTERFACE 

To display restore to factory default configuration: 
 

1.  Click Export / Import. 

2.  Scroll to select User or Current. 

3.  Click Export to Export. 

4.  Click Browse to select the Start or User Configuration file and Click 
Import to download the configuration file to the switch. 

 

Figure 4- 105:  Restore USER Configuration 

 

 

PARAMETERS 

These parameters are displayed on the Import/ Export page: 

 

 Export File Path –  

Export Start: 

Export Save As Start’s config file stored in the flash. 
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Export User-Conf: 

Export Save As User’s config file stored in the flash. 

 Import File Path – 

Import Start: 

Import Save As Start’s config file stored in the flash. 

Import User-Conf: 

Import Save As User’s config file stored in the flash. 



 

 

 

 

DIAGNOSTICS  

Three functions, including Diagnostics, Loopback Test and Ping Test 
are contained in this function folder for device self-diagnostics. 
Each of them will be described in detail orderly in the following 
sections.  

 

WEB INTERFACE 

To display the Diagnostics function: 

 

1.  Click Diagnostics, Diag. 

2.  Clict Run. 

 

Figure 4- 106:  Display th Diagnostics the System Hardware  

 

 

 
WEB INTERFACE 

To display the Diagnostics function: 

 

1.  Click Diagnostics, PING. 

2.  Specify IP Address Field.

      DIAGNOSTICS 

             

Diagnostics function provides a set of basic system diagnosis. It let 

users know that whether the system is health or needs to be fixed. 

The basic system check includes EEPROM test, UART test, DRAM 

test and Flash test. 

       DIAGNOSTICS 

PING TEST 

             

Ping Test function is a tool for detecting if the target device is alive 

or not through ICMP protocol which abounds with report messages. 

The switch provides Ping Test function to let you know that if the 

target device is available or not. You can simply fill in a known IP 

address and then click <Ping> button. After a few seconds later, 

the switch will report you the pinged device is alive or dead in the 

field of Ping Result. 



 

 

 

3. Specify the Ping size field. 

4. Click Start. 

 

Figure 4- 107:  Display th Diagnostics Ping functionality Screen  

 

 

 
PARAMETERS 

These parameters are displayed on the Diagnostics Ping page: 

 

 IP Address –An IP address with the version of v4, e.g. 192.168.1.1. 

 Ping Size – To set the Ping Packet size. Default is 64. 

 Start -  Start to Ping. 



 

 

 

 

MAINTENANCE  

This chapter will introduce the reset and firmware upgrade 
function for the firmware upgrade and key parameters change 
system maintenance requirements.  

 

 We offer you many ways to reset the switch, including power 
up, hardware reset and software reset. You can press the 
RESET button in the front panel to reset the switch. After 
upgrading software, changing IP configuration or changing 
VLAN mode configuration, then you must reboot to have the 
new configuration taken effect. Here we are discussing is 
software reset for the ―reboot‖ in the main menu. 

 

WEB INTERFACE 

To display the Maintenance reset device Procedure 
 

1.  Click Maintenance, Reset Device. 

2.  Click Yes. 

 

Figure 109:  Display Reset Device Screen  

 

 

 

 

 

 

 

 

 

Click on <Browse> to select a specific Switch‘s firmware file 
from the Web management PC, then click on <Upload> to 
confirm the upgrade firmware action. The new firmware will 
be uploaded into the switch and write into flash memory. You 
have to reboot the switch for new firmware take effect after 
the firmware upgrade successfully.  

 

WEB INTERFACE 

To display the Firmware Upgrade function: 
 

1.  Click Maintenance, Firmware Upgrade. 

2.  Click Broswer to select the Firmware file. 

                            RESET 

DEVICE 

                     FIRMWARE 

UPGRADE 



 

 

 

3. Click Upload. 

 

Figure 110:  Display Firmware Upgrade Screen 

  

 

 



 

 

 

 

 

LOGOUT  

You can manually logout by performing Logout function. In 
the switch, it provides another way to logout. You can 
configure it to logout automatically.  

The switch allows you to logout the system to prevent other 
users from the system without the permission. If you do not 
logout and exit the browser, the switch will automatically have 
you logout in five minutes. Besides this manually logout. 

 

WEB INTERFACE 

To display the Logout Functionality: 
 

1.  Click Logout. 

 

Figure 111:  Display Logout Screen 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

Table 5-1: 802.1X Commands 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set maxReq <port-range> <vlaue> 
 

port range - syntax 1,5-7, available from 1 to 24 

value - max-times , range 1-10 
 
 

DEFAULT SETTING 

Value – 2 

5 
802.1X Commands of CLI 

Command Function 

set maxReq 

set mode 

set port-control 

set quietPeriod 

set reAuthEnabled 

set reAuthMax 

set reAuthPeriod 

set serverTimeout 

set auth-server 

set suppTimeout 

set txPeriod 

show status 

show port-config 

show statistics 

show server 

Set 802.1X maxReq 

Set 802.1X mode 

Set 802.1X port control 

Set 802.1X quietPeriod 

Set 802.1X reAuthEnabled 

Set 802.1X reAuthMax 

Set 802.1X reAuthPeriod 

Set 802.1.X serverTimeout 

Set 802.1X authentication server 

Set 802.1X suppTimeout 

Set 802.1X txPeriod 

Display 802.1X status 

Display 802.1X port configuration information 

Display 802.1X statisctics 

Display 802.1X server information 

set maxReq The maximum number of times that the state machine will retransmit 

an EAP Request packet to the Supplicant before it times out the 

authentication session. 



 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set mode <port-range><mode> 
 

port-list - syntax 1,5-7, available from 1 to 24 mode - set up 

802.1X mode 

0 - disable the 802.1X function 

1 - set 802.1X to Multi-host mode 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

  
LGS-2816C-RPS(802.1X)# set maxReq 2 2 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax    : 2 

txPeriod      : 30 

quietPeriod   : 60 

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set maxReq The maximum number of times that the state machine will retransmit 

an EAP Request packet to the Supplicant before it times out the 

authentication session. 

  

LGS-2816C-RPS(802.1X)# set mode 2 0 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 60  

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  



 

 

 

 

 

SYNTAX 
 

set port-control <port-range> <unauthorized | authorized | auto> 
 

port-range - syntax 1,5-7, available from 1 to 24 
 

<authorized> – Set up the status of eatch port 
  

0 – Force Unauthorized 
 

1 - ForceAuthorized 
 

2 - Auto 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set quietPeriod <port-range> <value> 
 

port-range – sytax 1, 5-7, avaliable from 1 to 24 

value – timer, range 0-65535. 

 

DEFAULT SETTING 

Value – 60 

 

EXAMPLE 

Set port-control To set up 802.1X status of each por command displays or sets port 

  
LGS-2816C-RPS(802.1X)# set port-control 2 2 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 60 

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set quietPeriod A timer used by the Authenticator state machine to define periods of  
time during when it will not attempt to acquire a Supplicant. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set reAuthEnabled <port-range> <on | off> 
 

port-range – sytax 1, 5-7, avaliable from 1 to 24 
 

<on | off> –  0 – OFF Disabled reauthentication 
 

1 - ON Enabled reauthentication 
 

DEFAULT SETTING 

Enable 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

  

LGS-2816C-RPS(802.1X)# set quietPeriod 2 30 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set 
reAuthEnabled 

A constant that define whether regular reauthentication will take place 
on this port. 

  

LGS-2816C-RPS(802.1X)# set reAuthEnabled 2 1 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 
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SYNTAX 
 

set reAuthMax <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value - power savings enabled max. value , range 

1-10.  
 
 

DEFAULT SETTING 

Value – 2  

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set reAuthPeriod <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value – 1-65535, default is 3600.  
 
 

DEFAULT SETTING 

Value – 3600  
 
 

EXAMPLE 

set reAuthMax The number of reauthentication attempts that are permitted before the 
port becomes Unauthorized. 

  

LGS-2816C-RPS(802.1X)# set reAuthMax 2 2 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 120 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set 
reAuthPeriod 

A constant that defines a nonzero number of seconds between periodic 
reauthentication of the supplicant 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set serverTimeout <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value – 1-65535, default is 30.  
 
 

DEFAULT SETTING 

Value – 30  
 
 

EXAMPLE 

 

 

 

 

 

 

 

  

LGS-2816C-RPS(802.1X)# set reAuthPeriod 2 3600 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set 

serverTimeout 
  

A timer used by the Backend Authentication state machine in order 
 to determine timeout conditions in the exchanges between the 
Authenticator and the Supplicant or Authentication Server. The initial 
value of this timer is either suppTimeout or serverTimeout, as 
determined by the operation of the Backend Authentication state 
machine. 

  

LGS-2816C-RPS(802.1X)# set serverTime 2 30 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

suppTimeout   : 30 

 



 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set auth-server <ip-address><udp-port><secret-key> 

ip-address – the IP address of Radius Server 

udp-port – the server port of Radius (Authentication 

port).  

secret-keyip-address – set up the value of 

secret-key, and the length of secret-key is  

from 1 to 31 
 

DEFAULT SETTING 

udp-port - 1812  
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set suppTimeout <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value – timer, range 1-65535.  
 
 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set 
auth-server 

To configure the settings related with 802.1X Radius Server 

  

LGS-2816C-RPS(802.1X)# set auth-server 192.168.1.1 1812 Radius 

LGS-2816C-RPS(802.1X)# show server 

Authentication Server 

________________________________________ 

IP Address: 192.168.1.1 

UDP Port  : 1812 

Secret Key   : Radius 

  

set 
suppTimeout 

A timer used by the Backend Authentication state machine in order to 
determine timeout conditions in the exchanges between the 
uthenticator and the Supplicant or Authentication Server. The initial 
value of this timer is either suppTimeout or serverTimeout, as 
determined by the operation of the Backend Authentication state 
machine. 



 

 

DEFAULT SETTING 

Value – 30  
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set suppTimeout <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value – timer, range 1-65535.  
 
 

DEFAULT SETTING 

Value – 30  
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

  

LGS-2816C-RPS(802.1X)# set suppTimeout 2 30 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set 
suppTimeout 

A timer used by the Backend Authentication state  machine in order to 
determine timeout conditions in the exchanges between the 
Authenticator and the Supplicant or Authentication Server. The initial 
value of this timer is either suppTimeout or serverTimeout, as 
determined by the operation of the Backend Authentication state 
machine. 

  

LGS-2816C-RPS(802.1X)# set suppTimeout 2 30 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

suppTimeout   : 30 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set txPeriod <port-range><value> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 

value – 1-65535, default is 30 
 
 

DEFAULT SETTING 

Value – 30  
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

Show status  
 
 

DEFAULT SETTING 

Value – 30 

 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

set txPeriod A timer used by the Authenticator PAE state machine to determine 
when an EAPOL PDU is to be transmitted 

  

LGS-2816C-RPS(802.1X)# set txPeriod 2 30 

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 

Port Control  : Auto 

reAuthMax     : 2 

txPeriod      : 30 

quietPeriod   : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

suppTimeout   : 30 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

show status To display the mode of each port. 
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EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

Show port-config <port-range> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 
 
 

EXAMPLE 

 

 

 

  

LGS-2816C-RPS(802.1X)# show status 

Policy 

------ ------------ -------------- -------------- 

1    Disabled         ----           N/A 

2    Disabled         ----           N/A 

3    Disabled         ----           N/A 

4    Disabled         ----           N/A 

5    Disabled         ----           N/A 

6    Disabled         ----           N/A 

7    Disabled         ----           N/A 

8    Disabled         ----           N/A 

9    Disabled         ----           N/A 

10    Disabled         ----           N/A 

11    Disabled         ----           N/A 

12    Disabled         ----           N/A 

13    Disabled         ----           N/A 

14    Disabled         ----           N/A 

15    Disabled         ----           N/A 

16    Disabled         ----           N/A 

17    Disabled         ----           N/A 

18    Disabled         ----           N/A 

19    Disabled         ----           N/A 

20    Disabled         ----           N/A 

21    Disabled         ----           N/A 

22    Disabled         ----           N/A 

23    Disabled         ----           N/A 

24    Disabled         ----           N/A 

  

show 
port-config 

To display the parameter settings of each port. 

  

LGS-2816C-RPS(802.1X)# show port-config 2 

Port  2) Mode          : Disabled 
Port Control  : Auto 
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SYNTAX 
 

show statistics <port-range> 

port-range - sytax 1, 5-7, avaliable from 1 to 24 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

reAuthMax     : 2 

txPeriod      : 30 

reAuthEnabled : On 

reAuthPeriod  : 3600 

maxReq        : 2 

serverTimeout : 30 

VlanAssignment: Disable 

GuestVlan     : N/A 

AuthFailedVlan: N/A 

  

show statistics To display the statistics of each port. 

  

LGS-2816C-RPS(802.1X)# show statistics 2 

 

Port 2 

 

Authenticator Counters 

------ ------------ -------------- -------------- 

authEntersConnecting                 : 0 

authEapLogoffsWhileConnecting        : 0 

authEntersAuthenticating             : 0 

authAuthSuccessesWhileAuthenticating : 0 

authAuthTimeoutsWhileAuthenticating  : 0 

authAuthFailWhileAuthenticating      : 0 

authAuthEapStartsWhileAuthenticating : 0 

authAuthEapLogoffWhileAuthenticating : 0 

authAuthReauthsWhileAuthenticated    : 0 

authAuthEapStartsWhileAuthenticated  : 0 

authAuthEapLogoffWhileAuthenticated  : 0 

 

Backend Authenticator Counters 

 

------ ------------ -------------- -------------- 

 

backendResponses                 : 0 

backendAccessChallenges          : 0 
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SYNTAX 
 

show server  
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

backendOtherRequestsToSupplicant : 0 

backendAuthSuccesses             : 0 

backendAuthFails                 : 0 

 

802.1x MIB Counters 

 

------------------------------------------------- 

 

dot1xAuthEapolFramesRx          : 0 

dot1xAuthEapolFramesTx          : 0 

dot1xAuthEapolStartFramesRx     : 0 

dot1xAuthEapolLogoffFramesRx    : 0 

dot1xAuthEapolRespIdFramesRx    : 0 

dot1xAuthEapolRespFramesRx      : 0 

dot1xAuthEapolReqIdFramesTx     : 0 

dot1xAuthEapolReqFramesTx       : 0 

dot1xAuthInvalidEapolFramesRx   : 0 

dot1xAuthEapLengthErrorFramesRx : 0 

dot1xAuthLastEapolFrameVersion  : 0 

dot1xAuthLastEapolFrameSource   : 00:00:00:00:00:00 

  

show server Show the radius server configuration 

  

LGS-2816C-RPS(802.1X)# show server 

Authentication Server 

________________________________________ 

IP Address: 192.168.1.1 

UDP Port  : 1812 

Secret Key   : Radius 

 

Accounting Server 

_________________________________________ 

IP Address: 192.168.1.1 

UDP Port  : 1812 

Secret Key   : Radius 
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Table 6-1: Account Commands 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

add guest <name> 
 

name - New account name. (Range: A string must be at least 5 

character) 

 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6 
ACCOUNT Commands of CLI 

Command Function 

add guest 

add operator 

del  

modify 

show 

Add guest account 

Add operator account 

Delete account 

Change account and password 

Show system account 

 

add guest To create a new guest user. When you create a new guest user, you  

must type in password and confirm password. 

  
LGS-2816C-RPS (account)# add guest aaaaa 

Password: 

Confirm password: 

 

  

add operator To create a new operator user. When you create a new operator 

user,  you must type in password and confirm password. 



 

 

 

SYNTAX 
 

add operator <name>  
 

name - New account name. (Range: A string must be at least 5 

character) 

 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

del <name>  
 

name - existing user account 
 
 

DEFAULT SETTING 

None 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

modify <name>  
 

name - existing user account 

 

EXAMPLE 

 

 

 

 

 

 

  
LGS-2816C-RPS (account)# add operator aaaaa 

Password: 

Confirm Password: 

  

del To delete an existing account. 

  
LGS-2816C-RPS (account)# del aaaaa 

Account aaaaa deleted 

  

modify To change the username and password of an existing account. 

  
LGS-2816C-RPS (account)# modify aaaaa  

username/password: the length is from 5 to 15. 

Current username (aaaaa):bbbbb 

New password: 

Confirm password: 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

show  
 
 

DEFAULT SETTING 

None 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

Username changed successfully. 

Password changed successfully. 

  

show To show system account, including account name and identity. 

  
LGS-2816C-RPS (account)# show 

Account Name       Identity 

----------------- --------------- 

admin              Administrator 

guest                  guest 

  



 

 

 
 

 

 

 

 

 

 

 

 

 

Table 7-1: ACL Commands 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

ace <index> 
 

index – the access control rule index value. 
 
 

DEFAULT SETTING 

None 

 
EXAMPLE 

 

 

 

 

 

 

 

7 
ACL Commands of CLI 

Command Function 

ace 

action 

delete  

list 

move 

policy 

ratelimter 

set 

Show 

To display the ace configuration. 

To set the access control per port as packet filter 

action rule. 

To delete the ACE ( Access Control Entry) 

configuration on the switch. 

To displays ACL list. 

To move the ACE ( Access Control Entry) 

configuration between index1 and index2. 

To set acl port policy. 

To set acl rate limter. 

To set ACE ( Access Control Entry) configuration. 

To show acl port configuration. 

ace This command displays the ace configuration. 

  
LGS-2816C-RPS(acl)# ace 2 

index: 2 

rule: switch 

vid: any 

tag_prio: any 

dmac: broad cast 
frame type: arp 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

action <por> <permit | deny> <rate_limiter> <port copy > 
 

port - 1-24. (Range: 1-24) 

 
 

permit/deny – permit:1, deny:0. (Range: 0-1) 
 

rate_limiter – 0-16(0:disable). (Range: 0-16) 
 

port copy – 0-24(0:disable). (Range: 0-24) 
 

 

DEFAULT  SETTING 

None 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

arp type: Request/Reply (opcode): any 

source ip: any 

destination ip: 255-255-255-255 

ARP flag 

ARP SMAC Match: any 

RARP DMAC Match: any 

IP/Ethernet Length: any 

IP: any 

Ethernet: any 

action: 1 

rate limiter: 3 

copy port: 0 

  

action This command set the access control per port as packet filter action rule. 

  
LGS-2816C-RPS(acl)# action 5 0 2 2 
LGS-2816C-RPS(acl)# show 
port policy id action rate limiter port copy   counter 

---- --------- ------ ------------ --------- ------------ 
1       1    permit          1           1            0 
2       1    permit          1           1        71959 
3       1    permit          1           1            0 
4       1    permit          1           1            0 
5       1      deny          2           2            0 
6       1    permit          1           1            0 
7       1    permit          1           1            0 
8       1    permit          1           1            0 
9       1    permit          1           1            0 

10       1    permit          1           1            0 
11       1    permit   Disabled    Disabled            0 
12       1    permit   Disabled    Disabled            0 
13       1    permit   Disabled    Disabled            0 
14       1    permit   Disabled    Disabled            0 
15       1    permit   Disabled    Disabled            0 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

delete <index> 
 

index - the access control rule index value. 
 
 

DEFAULT  SETTING 
 

 None 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

16       1    permit   Disabled    Disabled            0 
17       1    permit   Disabled    Disabled            0 
18       1    permit   Disabled    Disabled            0 
19       1    permit   Disabled    Disabled            0 
20       1    permit   Disabled    Disabled            0 

    21       1    permit   Disabled    Disabled            0 
    22       1    permit   Disabled    Disabled            0 
    23       1    permit   Disabled    Disabled            0 
    24       1    permit   Disabled    Disabled            0 

 

rate limiter   rate(pps) 

------------ ------------ 
1               512 
2             16000 
3                32 
4                 1 
5                 1 
6                 1 
7                 1 
8                 1 
9                 1 

10                 1 
11                 1 
12                 1 
13                 1 
14                 1 
15                 1 
16                 1 
LGS-2816C-RPS(acl)# 

  

delete This command delete the ACE ( Access Control Entry) configuration 
on the switch. 

  
LGS-2816C-RPS(acl)#delete 13 

LGS-2816C-RPS(acl)# 

  



 

 

 

 

 

 

 

SYNTAX 
 

list  
 
 

DEFAULT  SETTING 

  None 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

list This command display ACL list. 

  
LGS-2816C-RPS(acl)# list 

 
Index Ingress Port Action Rate Limiter Port Copy     Counters 
 
 
port policy id action rate limiter port copy   counter 

---- --------- ------ ------------ --------- ------------ 

1      Switch      Deny        3      Disabled          109 

Frame Type: ARP 

2      Switch    Permit        3      Disabled            0 

Frame Type: ARP 

3      Switch    Permit        3      Disabled            0 

Frame Type: ARP 

4      Switch    Permit        3      Disabled            0 

Frame Type: ARP 

5      Switch    Permit      Any      Disabled        12989 

Frame Type: ARP 

6      Switch    Permit      Any      Disabled            0 

Frame Type: IPv4/UDP DHCP Client (Out) 

7      Switch    Permit      Any      Disabled            0 

Frame Type: IPv4/UDP DHCP Client (Out) 

8      Switch    Permit      Any      Disabled            4 

Frame Type: IPv4/Other 

...(q to quit) 

9      Switch    Permit      Any      Disabled            0 

Frame Type: LLC 

10      Switch    Permit      Any      Disabled            0 

Frame Type: Etype 

11      Switch    Permit      Any      Disabled            0 

Frame Type: Etype 

12      Switch    Permit      Any      Disabled            0 

Frame Type: Etype 

  13       Port5      Deny      Any      Disabled            0 

Frame Type: Any 

LGS-2816C-RPS(acl)# 

  



 

 

 

 

 

 

 

SYNTAX 
 

move <index1> <index2>  

 

index1/index2 - the access control rule index value.(Range: 13-128) 
 
 

DEFAULT  SETTING 

None 
 

COMMAND  USAGE 

To move the ACE ( Access Control Entry) configuration between 

index1 and index2. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

policy [policy] [ports]  

 

    policy – set specific policy id for specific port.(Range: 1-8) 

    ports – A specific port or range of ports.(Range :1-24) 
 
 

DEFAULT  SETTING 

Policy 1 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

move This command move ACE configuration between two index. 

  
LGS-2816C-RPS(acl)#move 13 14 

LGS-2816C-RPS(acl)# 

  

policy This command set acl port policy on switch. 

  
LGS-2816C-RPS(acl)#policy 3 10 

LGS-2816C-RPS(acl)# 

  

ratelimiter This command access control rule with rate limiter on switch. 



 

 

 

SYNTAX 
 

ratelimiter [id] [rate]  

 

 id – Rate limiter identifier.(Range: 1-16) 

rate – The threshold of packet.(Options:1, 2, 4, 8, 16, 32, 64, 

128, 256, 512, 1000, 2000, 4000, 8000, 16000, 32000, 64000, 

128000, 256000, 512000, 1024000) 
 
 

DEFAULT  SETTING 

All rate limiters 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set [<index>] [<next index>] 

[switch | (port <port>) | (policy <policy>)] 

[<vid>] [<tag_prio>] [<dmac_type>] 

[(any) | 

(etype [<etype>] [<smac>]) | 

(arp [<arp type>] [<opcode>] 

  (any | [<source ip>] [<source ip mask>]) 

(any | [<destination ip>] [<destination ip mask>]) 

[<source mac>] [<arp smac match flag>] 

[<rarp dmac match flag>] [<ip/ethernet length flag>] 

[<ip flag>] [<ethernet flag>]) | 

 (ip [(<source ip> <source ip mask>) | any] 

 [(<destination ip> <destination ip mask>) | any] 

 [<ip ttl>] [<ip fragment>] [<ip option>] 

 [(icmp <icmp type> <icmp code>) | 

 (udp <source port range> <destination port range>) | 

 (tcp <source port range> <destination port range> 

        <tcp fin flag> <tcp syn flag> <tcp rst flag> 

       <tcp psh flag> <tcp ack flag> <tcp urg flag>) | 

 (other <ip protocol value>) | (any)] ] 

[<action>] [<rate limiter>] [<port copy>] 

 

index – Create an new ACL entry(index always 0) 

next-index - Inserts the ACE after this row.(Range: 13-128) 

switch - ACE applies to all ports on the switch. 

port port - ACE applies to specified port or a range of ports. 

(Range: 1-24) 

policy policy - An ACL policy identifier to which this ACE is 

assigned.(Range: 1-8) 

  
LGS-2816C-RPS(acl)#ratelimiter 3 16000 

LGS-2816C-RPS(acl)# 

  

set This command set access control entry on switch. 



 

 

vid - The VLAN to filter for this rule. (Range: 1-4094, or any) 

 

tag_prio - Specifies the User Priority value found in the VLAN tag  

(3 bits as defined by IEEE 802.1p) to match for this rule. (Range: 0-7, or 

any) 

 

dmac_type - The type of destination MAC address. (Options: any, 

unicast, multicast, broadcast; Default: any) 

 

any – all frame type.(Options: any, Ethernet type, arp, ipv4; Default: 

any) 

 

etype – Set Frame Type to Ethernet Type 

 

etype - This option can only be used to filter Ethernet II formatted 

packets. (Range: 0x600-0xffff hex, or any; Default:any) 

 

smac - Source MAC address (xx-xx-xx-xx-xx-xx) or any. 

 

arp – Set Frame Type to arp 

 

arp type - Specifies the type of ARP packet.(Option: any, ARP, RARP, 

Other; Default: any) 

 

opcode – Frame mush have ARP Request or RAPR Request. (Option: any, 

ARP, RARP; Default: any) 

 

source ip/source ip mask – Source IP address or any. 

 

destination ip/ destination ip mask - Destination IP address or any. 

 

arp smac match flag - ARP frame where sender hardware address (SHA) 

field is equal to the SMAC address.(Option: any, 0, 1; Default: any) 

 

rarp dmac match flag - RARP frames where target hardware address (THA) 

is equal to the SMAC address. (Option: any, 0, 1; Default: any) 

 

ip/ethernet length flag - ARP/RARP frames where the hardware address 

length (HLN) is equal to Ethernet (0x06) and the protocol address 

length (PLN) is equal to IPv4 (0x04). (Option: any, 0, 1; Default: any) 

 

ip flag - ARP/RARP frames where the hardware address space (HRD) is 

equal to Ethernet (1). (Option: any, 0, 1; Default: any) 

 

ethernet flag - Frames can be matched according to their ARP/RARP 

protocol address space (PRO) settings. (Option: any, 0, 1; Default: any) 

 

ip – set Frame Type to IPv4. 

 

source ip/source ip mask - Source IP address or any. 

 

destination ip/destination ip mask - Destination IP address or any. 

 

ip ttl - Time-to-Live flag with any value. (Option: any, Zero, Non-



 

 

Zero; Default: any) 

 

ip fragment – Specifies the fragment offset settings for this rule. (Option: 

any, Yes, No; Default: any) 

 

ip option - Options flag with any value. (Option: any, Yes, No; Default: 

any) 

 

icmp – Set IP Protoclo Filter to ICMP 

 

icmp type - ICMP type number (0-255) or any. 

 

icmp code - ICMP code number (0-255) or any. 

 

udp - Set IP Protoclo Filter to ICMP 

 

source port range - Source UDP port/range (0-65535) or any. 

 

destination port range – Destination UDP port/range (0-65535) or any. 

 

tcp - Set IP Protoclo Filter to TCP 

 

source port range - Source TCP port/range (0-65535) or any. 

 

destination port range - Destination TCP port/range (0-65535) or any. 

 

tcp fin flag - TCP frames with any value in the FIN field. (Option: any, 0, 

1; Default: any) 

 

tcp syn flag - TCP frames with any value in the SYN field.(Option: any, 0, 

1; Default: any) 

 

tcp rst flag - TCP frames with any value in the RST field. (Option: any, 0, 

1; Default: any) 

 

tcp psh flag - TCP frames with any value in the PSH field. (Option: any, 0, 

1; Default: any) 

 

tcp ack flag - TCP frames with any value in the ACK field. (Option: any, 0, 

1; Default: any) 

 

tcp urg flag - Specifies the TCP ―Urgent Pointer field significant‖ (URG) 

value for this rule. (Option: any, 0, 1; Default: any) 

 

other - Set IP Protocol Filter to other 

 

ip protocol value - IP protocol value (0-255) 

 

action – Permit or deny packet.(0 deny, 1 permit)  

 

rate limiter - Specifies a rate limiter.(0 disable, 1-16) 

 

port copy - Defines a port to which matching frames are copied.(0 disable, 

1-24) 

 



 

 

 

DEFAULT  SETTING 

See defaults in Syntax section 
 

COMMAND  USAGE 

Rules within an ACL are checked in the configured order, from top to 
bottom. A packet will be accepted as soon as it matches a permit rule, 
or dropped as soon as it matches a deny rule. If no rules match, the 
frame is accepted. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

show  
 
 

DEFAULT  SETTING 

None 
 
 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
LGS-2816C-RPS(acl)#set 0 12 port 6 any any any 0 0 0 

LGS-2816C-RPS(acl)# 

  

show This command show all access control entry setting on switch. 

  
LGS-2816C-RPS(acl)# show 

port policy id action rate limiter port copy   counter 

---- --------- ------ ------------ --------- ------------ 
1       1    permit          1           1            0 
2       1    permit          1           1        71959 
3       1    permit          1           1            0 
4       1    permit          1           1            0 
5       1      deny          2           2            0 
6       1    permit          1           1            0 
7       1    permit          1           1            0 
8       1    permit          1           1            0 
9       1    permit          1           1            0 

10       1    permit          1           1            0 
11       1    permit   Disabled    Disabled            0 
12       1    permit   Disabled    Disabled            0 
13       1    permit   Disabled    Disabled            0 
14       1    permit   Disabled    Disabled            0 
15       1    permit   Disabled    Disabled            0 
16       1    permit   Disabled    Disabled            0 
17       1    permit   Disabled    Disabled            0 
18       1    permit   Disabled    Disabled            0 
19       1    permit   Disabled    Disabled            0 
20       1    permit   Disabled    Disabled            0 

    21       1    permit   Disabled    Disabled            0     



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

    22       1    permit   Disabled    Disabled            0 
    23       1    permit   Disabled    Disabled            0 
    24       1    permit   Disabled    Disabled            0 

 

rate limiter   rate(pps) 

------------ ------------ 
1               512 
2             16000 
3                32 
4                 1 
5                 1 
6                 1 
7                 1 
8                 1 
9                 1 

10                 1 
11                 1 
12                 1 
13                 1 
14                 1 
15                 1 
16                 1 
LGS-2816C-RPS(acl)# 
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Table 8-1: Alarm Commands 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 8-2: Email Commands 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

8 
ALARM Commands of CLI 

Command Function 

email 

events 

show email  

show events 

 

Enter into email mode 

Enter into events mode 

Show email configuration. 

Show events configuration 

 

email To enter into email mode. 

Command Function 

set mail-address 

set return-path 

set sender 

set server 

set user 

del mail-address 

del return-path 

del sender 

del server-user 

show 

 

Set mail address 

Set return path description 

Set sender description 

Set mail server 

Set mail server user account and password 

Delete mail address 

Delete return path description 

Delete sender description 

Delete server, user account and password 

Show email configuration 



 

 

 

 

 

 

SYNTAX 
 

set mail-address <#> <mail-address> 
 

# - Email address number, range: 1 to 6. 

mail-address - Email address. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set return-path <path> 
 

path - Return-path description. 

 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

set server <ip> 
 

ip - Email server ip address or domain name. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

set 
mail-address 

To set up the email address. 

  
LGS-2816C-RPS(alarm-email)# set mail-address 1  

abc@mail.abc.com  

  

set 
mail-address 

To set up the email address. 

  
LGS-2816C-RPS(alarm-email)# set return-path 12345 

  

set server To set server description. 

  
LGS-2816C-RPS(alarm-email)# set server 192.168.1.6 

  

set user To set user description. 

mailto:ruby@mail.com
mailto:ruby@mail.com
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SYNTAX 
 

set user <username> 
 

username - Email server account. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

SYNTAX 
 

del mail-address <#> 
 

#- Email address number, range: 1 to 6. 

 

EXAMPLE 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
LGS-2816C-RPS(alarm-email)# set user admin 

  

del mail-address To remove the configuration of E-mail address. 

  
LGS-2816C-RPS(alarm-email)# del mail-address 2 

  



 

 

 

ECTION  IV 
 
 
 

 

APPENDICES 
 

 
 
 
 
 

This section provides additional information and includes these items: 
 

◆ ―Software Specifications‖   
 

◆ ―Troubleshooting‖   



 

 

A SOFTWARE SPECIFICATIONS 
 
 
 
 
 
 
 
 
 

SOFTWARE FEATURES 
 

 
 

AUTHENTICATION    Local, RADIUS, TACACS+, Port (802.1X), AAA, HTTPS, SSH, IP MAC Port 
Binding, IP Filter, DHCP Snooping 

 

 
 

ACCESS CONTROL LISTS    128 rules per system 
 

 
 

PORT CONFIGURATION    1000BASE-T: 10/100 Mbps at half/full duplex, 1000 Mbps at full duplex 

100BASE-BX - 100 Mbps at full duplex (SFP) 

1000BASE-BX/SX/LX/LH - 1000 Mbps at full duplex (SFP) 
 

 
 

FLOW CONTROL    Full Duplex: IEEE 802.3-2005 

Half Duplex: Back pressure 
 

 
 

STORM CONTROL    Broadcast, multicast, or unicast traffic throttled above a critical threshold 
 

 
 

PORT MIRRORING    Multiple source ports, one destination port 
 

 
 

RATE LIMITS    Input/ouput limit per port (using ACL) 
 

 
PORT TRUNKING    Static trunks (Cisco EtherChannel compliant) 

Dynamic trunks (Link Aggregation Control Protocol) 
 

 
SPANNING 

TREE 

ALGORITH

M 

Spanning Tree Protocol (STP, IEEE 802.1D-2004) 

Rapid Spanning Tree Protocol (RSTP, STP, IEEE 802.1D-2004) 

Mutiple Spanning Tree Protocol (IEEE 802.1s) 

 
 
 

VLAN SUPPORT    Up to 4K groups; port-based, tagged (802.1Q) and private VLANs 



 

 

 

CLASS OF SERVICE    Supports four levels of priority 

Strict or Weighted Round Robin queueing 

Queue mode and CoS configured by Ethernet type, VLAN ID, TCP/UDP 

port, DSCP, ToS bit, VLAN tag priority, or port 

Layer 3/4 priority mapping: IP DSCP remarking 
 

 
 

QUALITY OF SERVICE    DiffServ supports DSCP remarking, ingress traffic policing, and egress 
traffic shaping 

 

 
 

MULTICAST FILTERING    IGMP Snooping 

 IGMP Proxy 
 

 
 

ADDITIONAL FEATURES    DHCP Client 

LLDP (Link Layer Discover Protocol) 

RMON (Remote Monitoring, groups 1,2,3,9) 

SMTP Email Alerts 

SNMP (Simple Network Management Protocol) 

SNTP (Simple Network Time Protocol) 

 
 
 
 
 

MANAGEMENT FEATURES 
 

 
 

IN-BAND MANAGEMENT    Telnet, web-based HTTP or HTTPS, SNMP manager, or Secure Shell 
 

 
 

OUT-OF-
BAND 

MANAGEMEN

T 

RS-232 DB-9 console port 

Software Loading: HTTP or TFTP in-band, or XModem out-of-band 

 

 
 

SNMP  Management access via MIB database 

Trap management to specified hosts 
 

 
 

RMON  Groups 1, 2, 3, 9 (Statistics, History, Alarm, Event) 



 

 

APPENDIX A  |  Software Specifications 

Standards 
 
 
 

STANDARD

S 

 
 
IEEE 802.1AB Link Layer Discovery Protocol 

IEEE 802.1D-2004 Spanning Tree Algorithm and traffic priorities 

Spanning Tree 

Protocol 

Rapid Spanning Tree Protocol 

IEEE 802.1p Priority tags 

IEEE 802.1Q VLAN 

IEEE 802.1X Port Authentication 

IEEE 802.3-2005 

Ethernet, Fast Ethernet, Gigabit Ethernet 

Link Aggregation Control Protocol (LACP) 

ARP (RFC 826) 

DHCP Client (RFC 

2131) HTTPS 

ICMP (RFC 792) 

IGMP (RFC 1112) 

IGMPv2 (RFC 

2236) 

IGMPv3 (RFC 3376) - partial support 

RADIUS (RFC 2618) 

RMON (RFC 2819 groups 

1,2,3,9) SNMP (RFC 1157) 

SNMPv2c (RFC 2571) 

SNMPv3 (RFC DRAFT 3414, 3410, 2273, 3411, 

3415) SNTP (RFC 2030) 

SSH (Version 2.0) 
 
 
 
 

MANAGEMENT INFORMATION BASES 

Bridge MIB (RFC 1493) 

Differentiated Services MIB (RFC 

3289) DNS Resolver MIB (RFC 1612) 

Entity MIB (RFC 2737) Ether-

like MIB (RFC 2665) Extended 

Bridge MIB (RFC 2674) 

Extensible SNMP Agents MIB (RFC 

2742) Forwarding Table MIB (RFC 2096) 

IGMP MIB (RFC 2933) 

Interface Group MIB (RFC 2233) 
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Interfaces Evolution MIB (RFC 

2863) IP MIB (RFC 2011) 



 

 

 

IP Multicasting related MIBs 

MAU MIB (RFC 3636) 

MIB II (RFC 1213) 

Port Access Entity MIB (IEEE 802.1X) 

Port Access Entity Equipment MIB 

Private MIB 

Quality of Service MIB 

RADIUS Accounting Server MIB (RFC 2621) 

RADIUS Authentication Client MIB (RFC 2621) 

RMON MIB (RFC 2819) 

RMON II Probe Configuration Group (RFC 2021, partial implementation) 

SNMPv2 IP MIB (RFC 2011) 

SNMP Community MIB (RFC 3584) 

SNMP Framework MIB (RFC 3411) 

SNMP-MPD MIB (RFC 3412) 

SNMP Target MIB, SNMP Notification MIB (RFC 3413) 

SNMP User-Based SM MIB (RFC 3414) 

SNMP View Based ACM MIB (RFC 3415) 

TACACS+ Authentication Client MIB 

TCP MIB (RFC 2012) 

Trap (RFC 1215) 

UDP MIB (RFC 2013) 



 

 

B TROUBLESHOOTING 
 
 
 
 
 
 
 
 
 

PROBLEMS ACCESSING THE MANAGEMENT INTERFACE 
 

Table: Troubleshooting Chart 
 

Symptom Action 
 

Cannot connect using 
Telnet, web browser, 
or SNMP software 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Cannot connect using 
Secure Shell 

 
 
 
 
 
 
 
 
 
 
 

 
Cannot access the on- 
board configuration 
program via a serial 
port connection 

 

 
 

Forgot or lost 
the password 

 

◆ Be sure the switch is powered up. 

◆ Check network cabling between the management station and 

the switch. 

◆ Check that you have a valid network connection to the switch 

and that the port you are using has not been disabled. 

◆ Be sure you have configured the VLAN interface through 
which the management station is connected with a valid IP 
address, subnet mask and default gateway. 

◆ Be sure the management station has an IP address in the 
same subnet as the switch‘s IP interface to which it is 
connected. 

◆ If you are trying to connect to the switch via the IP address 
for a tagged VLAN group, your management station, and the 
ports connecting intermediate switches in the network, must 
be configured with the appropriate tag. 

◆ If you cannot connect using Telnet, you may have exceeded 
the maximum number of concurrent Telnet/SSH sessions 
permitted. Try connecting again at a later time. 

 

◆ If you cannot connect using SSH, you may have exceeded 
the maximum number of concurrent Telnet/SSH sessions 
permitted. Try connecting again at a later time. 

◆ Be sure the control parameters for the SSH server are 
properly configured on the switch, and that the SSH client 
software is properly configured on the management station. 

◆ Be sure you have generated a public key on the switch, and 

exported this key to the SSH client. 

◆ Be sure you have set up an account on the switch for each 
SSH user, including user name, authentication level, and 
password. 

◆ Be sure you have imported the client‘s public key to the 

switch (if public key authentication is used). 
 

◆ Be sure you have set the terminal emulator program to 
VT100 compatible, 8 data bits, 1 stop bit, no parity, and the 
baud rate set to 115200 bps. 

◆ Check that the null-modem serial cable conforms to the pin- 

out connections provided in the Installation Guide. 
 

◆ Contact your local distributor. 



 

 

. 

 
 
 

USING SYSTEM LOGS 

If a fault does occur, refer to the Installation Guide to ensure that the 
problem you encountered is actually caused by the switch. If the 
problem appears to be caused by the switch, follow these steps: 

 
1.  Set the error messages reported to include all categories. 

 
2.  Enable SNMP. 

 
3.  Enable SNMP traps. 

 
4.  Designate the SNMP host that is to receive the error messages. 

 
5.  Repeat the sequence of commands or other actions that lead up to 

the error. 

 
6.  Make a list of the commands or circumstances that led to the fault. 

Also make a list of any error messages displayed. 

7.  Contact your distributor‘s service engineer. 

For example: 
 
 

LGS-2816C-RPS# traplog 

LGS-2816C-RPS (traplog) # Show 

No             time                               desc 

 

---- -------------------------- ------------------------------------------------ 

 

  1    Tue Jan 01 07:37:08 2002 [Warn  ] Login [admin] 

  2    Tue Jan 01 07:37:08 2002 [Info  ] Successful login through Console [Usern 

ame:admin] 

  3    Tue Jan 01 06:40:52 2002 [Info  ] STP Disabled 

  4    Tue Jan 01 03:43:41 2002 [Warn  ] Login [admin] 

  5    Tue Jan 01 03:43:40 2002 [Info  ] Successful login through Web [Username: 

admin],[IP:192.168.20.2 
 

. 



 

 

GLOSSARY 
 
 
 
 
 
 
 

 
ACL  Access Control List. ACLs can limit network traffic and restrict 

access to certain users or devices by checking each packet for 
certain IP or MAC (i.e., Layer 2) information. 

 

 
 

BOOTP  Boot Protocol. BOOTP is used to provide bootup information for 
network devices, including IP address information, the address of 
the TFTP server that contains the devices system files, and the 
name of the boot file. 

 

 
 

COS  Class of Service is supported by prioritizing packets based on the 
required level of service, and then placing them in the appropriate 
output queue. Data is transmitted from the queues using weighted 
round-robin service to enforce priority service and prevent 
blockage of lower-level queues. Priority may be set according to 
the port default, the packet‘s priority bit (in the VLAN tag), 
TCP/UDP port number, IP Precedence bit, or DSCP priority bit. 

 

 
 

DIFFSERV    Differentiated Services provides quality of service on large 
networks by employing a well-defined set of building blocks from 
which a variety of aggregate forwarding behaviors may be built. 
Each packet carries information (DS byte) used by each hop to 
give it a particular forwarding treatment, or per-hop behavior, at 
each network node. DiffServ allocates different levels of service to 
users on the network with mechanisms such as traffic meters, 
shapers/droppers, packet markers at the boundaries of the 
network. 

 

 
 

DHCP  Dynamic Host Control Protocol. Provides a framework for passing 
configuration information to hosts on a TCP/IP network. DHCP is 
based on the Bootstrap Protocol (BOOTP), adding the capability of 
automatic allocation of reusable network addresses and additional 
configuration options. 

 

 
 

DHCP OPTION 82  A relay option for sending information about the requesting client 
(or an intermediate relay agent) in the DHCP request packets 
forwarded by the switch and in reply packets sent back from the 
DHCP server. This information can be used by DHCP servers to 
assign fixed IP addresses, or set other services or policies for 
clients. 

 



 

 

 
 

DNS  Domain Name Service. A system used for translating 
host names for network nodes into IP addresses. 

 

DSCP  Differentiated Services Code Point Service. DSCP uses a 
six-bit tag to provide for up to 64 different forwarding 
behaviors. Based on network policies, different kinds of 
traffic can be marked for different kinds of forwarding. The 
DSCP bits are mapped to the Class of Service categories, 
and then into the output queues. 

 

 
 

EAPOL  Extensible Authentication Protocol over LAN. EAPOL is a 
client authentication protocol used by this switch to verify 
the network access rights for any device that is plugged 
into the switch. A user name and password is requested by 
the switch, and then passed to an authentication server 
(e.g., RADIUS) for verification. EAPOL is implemented as 
part of the IEEE 802.1X Port Authentication standard. 

 

 
 

GVRP  GARP VLAN Registration Protocol. Defines a way for 
switches to exchange VLAN information in order to register 
necessary VLAN members on ports along the Spanning 
Tree so that VLANs defined in each switch can work 
automatically over a Spanning Tree network. 

 

 
 

IEEE 802.1D  Specifies a general method for the operation of MAC 
bridges, including the Spanning Tree Protocol. 

 
 

IEEE 802.1Q  VLAN Tagging—Defines Ethernet frame tags which carry VLAN 

information.It allows switches to assign endstations to 

different virtual LANs, and defines a andard way for VLANs 

to communicate across switched networks. 
 

 
 

IEEE 802.1P   An IEEE standard for providing quality of service (QoS) 
in Ethernet networks. The standard uses packet tags 
that define up to eight traffic classes and allows 
switches to transmit packets based on the tagged 
priority value. 

 

 
 

IEEE 802.1W   An IEEE standard for the Rapid Spanning Tree Protocol 
(RSTP) which reduces the convergence time for network 
topology changes to about 10% of that required by the 
older IEEE 802.1D STP standard. (Now incorporated in IEEE 
802.1D-2004) 

 

 
 

IEEE 802.1X  Port Authentication controls access to the switch ports by 
requiring users to first enter a user ID and password for 

Support 

IEEE 
802.1D, 
IEEE 
802.1w 
(RSTP: 
Rapid 
Spanning 
Tree           
Protocol) 
standards 



 

 

authentication. 
 

 
 

IEEE 802.3X   Defines Ethernet frame start/stop requests and timers used 
for flow control on full-duplex links. (Now incorporated in 
IEEE 802.3-2002) 

 

 
 

IGMP  Internet Group Management Protocol. A protocol through 

which hosts can register with their local router for multicast 
services. If there is more than one multicast switch/router 
on a given subnetwork, one of the devices is made the 
―querier‖ and assumes responsibility for keeping track of 
group membership. 

 

 
 

IGMP QUERY    On each subnetwork, one IGMP-capable device will act as 
the querier — that is, the device that asks all hosts to 
report on the IP multicast groups they wish to join or to 
which they already belong. The elected querier will be the 
device with the lowest IP address in the subnetwork. 

 

 
 

IGMP SNOOPING    Listening to IGMP Query and IGMP Report packets 
transferred between IP Multicast Routers and IP Multicast 
host groups to identify IP Multicast group members. 

 

 
 

IN-BAND MANAGEMENT    Management of the network from a station attached 
directly to the network. 

 
 

IP MULTICAST FILTERING    A process whereby this switch can pass multicast 

traffic along to participating hosts. 
 

 
 

LACP  Link Aggregation Control Protocol. Allows ports to 
automatically negotiate a trunked link with LACP-
configured ports on another device. 

 

 
 

LAYER 2  Data Link layer in the ISO 7-Layer Data Communications 

Protocol. This is related directly to the hardware interface 
for network devices and passes on traffic based on MAC 
addresses. 

  

 
 

LINK AGGREGATION    See Port Trunk. 
 

 
 

MD5  MD5 Message-Digest is an algorithm that is used to create 
digital signatures. It is intended for use with 32 bit 
machines and is safer than the MD4 algorithm, which has 
been broken. MD5 is a one-way hash function, meaning 



 

 

that it takes a message and converts it into a fixed string of 
digits, also called a message digest. 

 

 
 

MIB  Management Information Base. An acronym for 

Management Information Base. It is a set of database 
objects that contains information about a specific device. 

 

 
 

MULTICAST SWITCHING    A process whereby the switch filters incoming multicast 
frames for services for which no attached host has 
registered, or forwards them to all ports contained within 
the designated multicast VLAN group. 

 

 
 

MVR  Multicast VLAN Registration is a method of using a single 

network-wide multicast VLAN to transmit common services, 
such as such as television channels or video-on-demand, 
across a service-provider‘s network. MVR simplifies the 
configuration of multicast services by using a common 
VLAN for distribution, while still preserving security and 
data isolation for subscribers residing in both the MVR 
VLAN and other standard or private VLAN groups. 

 

NTP  Network Time Protocol provides the mechanisms to 
synchronize time across the network. The time servers 
operate in a hierarchical-master- slave configuration in 
order to synchronize local clocks within the subnet and to 
national time standards via wire or radio. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


